NHuTerpauyusa c Carbon Billing 4

[ns Bepcuii ctapwe 452_047.
HaCTpoWKkn B GunnuHre

. CosgaTb Hac B bunnuHre

. Beibpatb Tun NAS "[pyroi"

. Ykasatb naponb gns COA

. Ykasatb IP agpec XGE

. Ykasatb "YkasaTb Vimsi ckpunta cobbiTnin” - xge_router.sh
. NpepBaputensHo 3abekanuTeb /var/lib/event/event_inc.sh
. CkonupoBaTb CKpUNTbI COOLITUIA

~NOoO b~ WN =

cp -f /var/lib/event/exanpl e/ xge_router.sh /var/lib/event/xge_router.sh
i cp -f /var/lib/event/event_inc.sh.tnplt /var/lib/event/event_inc.sh i

Mpu oTcyTcTBUM CkpUNTOB B KaTanore /var/lib/event/examples, Hy)kHO co3gaTb HOBble OOHOMMEHHbIE (haisbl U CKONMMPOBATL B HUX
COOTBETCTBYIOLLUIA TEKCT CKPUNTA, KOTOPLIN OnybnnkoBaH B NpUMeYaHnun 4aHHOW CTaTb.

8. BbinonHuTb B kOMaHaHoM cTpoke ASR aBa 3anpoca

! nas_id=1 :
{o#id i
sql exec "insert into nas_radius_parans (NAS_ID, ATTRI BUTE, THEVALUE, OP) val ues ($nas_id,
i 'Filter-1d, 'session Franmed-|P-Address rate set in \$rate in \$ceil _in out \$rate_out i
| \S$ceil out', '+=')" i
sql exec "insert into nas_radi us_parans (NAS_|I D, ATTRI BUTE, THEVALUE, OP) val ues ($nas_id,
"Filter-1d', 'session Franed-|P-Address nat \$nat', '+=")"

lMpoBepbTe, 4YTO yBacs Tapudax yKasaHsbl rate n ceil. Ecnn oHun He YKa3aHbl, TO orpaHu4eHmne cKopocTn nNpomcxoauTb He 6y,qu

Hactporkn B XGE1
Yepes KOHCOIb

1. BBECTM KOMaHZy menu
2. gns HacTtpoek VPN: Carbon XGE Router 5 -> Hactpoiiku VPN cepBepa... BKNountb Tpebyemble TUnbl aBTopm3aumm 1 ykasaTb dns
cepBepa, koTopble 6yayT oTAaBaTbCs aboHeHTam

1. Hactporikn Radius

2. ykasatb Radius-secret, Mapons COA-knueHTa,lMopt COA-cepsepa, O6wuii naponk Ans IPOE aBTopusauumm - Te xe napameTpsbl, Kak
yKasaHbl B bunnuHre.

3. Cepsep aBTOopu3auum - IP-agpec 6unnuxra ¢ 1812 noptom (npum.10.90.245.55:1812 )

4. Cepsep akkayHTuHra - IP-agpec 6unnuxra ¢ 1813 noptom (npvm.10.90.245.55:1813 )

5. IP appec COA-knueHTa - IP-agpec bunnuxra

6. IP agpec atoro NAS-cepBepa - IP-agpec XGE, ¢ koToporo 6yaeT nponcxoamTb B3anMOLEeNCTBNE C OUNMMHIOM (TOT, YTO yKa3aH B
ounnuHre, kak agpec NASa)

1. Hactpoiikn ceHcopa netflow

2. Cepsep cbopa craTucTuku - IP-agpec 6unnudra ¢ 9996 noptom (npum.10.90.245.55:9996 )

Mocne ykasaHHbIX HacTpoek XGE gomkeH 3apaboTtaThb.

MpumeyaHue

event_inc.sh



SENDER=$1; shift
EVENT=$1; shift
DATA=$@

for VAR in $DATA; do

[[ "$VAR' = *"="* 1] && eval ${VARWE*}=\"${VAR#* =}\"
done
i s_daenobn=1

LOG | NFO "$SENDER $EVENT $DATA"
if [ "$nas_ip" == "0.0.0.0" ]; then
exit 0

f

user _refresh(){

accept =1

[ "$logged" = "-1" ] && accept=0

[ "$enabled" = "0" ] && accept=0

[ "$deleted” = "1" ] && accept=0

[ "$own_disabled end" '=-1] && accept=0
redirect=0

[ "$over limt" ="1" ] && redirect=1

[ "$accept” = "1" ] && user_accept

[ "$redirect” = "0" ] && user_redirect_cance
[ "$redirect” = "1" ] && user_redirect

[ "$accept” = "0" ] && user_drop

}

user _dat a_changed() {

if [ -f /var/libl/event/before/$id.before ]; then
changed=0
for VAR in $(</var/lib/event/before/$id. before); do

[[ "$VAR' = *"="* 1] && eval ${VARWE*}=\" ${ VARF*=}\
done
for val in ip mac server enabled deleted auth_type nas_ip router_ip router_vlan router_port opt82
limt_ip acl; do
ol d_val ="ol d_$val "

[ "${tval}" = "${lold val}" ] & changed=1
done
el se
changed=1
f
if [ "$changed” = "1" ]; then

(
DATA_BEFORE=$( </ var /| i b/ event/before/ $i d. bef ore)
DATA BEFORE="${ DATA BEFORE// old_/ }"

DATA=$DATA_ BEFORE
for VAR in $DATA BEFORE; do
[[ "$VAR' = *"="* 1] && eval ${VARWE*}=\" ${VARS*=}\

done
user _de

)

user _del

user _add

user _refresh
user _rate_set
f

if [ -f /var/lib/event/$script_nanme ]; then
source /var/lib/event/$script_nane

if [ "SEVENT" = "rate_set" ]; then
user_rate_set

elif [ "$EVENT" = "user_disconnect” ]; then
user _di sconnect

elif [ "SEVENT" = "user_add" ]; then
user _add
user _refresh

elif [ "$SEVENT" = "user_del" ]; then

user _de



elif [ "$EVENT" = "user_data_changed_before" ]; then
echo "${DATA// | old_}" >/var/libl/event/before/$id. before
elif [ "SEVENT" = "user_data_changed" ]; then
user _dat a_changed
elif [ "$EVENT" = "radius_update_err” ]; then
user _di sconnect
elif [ "$SEVENT" = "rad_acc_tinmeout” ]; then
user _di sconnect
elif [ "$EVENT" = "try_double_login" ]; then
user _di sconnect
elif [ "SEVENT" = "user_info" ]; then
user_info 2>&1 > /tnp/ ${id}_user_info
output="$(cat /tnp/${id} _user_info | head -c 8000 | iconv -f koi8-r -t cpl251)"
rm-f /tnp/ ${id}_user_info
{
/etcl/ics/ics.conf
echo -e "SET SQL DI ALECT 3;\n"
echo -e "SET NAMVES W N1251;\n"
echo -e "CONNECT '127.0.0.1:/var/db/ics_nain.gdb'" USER '$l SC USER PASSWORD
" $1 SC_PASSWORD ; \ n"
echo -e "DELETE FROM users_di agnosti ¢ WHERE user _i d="$id"';\n"
echo -e "EXECUTE PROCEDURE KNL_USR DI AGNOSTI C_INS(' $id', '$output');\n"
echo -e "commit;\n"

} >/tnp/ $$. tnp
isql < /tnp/$$.tnp
rm-f /tnp/$$. tnp
el se
user _refresh
user_rate_set
fi
el se



echo "NO SCRI PT FOUND!'!'!'"

#!/ bi n/ bash
#. lusr/local/lib/carbon.shlib
trap __exit EXIT

TMPDI R=/ t np/ ${ O##*/ }
nkdir -p $TMPDI R

_exit() {
| ocal ret=%$?
rm-f $TMPDI R/ *. $$
return $ret

}

# set -eux

burst _i n='

burst_out=""

ceil _in=${ceil _in:-1000}
rate_i n=${rate_i n: - 1000}
ceil _out=${ceil _out:-1000}
rate_out =${rate_out:-1000}

__xge_coa_send() {

echo "Filter-1d=\"$@"" | radclient -x $nas_ip:3799 coa $coa_psw &$TWMPDI R/radclient. $$
ret=$?
# exit 254 , todo busy cont ext

grep "no response fromserver" $TMPDI R/radclient.$$ && exit 254
cat $TMPDI R/radclient. $$
return $ret

}

user _add() {
[ "$auth _type" = "1" ] && _ xge_coa_send session $ip start |PCE
}

user _del () {
__xge_coa_send session $ip stop "user_del"
__xge_coa_send session $ip renove

}

user _accept () {

[ "$auth_type" = "1" ] & & _ xge_coa_send session $ip start |PCE
__xge_coa_send session $ip redirect blocked cance
__xge_coa_send session $ip nat $snat_ip

}

user _drop() {
__xge_coa_send session $ip redirect bl ocked

}

user _redirect() {
__xge_coa_send session $ip redirect negbha

}

user _redirect_cancel () {
__xge_coa_send session $ip redirect negbal cance

}

user _rate_set() {

__xge_coa_send session $ip rate set in $rate_in $ceil _in $burst_in out $rate_out $ceil _out

$bur st _out



user _rate_set_cancel () {
__xge_coa_send session $ip rate renove

}

user_info() {
__xge_coa_send session $ip info

}

user_test() {
__xge_coa_send session $ip test

}

user _event _before() {
}
user_event _after() {
}
user _di sconnect () {
__xge_coa_send session $ip disconnect
}
__xge_list_local (){
ipset -o save -1 $4 | grep add | cut -d ' ' -f 3
}
__xge_ssh_send(){
echo -e "chroot /app/xge $@nexit\n" | ssh_send --port ${telnet_port:-33} -u
${telnet _login:-root} -p ${tel net_password: -servi cenode} ${nas_ip:-127.0.0.1}
}
users_fromnas() {
# coa
| ocal SYNCDI R="/var/lib/event/sync/$nas_ip"
nkdir -p $SYNCDI R
if [ "$nas_ip" !'= "169.1.18.12" ]; then
__xge_ssh_send xgesh show list xge_blocked_list | grep '~[0-9].*" >
$SYNCDI R/ bl ocked_| i st. nas
__xge_ssh_send xgesh show |ist xge_negbal _list | grep '~[0-9].*" > $SYNCDI R/ negbal _I|ist. nas
__xge_ssh_send xgesh show list xge_auth_list | grep "~[0-9].*" > $SYNCDI R/ auth_Ilist.nas
fi
#
if [ "$nas_ip" = "169.1.18.12" ]1; then
__xge_list_local xgesh show |ist xge_blocked_list | grep '~[0-9].*" >
$SYNCDI R/ bl ocked_| i st. nas
__xge_list_local xgesh show |ist xge_negbal list | grep "~[0-9].*" >
$SYNCDI R/ negbal _li st. nas
__xge_list_local xgesh show |ist xge_auth_list | grep '~[0-9].*" > $SYNCDI R/ auth_list.nas
fi
}

user _info(){

echo '<pre>'" > /tnp/${user_id}_user_info.new

__xge_coa_send session $ip test human | grep "Reply-Message" | sed -e 's/Reply-Mssage =
I1g; sI™s\+//g; s/*//g; s/"$//g >>/tnmp/${user_id} _user_info.new
echo '</pre>" >> [tnp/${user_id}_user_info.new

mv -f /tnp/ ${user_id}_user_info.new /tnp/${user_id}_user_info
chown apache: apache /tnp/ ${user_id}_user_info

}

user_get _nmac() {
| ocal TMPDI R=/t np/ nas_event _daenon/ $nas_i p/ user _get _mac/
nkdir -p $TMPDI R/

__xge_coa_send session $ip get_mac | grep "Reply-Mssage" | sed -e 's/Reply-Mssage =//g;
s/™Ms\+//g; s/I™"/lg; s/"$//g" >> ${TMPDI R}/ ${user_id}

chnod 777 -R /tnp/ nas_event _daenon/
}

get _mac(){

res="$(echo "Filter-ld=\"session $ip get_mac\"" | radclient -x $nas_ip coa $coa_psw | grep
Repl y- Message) "

res=${res/*=\"/}



res=${res/\"/}
LOG | NFO

"SELECT * FROM KNL_USR SETMAC(' $i p',

"$res' )"




sql exec "SELECT * FROM KNL_USR_SETMAC(' $i p',

"$res')"




