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MepeBop RFC 1122 Pa3symMHble ceT oT komnaHum BiLiM Systems
1. BeedeHue

OTOT JOKYyMEHT sBiseTcs nepBbIM u3 napel RFC, onpenensionmx u o0cyxaaomux TpeOOBaHUS K peaqu3aliu XOCT-CHCTeM Ha 0a3e cTeka

npoTokoiioB Internet. JIOKyMEHT MOCBSIIEH KOMMYHHKAIMOHHBIM IIPOTOKOJAaM - KaHaJbHBI YpOBeHb, ypoBeHb I[P (cereBoil)

TPAHCTIIOPTHBIN ypoBeHb. BTopoit nokyment mapsl - RFC 1123 Requirements for Internet Hosts -- Application and Support" [INTRO:1]' -

MOCBSIICH MPOTOKOJAaM MPUKIATHOTO ypoBHs. C 3Toil mapoil Takxke TecHO cBsizaH nokyMeHT RFC 1009 - Requirements for Internet

Gateways [INTRO:2]%

JIOKyMEHT npefHa3sHa4YeH Il IPOU3BOAUTENEH M pa3pabOTIMKOB, a TaKXKe IS MOJNb30BaTeled KOMMYHHKAIlMOHHBIX IporpaMm Internet.

JIOKYMEHT HalMcaH Ha OCHOBE 00OOLIeHHs OIbITa paboThl MccienoBarteliel Internet 1 KOMIaHHUH-IPOU3BOANTEIICH.

B stom RFC paccMoTpeHB! cTaHAapTH MPOTOKOJIOB, KOTOPHIE JOJDKHBI HCIIOIB30BATHCS HA XOCTaX, IOJKIIOUEHHBIX K ceTH Internet, a

Taoke cBsizaHHble ¢ HUMH RFC ¥ apyrue IOKyMEHTBI, ONMCHIBAIOIIME TEKyIIMe BapHaHTHl ClieHU(UKAIMi Uil TaKUX HPOTOKOJOB. B

JOKYMEHTE HCIIPABIICH PSI OMHUOOK, BCTPEUAIOIIMXCS B YHOMHUHAEMBIX JOKyMEHTaX, PaCCMOTPEHBI JONOIHHUTEIbHBIE BONPOCH M JAHBI

PEKOMEH/IAIMH 110 pean3anuy IPOTOKOJIOB.

JI71s Ka)KOoro MpOTOKOJIa B IAHHOM JTOKYMEHTE TakXKe MPUBEACH SBHBIN HA0Op TpeOOBaHMH, peKOMEHIAMNA U onuuil. YuTarens HOomKeH

MOHMMATh, YTO CIMCOK HPHUBEJECHHBIX B JIOKyMEHTE TpeOOBaHMII HEMONOH - IMONHBIC TpeOOBaHMS Uit XOcToB Internet comepxkarcs B

JOKYMEHTax, ONPEJeNSIoNMX crnenudukanuu mnporokonoB. B mannom RFC npuBeneHs! MONpaBKHM, YTOYHEHHMS W JAOMOITHEHHS K

CTaHJIapTaM IIPOTOKOJIOB.

KauecTBeHHasi peanu3anus MPOTOKOJIOB, TOJTOTOBICHHAs B pe3ylbTaTe BHUMAaTeNbHOro mpodreHus 3toro RFC, paGoTsl B KOHTaKTe ¢

TEeXHUYECKHM coo0mecTBoM Internet u yd4eTa MO3UTUBHOM IMPAKTHKU pa3pabOTKH KOMMYHHKAIMOHHBIX IIPOTPaMM, HE JOJDKHA CHIIBHO

OTJIIMYATHCS OT COIepKaIMXCS B JOKyMeHTe TpeboBaHui. MHorue u3 “rpeboBanuii” nanHoro RFC yxe peann3oBaHbl B CTaHIapTax WIH

paccMaTpHUBAIOTCS IS BKIIOYEHHS B CTAHIAPTHI, TOATOMY UX O0OCYXXJEHHE B JAHHOM JOKYMEHTE MOXKET ITOKa3aThesl M30BITOUHBIM. OHAKO

TaKHE€ BOIPOCHI 6bIJ'II/I BKJIIOYEHBI B IOKYMEHT, INOCKOJIbKY HEKOTOPbIE U3 HMEIOLIUXCA peanmaunﬁ coaepxkar OL[JI/IGKI/I, MPpUBOAAIINE K

HEJJ0CTaTOYHOIN MHTepOonepabenbHOCTH, CHIDKEHHIO ITPOU3BOUTEIFHOCTH ¥ BOSHUKHOBEHHIO HHBIX MTPOOIIEM.

B noxymeHTe 00CyXaaeTcsi U pa3bsICHICTCSI MHOXKECTBO TpeOoBaHMH U pekoMeHaarmii. [IpocToii cincok TpeGoBaHUi MOKeT OBITH OmnaceH

O sy MPUYHH!

¢ HEKOTopble TpebyeMble (GyHKIMU OoJiee BaXKHEL, a psil QyHKIMH He SBIISETCS 00s3aTeIbHBIM;

¢ CyIIECTBYET MHOXKECTBO IPHYMH, IO KOTOPBIM HPOAYKIHMS, pa3paboTaHHas JUIs OTPAaHUYCHHOT'O KOHTEKCTa MOXKET OBITH BBIOpaHa Ui
HCTIOIB30BAaHUS B HHBIX Cpeaax.

HyxHO cnenoBaTh NPUBEACHHBIM B JOKyMEHTE CIElM(HKALHMIM Ui 00ecleueH s HHTeponepabelbHOCTH XOCTOB MPH B3aUMOJCHCTBHU

Yyepe3 pasHOPOIHBIE M CIOXHBIE cucTeMsl Internet. XoTs MHOrMe W3 4YHClIa MMEIOIINXCS peaH3aliii He COOTBETCTBYIOT TE€M WIIM MHBIM

TpeOoBaHMsM, CIICHU(PUKAINY SIBISIFOTCS UACATIOM, K KOTOPOMY HYXXHO CTPEMHUTHCSL.

IIpuBenenusie B NOKyMeHTe TpeOOBaHUS OCHOBAHBI HA COBPEMEHHOM ypOBHE apXHTEKTypsl Internet. JIokymMeHT OymeT OOHOBIATHCS MO

Mepe Pa3BUTHS ClieNU(UKAILMI 1 TEXHOJIOTHI B TeX 00JIacTsX, C KOTOPBIMHU OH CBSI3aH.

BBogHas wacTh NOKyMEHTa Ha4dMHAETCS C KPAaTKOro 0030pa apXUTEKTyphl Internet NMpUMEHHTENBPHO K XOCTaM, IPUBEJCHBI TaKXKe

HEKOTOpBIE PEKOMEHAAIMH MO BBIOOPY Mporpamm Juist XocToB. KpoMe Toro, Bo BBeAEHHH HaHBI HEKOTOPHIE PEKOMEHIAIUH 1Mo paboTe ¢

OCTaJBbHOH YacThIO JOKYMEHTA U PaCCMOTPEHa MCIIONb3yeMasi TEPMHHOIOTHL.

1.1 ApxuTtekTypa Internet

PaccMoTpenuio OCHOB apXUTeKTypsl Internet n moamep)KuBaeMbIX MPOTOKOJOB mocesinena kaura DDN Protocol Handbook [INTRO:3],
OCHOBBI apXHUTEKTYpBl paccMOTpeHbl Taike B padorax [INTRO:9], [INTRO:10], [INTRO:11]. B pa6ore [INTRO:5] paccmarpuBarorcs
BOIIPOCHI TIOJIyYeHHs JOKYMEHTOB CO CTaHAapTaMu IpoTokonoB Internet, a nokymeHT [INTRO:6] comep HT crMcOK HOMEPOB (YHCIOBBIX
UICHTH(UKATOPOB), BEIIEICHHBIX JJI1 IPOTOKOJIOB Internet.

1.1.1 Xocmeli Internet

X0CT-KOMIBIOTEP WM HOMPOCTY XOCT SBISAETCS KOHCYHBIM II0JIb30BAaTENEM KOMMYHHKALMOHHOTO cepBHca. Ha xoctax B ofmmieM ciydyae
BEIMIONTHAIOTCS TIPOTpaMMBI IO 3alpocaM  MOJb30BaTelied W/WIM TOAACPKUBAIOTCI KOMMYHHUKAIIMOHHBIC CIy:KObI Internet mis
00CITy)KHBaHHs MOJIB30BAaTEIbCKUX 3ampocoB. XocThl Internet COOTBETCTBYIOT KoHuenuuu KoHeuHO# cuctemsl (End-System) B creke
npotokosoB OSI [INTRO:13].

KommyHukanmonHast cuctema Internet conep)KUT COSAMHEHHBIE MEXAY cO0O0H CeTH Iepeladr MakeToB, B KOTOPBIX OOMEH MH(popManuei
MEXIY XOCTaMH OCYIIECTBISETCS Ha OCHOBE MpOTOKoj0B Internet. Cetn moakmoyarores K Internet nimm mpomexxyTounsiM cuctemam OSI
(Intermediate Systems, [INTRO:13]) ¢ ucnonap30BaHHEM KOMITBIOTEPOB, 00CCICUNBAIOIINX KOMMYTAIIMIO MTAKETOB - TAKHE KOMITBIOTEPHI
Ha3BIBAIOT IUTIO3aMK (gateway) wiu mapmpytuzaropamu IP (IP router)’. B mokymente Requirements for Internet Gateways [INTRO:2]
conepkarcs opULUHMANbHBIE crielnu(UMKaMy Ui IU0308 (MapuipyTusatopos) Internet. RFC 1009% BMecTe ¢ HACTOSLIMM IOKYMEHTOM H
RFC 1123 [INTRO:1] onpenensioT npasuia s TEKyLIeH pealu3alul apXuTeKTypsl Internet.

Xoctel Internet CHIBHO pa3IMYalOTCS MO CBOMM pa3MepaM, HPOW3BOAWTEIBHOCTH W BBINONHSIEMBIM OyHKmusM. B cerm Internet
HCIIONIB3YIOTCSl CaMble pa3Hble KOMIBIOTEpHI, BKIro4yas HacTosbHble IIK, paGoume cranumu, maiH(QpeiiMbl U cynepkomibioTepsl. [lo
BBIIOJTHSAEMBIM (DYHKITHSM XOCTBI JEIATCS Ha CHCTEMBI OOIIEero Ha3sHAaueHHs (HAaIpuMmep, TepMHHAJbHBIE CEPBEpPHl) U MYJbTHCEPBHCHBIC
CHCTEeMBI (MOAepIKKa IHPOKOTo CIIEKTPa CeTeBBIX CIyXk0 - remote login, FTP, anexkTpoHHHHAs moYTa M T. IL.).

Jlyis 0003HAYECHUS. XOCTOB ¢ MHOXKECTBOM MHTEP(EHCOB B OJJHY WIIM HECKOJIBKO CeTeH mcmonb3yercs TepmuH multihomed (MHOTOOMHBII).
Boree nmonpobHOe onucaHue TAKUX XOCTOB IpHBeaeHo B naparpade 1.1.3 Tepmunomnorus.

1.1.2 ApxumekmypHbie oonyuieHusi

CoBpemenHast apxuTeKTypa Internet ocHoBaHa Ha rpyrie 6a30BbIX AOMYIICHHHA 0 KOMMYHUKAIIMOHHOH cucteme. J[onyIeHus:, CBS3aHHbIE C

XOCTaMH, MEPEUNCIICHBI HIXKE:

(a) Internet siBisieTcsi “ceTblo ceTeii”.
Kaoicowiil xocm nanpsamyio nookouern Kk Kakou-mubo cemu (cemsm) - coedunenue ¢ Internet 615emcsi iuiib KOHYenmyanbHuiM. J{ea xocma
O0O0HOU cemu Mo2ym 0OMeHUBAMbCA Mexcdy cobOU OAHHBIMU C UCNOAb308AHUEM MeX dHce NPOMOKOIO8, KOMOpble CAYHCAM 0N C6A3U C
Xocmamu YOaneHHbLX cemell.

! Ha caiite www.protocols.ru Mo>KHO HalTH MEPEBOJ ITOTO JOKYMEHTA Ha PyCCKHM A3bIK. [Ipum. nepes.

2 Bosiee COBPEMEHHBIN BAPUAHT HTOrO JTOKyMeHTa coaepxkurcs B RFC 1812, nepeBos KOTOPOro uMeeTcs Ha caiite www.protocols.ru. ITpum.
nepes.

3 Bo Bpems noarorosku 3toro RFC Tepmun gateway (LLTHO3) HUCIIONB30BICS IPHUMEHUTENBHO K XOCTaM, 00ECIEYUBAIOIIMM MEPECHUIKY
MaKeTOB MEXIy pPa3HbIMU (pusndeckuMu ceTamu. Co BpeMeHeM (YHKIHHM MEXKCETEBOH MepechlIKM TpadHKa CTald pPeaan30BaThCi B
OCHOBHOM Ha CIEINAIN3UPOBAHHBIX yCTPOICTBAX, HA3bIBAEMBIX MapIIPYTH3aTOpaMH (router), a TEpMHH IILTI03 ceifyac OOBIYHO OTHOCST B K
cucteMaM, obecneynBaroIUM Npeobpa3oBaHusi (opMaToB Ha Ooyiee BBICOKHX, Hexenu IP, ypoBHsX (Hampumep, IUTIO3 JICKTPOHHOU
mo4Thl). B 3TOM OKyMeHTe TepMHHBI “IUTI03” U “MapIIpyTH3aTOp” MCHONB3YIOTCS KaK CHHOHHUMBI, €CJIH B TEKCTE SBHO HE 03HAYCHO MHOE.
Ilpum. nepes.
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(b) ln103b1 He XPaHAT HHPOPMALHUIO O COCTOSTHUY COETMHEHMIA.
Jnst nogviuenust yemouuueocmu KOMMYHUKAYUOHHBIX CUCIEM WLTIO3bl pa3padamuléalomcs makum oopazom, 4modvl obecneyusanach
nepecviika Oeiimazpamm IP Oe3 opeanuzayuu s8uuix coeounenuil (stateless) u nezagucumo om opyeux Oeiimazpamm. B pesynemame ons
obecneuenust yCmMoudU8oCmu MO2ym UcnoIb308amucsi u3bvimounvle (redundant) nymu, Komopule axmugusupyiomcs npu G03HUKHOBEHUU
c00e6 HA OCHOBHBIX NYMISIX.
Besi ungpopmayus, mpebyemas 05t Ck803HO20 ynpasieHus Nomoxkom 0auHwlx (end-to-end flow control) uepes coedunenue, obecneuusaemces
Xocmami ¢ nOMOWbIO NPOSPAMM MPAHCROPIIHO2O WL NPUKIAOH020 YposHs. Takum obpazom, ece OanHvle Oisi KOHMPOJs COCOUHEHUS.
€OCPe0omoUeHbl 8 KOHEUHBIX MOUKAX COCOUHEHUS U MOy OblMb NOMEPsHbL MOILKO Npu cO6oe Ha XOCMAX.
(c) MapumpyTu3anus ocylmecTBIsIeTCs B HLTI03aX.
Mapuwpymuzayust A6/151emcst CROJACHBIM NPOYECCOM U QO0JINCHA GLINOIHAMbCS WM03aMU, d He xocmamu. Badicnoii npuyunoil makoeo
oonyuenust A6s1emcsi u36asieHue om HeoOX00UMOCIU CMEHbL Wil NOBMOPHOU HACMPOUKY NPOZPAMM 8 PE3VIbMAame u3MeHeHUl, BHOCUMbIX
npu cmenax apxumexniypul mapwipymuszayuu Internet.
Cucrema 10J:KHA OBITH COBMECTHMA € PA3JINYHBIMU BADHAHTAMH CeTeid.
FBaszoeoii npeonocwinxoul apxumexkmypol Internet s61s1emcsi 603MONCHOCHb USMEHEHUs. 6 WUPOKUX Npedelax Cemesvblx Napamempos
(nanpumep, CKOPOCMU KAHANO08, 3A0ePIUCKU, YUCILA MEPIEeMbIX NAKEMO8, USMEHEHUsL NOPOKA 00CMABKU NAKEeMOo8, MAKCUMAIbHO20 pazmepa
nakemog u m. n.). [Apyaum easicuviv mpebosanuem A6isiemcest yemoudugocms K cO0sim 6 OmMOeibHbIX Censix, ULII03aX, XOCMAX U COXPAHEHUe
603MOdICHOCIU pabombl ¢ 00CmynHoll ckopocmuio. Koneunoii yenvio e3aumooeiicmeus. omxpuimplx cucmem (open system interconnection)
asnaemcs obecneyenue s¢pghexmusnou pabomol Internet u noanou unmeponepadenbHOCmu 015 6cex MUN08 XoCMos U cemel, COeOUHEHHbIX
yepes paznuuHvie kanaavl Internet .
B nexomopuix ciyuasix paspabomuuxu npeciedyiom menee ambuyuosuvie yenu. Hanpumep, cpedwi JIBC 06biuno mernee mpebosamebHbl K
xocmam no cpasuenuio ¢ Internet @ yenom, J10KanbHble cemu UMeIom HeDonbuiUe 3a0ePICKY, MePIemcs MOAbKO MAAds 4acmy NAKenos u
NnopsIOoK 00CMAsKU NAKemos 00biuHO coxpansiemcs. Hexomopule KoMnanuu @ c8oUXx peanu3ayusix UCHOIb3VIOM Peuenusl, npuemiemvle O
JIBC, HO cogepuiento He nooxodsujue 0/ 2emepoceHHbX cped. OObIuHO MAaKy0 NPOOYKYUIO NPENOOHOC 8 KAYECmeEe Oeues020 PeuleHus
ons okamsHuix cemetl. Qonako, usonuposannas JIBC mooicem nepecmams 6bims maxkogol u npu Opeanu3ayuu 63auUMo0etiCmaust ¢ Opyeumi
cemsamu u Internet ucnonb3o8anue Maxux YNPOUJEHHBIX DPEuleHUull ¢ Heu30elIcHoCmvio nopooum npobremvl. B xoumye KoHyos Hu
nonb3oeamenb, HU APOU3BOOUMETb MOV OKA3AMbCS HE 8 COCMOSHUU Peuums npoOieMbl, GOZHUKWUE 8 Pe3Vabmame NPUMEHEHUs He
NOIHOCHbBIO COOMEEMCMEYIOUUX CIMAHOAPMAM 060PYOOSAHUS U NPOSPAMM.
[IpuBeneHHble B JOKyMEHTE TpeOOBaHHMS OTHOCATCS K MOJHO(YHKIMOHAJIBHBIM XocTaM Internet, oOecne4YHBAIOLIMM IOJHYIO
HHTEpOIepabebHOCTh TIPH UCIIONB30BAHUN CAMBIX Pa3HBIX MyTEH Mepefadd JaHHbIX ceTd Internet.

d

=

1.1.3 Cmek npomokorsoe Internet

st cBsi3u yepes Internet Ha XxocTax AOJDKEH HMCMOIB30BAaThCS MHOTOYPOBHEBBIH HaOOp MPOTOKOJIOB, COOTBETCTBYIONIMI CTEKY MPOTOKOJIOB

Internet. OOBIYHO Ha XOCTax peaqu30BaH MO KpaiHeil Mepe OIUH MPOTOKOJ ISl KaKIOTO U3 YPOBHEH.

YpoBHH IIPOTOKOJIOB, HCHIOJIE3yeMbIe B apXuTeKType Internet, omucanst B padore [INTRO:4]:

¢ Ilpuknannoii ypoBenb (Application Layer)
IIpuknagHoi ypoBeHb pacroyaraercs B BEpXHEeH yacTu creka mpoTokosos Internet. B creke Internet npukinaaHoil ypoBeHb HE pa3ieneH
Ha TOAYPOBHHM, XOTS HEKOTOPHIE M3 IIPOTOKOJIOB MNPHKIAJHOTO YpPOBHS Internet comepkaT BHYTpeHHHE MOAYypoBHH. [IpmkmamHoit
ypoBeHb cTeka Internet oOwvenmnsier B cebe ¢yHKIMM IBYX ypoBHeil (Presentation - ypoBeHp mnpexacraBieHus U Application -
TIpHUKIaTHOHN) 3TanonHoi Mogenn OSI.
Ms1 Oyaem pasnuyarh ABE KaTerOpHH MPOTOKOJOB MPUKIAJHOTO YPOBHS - IOJb30BATENBCKHE MPOTOKOIBI, KOTOPHIE MPEAOCTABISIOT
YCIyTH HETOCPEICTBEHHO IIOJIb30BATENI0, W MPOTOKOIBI MOJICPKKU (CIy'KeOHBIE), 00eCIeUnBalONINe CUCTEMHBIC (DYHKIUH OOIIEro
Ha3HayeHus. TpeGoBaHUs K MOJIB30BATENBCKUM U CIY>KEOHBIM ITpoToKosaM paccMoTpensl B RFC 1123 [INTRO:1].
Hawnbonee pacipocTpaHeHHBIMH ITOT30BATEILCKUMHE IIPOTOKONIAMH Internet sBIIOTCS:
¢ Telnet (ynaneHHEIH BXOJ B CHCTEMY)
¢ FTP (nepenaua ¢aiinos)
¢ SMTP (nocraBka 31€KTPOHHOH MOYTHI)
CyliecTByeT TakkKe MHOKeCTBO cTannapTu3oBaHHbIX [INTRO:4] 1 4acTHBIX I0NB30BaTEIbCKUX IPOTOKOIOB.
CryxeOHbIe MPOTOKOJBI HCIONB3YIOTCS A MpeoOpazoBaHus uMeH, 3arpy3ku OC W ympaBieHHS - K YUCIY TaKHX MPOTOKOJIOB
otHOocsiTes SNMP, BOOTP, RARP, DNS (Domain Name System).

¢ TpancnoprtHslii ypoBeHs (Transport Layer)
TpaHCTIOPTHBIN ypoBeHb obecredrBaeT CKBO3HYIO CBs3b (end-to-end) Mex Iy MPHUIOKEHUSIMH Yepe3 ceTb. Ha TpaHCIOPTHOM ypoBHE
HCTIONB3YIOTCS IBA OCHOBHBIX IIPOTOKOJIA!
# Transmission Control Protocol (TCP*) - mpoTokos ynpasienus nepenadeii
& User Datagram Protocol (UDP?) - npoTOKOJI TI0J1530BaTENLCKUX JAEWTArpaMM
TCP npeacraisier co0oif OCHOBaHHBIH Ha coeMHEHHsX (connection-oriented) TPaHCHIOPTHBIM CEPBUC C TapAaHTUPOBAHHOW JOCTABKOW
TIAaKETOB, 00ECTIEYNBAIONINI HAZEKHYIO JJOCTAaBKY C COXPAHEHHEM ITOPs/IKa ITAaKeTOB U yIPaBICHHEM IIOTOKOM JaHHBIX. [Ipotokor UDP
He UCIIONB3YeT SIBHBIX COeMHEHMH (connectionless) u mepenaeT qaHHbIE B BUAe Aeitarpamm (datagram) Ge3 rapaHTHH JOCTaBKH.
HccenenoBaTenbCKUMH OpTaHM3AIMAMH OBUTH pa3pabOTaHBl M APYTHE MPOTOKOIBI TPAHCIOPTHOTO YPOBHS, KOTOPBIE MOTYT IOJIYYHTH
CTaTyc CTaHJapTHBIX NIPOTOKOJIOB.
Bonee noxpobHOE onmcanue MPOTOKOIOB TPAHCIIOPTHOTO YPOBHSI IPUBEJCHO B IaBe 4.

¢ Vposens Internet® (Internet Layer)
Bce TpaHCTIOPTHBIE TIPOTOKOJBI HCTIONB3YI0T mpoTokoi IP (Internet Protocol’) s mepenayn HaHHBIX OT OTIPABUTENS K MOJYYATETIO.
IP mpexncraBiseT coboif cimyx0Oy HocTaBKM JelitarpaMM Oe3 opraHu3alMi coeluHeHHH (connectionless), He o0ecHneYHBAIOIIYIO
CKBO3HOH TapaHTWM MOOCTaBKH. TakuM o0pa3oM, IpH [JOCTaBKE Ha XOCT IIodaydaTens peiirarpammbl [P Moryt oxaszaTtbest
HOBPE)KACHHBIMU; KPOME TOTO, HE TapaHTHUpPYeTCs COXpaHEHHE MOpsAKAa HX JOCTaBKH, OTIENbHBIC AeiTarpaMMBl MOTYT OBITH
TIOTEPSIHBI, a HEKOTOpBIC - MpoxyOnupoBaHbl. Eciu TpeOyloTcs rapaHTHM JOCTaBKU, OTBETCTBEHHOCTH 3a TaKHWE TApaHTHU JIOJDKHBI
Opatb Ha cebs Bhlenexanme ypoBHH. [Iporokoin IP oTBeuaer 3a agpecaryio, 0603HauUSHNE THIIA CepBUca, (pparMeHTanuIo u cOopKy, a
TaKke 6e30IacHOCTb.
Ilepenaua nmaHHEIX Ge3 OpraHM3alUM COSJUHEHUH JEKHT B OCHOBE NpoTokona [P W sBiseTcs ogHON M3 OCHOBHBIX XapaKTEPHUCTHK
apxutekTypsl Internet. [Iporokon IP mocmyxun Moxensio mpu pa3padotke cereBoro nmporokona OSI Connectionless Network Protocol
[INTRO:12].

* Cnenmduxanus nporokona TCP comepxurcs B RFC 793, mepeBos KOTOPOro UMeETCs Ha caiite www.protocols.ru. Ilpum. nepes.
’ Cnennduxanus nporokona UDP comepsxurcsa 8 RFC 768, nepeBo KOTOPOro MMeeTcs Ha caiite www.protocols.ru. Ilpum. nepes.
¢ Vposens Internet cooTBeTCTBYET ceTeBOMY ypoBHIO (network layer) sranonHoit Mogenu OSI. TIpum. nepes.

" Cnenuduxarust mpotokona IP conepxurcs B RFC 791, nepeBoji KOTOPOro uMeeTcs Ha caiite www.protocols.ru. [lpum. nepes.
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Vpasnsromuii ipotokon ICMP? siBisieTcst BaKHO#M cocTaBHOM YacThio [P, XOTS ¢ TOUKHM 3peHHUsI apXUTEKTYPhl OH paboraer moBepx [P
(1. e., ucnonesyer IP mis mepemaunm mgaHHBIX, MOA0OHO TpaHcnopTHEIM mpoTtokonam TCP m UDP). ICMP obecnieunBaeT OOCTaBKY
coobmieHmit 00 ommOKax, HACKIIIICHUH CETH U IepeHaNpaBIeHUH [TaKeTOB UL TepBoro MapmpyTu3aTopa (first-hop).
IGMP mpexacraBisier co0OH MPOTOKON ypoBHA Internet, MCToOmb3yeMBIH Ui OpraHU3alMd TUHAMHYECKUX TPYMIl XOCTOB C LENBIO
rpymmnoBoro oomeHa napopmanueit (IP multicasting).
IIpotokons! ypoHs Internet (IP, ICMP u IGMP) 6onee moapoGHO paccMOTpEHH! B I1aBe 3.

¢ Kananbuslii ypoens (Link Layer)
Jlnst cBSI3M C HEMOCPEACTBEHHO IIOJKITIOYEHHBIMH K HEMY CeTAMH XOCT JIOJDKEH IIOJIep)KUBaTh KOMMYHUKAIIMOHHBIA IIPOTOKOI,
UCIONB3yeMBbIi 11 OOMEHA JaHHBIMH C ceThio. Mbl OyaeM Has3biBaTh Takoi mpoTokonl MAC-mpotokonom (media-access layer
protocol) mm mpotokonom kanaabHOTO YpoBHS (link layer).
Ha xaHanpHOM ypOBHE MOXET HCIIOJIB30BAThCS MHOXECTBO IIPOTOKOJIOB B 3aBHCHUMOCTH OT HCHOJIB3yeMOH CETeBOH TEXHOJIOTHH.
IIpoToKOoIBI KaHATFHOTO YPOBHS PacCMOTPEHHI B TIIaBe 2.

1.1.4 BcmpoeHHasi Mapwpymu3ayusi

ITporpaMMBbl HEKOTOPBIX XOCTOB Internet BKIIOYalOT BCTPOSHHBIH MapLIPYTH3aTOp - TaKHE XOCTHI MOTYT IE€PechUIaTh MAaKeThl, KaK 3TO

JIeNAIOT IIUTIO3bI, 00eCIeUnBas B TO JKe BpeMs (pyHKIUM NPUKIAIHOTO YPOBHS KaK OOBIYHBIC XOCTHI.

Takue cucTeMbl JBOWHOrO Ha3HAYEHHMS JOJDKHBI COOTBETCTBOBaTh TpeboBanuaM RFC 1009 [INTRO:2])° B wactu (QyHKuMH U032 M

TpeOOBaHMAM HACTOSIIErO JOKYMEHTA, IPUMEHUTENBHO K QYHKUMSIM X0cTa. Bo BeeX MepeKphIBAOLIMXCS CIyqasx 3TH ABE crelupUKannm

JIOJDKHBI OBITH COTTIACOBaHBI.

B coobmectBe Internet cymiecTByeT MHOXECTBO MHEHHMH O MOAJCP)KKE BCTPOCHHBIX (YHKIMH MapuipyTusaiuu. Hwke npuBeneHsl

OCHOBHBIE APIyMEHTHI 3 M IPOTHB TaKuX cucreM'’:

¢ 3a: Takue CHUCTEeMbl MOTYT OBITh MPHEMJIEMBI C TOUYKH 3PEHHS YA0OCTBa U SKOHOMHYHOCTH B JIOKAJBHBIX CETSIX WM M30JIMPOBAHHBIX
CHCTEeMax JUlsl HCIOJIb30BaHUs CYIIECTBYIOIIUX XOCTOB B KAUECTBE MapIIPyTU3aTOPOB.
CyImecTBYIOT TaKXKe apryMEHTHI B IT0JIb3y BCTPOCHHOH MapHIPYTH3aIHH C TOYKH 3PEHHS aPXUTEKTYPHI - KOMIIBIOTEPOB C HECKOJIBKIMHU
ceTeBbIMU HMHTepdeiicamu Oouibllle, HEXenu ¢ OXHUM HHTepdelicoM, W momuepkka (YHKIMI MapIIpyTHU3aldH IMO3BOJsIeT Oojee
3¢ (PEKTUBHO HCTIONB30BATh TAKHE XOCTHI.

¢ IIpormB: anropuTMBl W TPOTOKONEI MapIIPyTH3allMH MHOCTOSHHO H3MEHSIOTCS ¢ pocrtoM Internet. IlombiTka peammsanmy 3THX
NIPOTOKOJIOB Ha XOCTaX OONIEro Ha3HaueHWs OyneT TpeOoBaTh MOCTOSHHOTO OOHOBIECHHWS INpOrpaMM Ha Takux xocrax. Hammume
MHOTOYHCIICHHBIX pPealn3aliii KojJa MapHIpyTH3aluH JOMONHHUTENBHO 3aTPyAHSIET BHECeHHME TpeOyeMbIX M3MeHeHmil. I, HakoHem,
peanmmzanms ypoBHs IP mis momosa cioskHee, HEXENH ULl OOBIYHOIO XOCTa, YTO JeiaeT paboTy C TAaKMMHM XOCTaMH Takke Ooiee
CJIOKHOM.
Kpome Toro, ctumb paboTHl HEKOTOPBEIX XOCTOB MPOCTO HENIPUEMIIEM JUIS UX HCHONB30BAaHHS B KadyecTBE CTAOMIBHBIX M HAJEKHBIX
MapIIpyTH3aTOPOB.

O6e TOYKM 3peHHs UMEIOT CBOM ILTIOCHI M MHHYCHL IIpexie, deM BBIOpaTh pemieHue i ceOs, agMUHHACTPATOP JOIDKEH IPHHATH BO

BHUMaHHE PEaIbHYI0 IOTPEOHOCTh B MOJJEPKKEe XOocToM (GYHKIMI MapuipyTtusanuu. bosnee neTanbHOe paccMOTPEHHE 3TOrO BOIpPOCa

npuBeaeHo B maparpade 3.1.

1.2 O6Lwue BONpoOCHI

CyHICCTByIOT IIBa BOXKHEHIITHX aCIICKTa, KOTOPBIC NOJIKHBI IPUHUMATh BO BHUMAaHUC paSpaGOT‘II/IKI/I IporpamMm AJigd XOCTOB Internet.

1.2.1 lMocmosiHHoe u3meHeHue Internet

Hemnpenckasyemo ObICTpbIi pocT Internet mopojkmaeT mpoOJieMBbl YNPaBICHHS M MacIITaOMPOBaHHMS B T'MIAHTCKUX CHCTEMax Iepeiadd
neiitarpaMM. B pesyipraTe pelieHHs Takux MpoOieM H3MEHSIOTCS M CIeHU(UKALUH, OMMCHIBAEMbIE B JaHHOM JOKyMeHTe. M3MeHeHus
HJ'IaHI/IpyIOTCSI u OCYLHCCTBJ'ISIIOTCH 1o KOHTpOJ'IeM ncC y‘-IaCTI/IeM HpOPI?,BOI[PITeJ'IefI CeTeBOﬁ HpO}IyKLIPIPI u 0pFaHH3aL[Hﬁ, OTBCTCTBCHHBIX 3a
paborty ceTei.

O6HOBJ’ICHI/I€ U TNOCTOSSHHOC COBepU_IeHCTBOBaHI/Ie ABIAKOTCA HECOTHEMIICMBIMHU ‘IepTaMI/I COBpeMeHHLIX CCTEBBIX HpOTOKOJ’IOB U TakKasa
cutyanus OyJeT COXpaHsAThCS ellle JOCTATOYHO J0Jro. Pa3paboTynki KOMMYHHKAIMOHHBIX MPOrpaMM JJIs CTeKa MPOTOoKoIoB Internet (vn
HHBIX HpOTOKOJ‘IOB) JOJIZKHBI HOZ[Z[ep)KI/IBaTL 58 06HOBJ‘I${TB CBOH HpOFpaMMI)I C y‘{eTOM N3MCHAIUXCA CHCIII/Iq)I/IKaHI/Iﬁ JJIA TOro, ‘ITO6BI HC
OCTaBHUThH B 66)16 HECYACTHBIX HOJTLSOBaTeJ'IefI. Intemet NpEaACTaBIACT C06OI71 6oany}o KOMMYHUKAlIlUOHHYIKO CE€Th M I10JIB30BATCIN
IIOCTOSAHHO KOHTaKTI/IpyIOT Me)K,IIy 0060171 qepes 3Ty CCTh . OHLIT W 3HAHUS pa3pa6OT‘{I/IKOB, peaHI/I3OBaHHI>Ie B UX HporpaMMax, 3a KOpOTKOG
BpEMs CTAHOBSITCS JOCTOSIHUEM TEXHHYECKOro coodmiecTna Internet.

1.2.2 lNpuHyunbI ycmoul4usocmu
JIiist IPOTOKOJIOB BCEX YPOBHEH CyIIECTByeT 00Iee MpaBHiIO, KOTOPOMY IMPUIIOKEHHs TO/DKHBI CJIEH0BaTh BO U3bekaHue mpobiiem c
YCTOIYMBOCTBIO U HHTEponepadenbHocThio [IP:1]:

Tpedwsensimo srcecmrie mpebo8anust HO OMHOULEHUIO K cebe,

Ob1mb HoNee MASKUM NO OMHOWEHUIO K Opyaum'’.
ITporpaMmbl TOMKHBI yMeTh 00pabaThiBaTh BCE MBICIMMbIC OMIMOKH; HE MMEET 3HAUCHHS] BEPOSITHOCTh BO3HHKHOBEHHS TOH HIM HHOMN
OIMOKY - PaHbIIEC WK MO3XKE MaKeT C JIF00O0M BO3MOXKHON KOMOMHAIIMEH OMIMOOK /WK aTpuOyTOB OYACT MOJyYCH U MporpaMma JOoKHA
ObITh TOTOBa K 00paboTke Takoro makera. Ecnu mporpamMma He MoxeT 3¢dekTuBHO 00pabaThiBaTh OIIMOKH, OHA MPUBEHET MPSMOIL
Joporoii k xaocy. B o0mmem ciydae jydine npeanoigokuTh, 4YTO CETh HABOJHEHA 3J0BPEIHBIMU OOBEKTaMH, KOTOPBIE MOCTOSHHO HepealoT
MaKeThbl, NPEAHA3HAYCHHBIC IJI1 HAHECCHHA MaKCHUMAJIbHOT'O BpEaa. Takoe MPEATIOJI0XKECHUC OGeCl’Ie'—lHT BbICOKI/Iﬁ ypOBeHb 3alIUThI.
Hanbonee cepbesHble mpoGiembl B Internet cBs3aHBI ¢ HEHCCIICIOBAaHHBIMH MEXaHM3MaMHM, BKIJIFOUAFOUIIUMICS C MaJoil BEpOSTHOCTHIO;
HaMepeHHUsT OOBIYHBIX 3JI0YMBIIIIEHHUKOB HUKOTJa HE MOT'YT IIPUHECTH TaKoro Bpena!
Ha Bcex ypoBHsSX mporpamMMm XocToB Internet NOIDKHBI OBITH peaaM30BaHBI CPEICTBAa aJaNlTaldi. B kadecTBe MpOCTOro IHpuMepa
paccMoTpuM crHelu(UKaLUIo MPOTOKOJIA, MCIONB3YIOMEro YUCICHHBIE 3HAUCHHUS JUIs KaKoro-JUOO IOl B 3aroyioBKe (HampHMep, THII,
HOMEp MOpTa WITK KOJ| OMIKMOKHK) - TP pa3paboTKe CieayeT MpeanoiaraTh, 4TO UCMOiIb3yeMasi HyMepaius HeronHa. Eciu cnemudukanus
MPOTOKOJIA TPEAINoJIaraeT YeThipe BO3MOXHBIX KOZa OIIMOKH, MPUWIOKEHHE NOJDKHO yMeTh 00pabaThiBaTh MO KpaiHeH Mepe MATh THIIOB
onmOoK (4 3aJaHHBIX U Bce OcTajbHbIe). [[osiBICHHE HE ONpeAeIeHHbIX B Cenu(UKAINN KOIOB JODKHO MPOTOKOIHPOBATHCS (CM. HIDKE),
HO He J0JDKHO HapymiaTh paboTy CHCTEMBL

$ Cnennduxanus nporoxona ICMP copepxurcsa 8 RFC 792, mepeBoa KOTOPOTo MMeETCs Ha caiite www.protocols.ru. Ilpum. nepes.

° Bosiee COBpPEMEHHBIH BapUaHT 3TOro HOKymeHTa comepkutcss B RFC 1812, mepeBoa KOTOpOro mmeercst Ha caiite www.protocols.ru.
Ipum. nepes.

' B coBpeMeHHOM cpezie HACTOMBHBIX [TK 3TOT BOMPOC HECKOJIBKO YTPATHII OCTPOTY, MOCKOJIBKY (DYHKIMH MAPIIPYTU3ALMHE PEATH30BAHbI
NPaKTHYECKH IS BCEX ONEPAaLIOHHBIX CHCTEM (BCTPOSHHBIMH CPEICTBAMH WJIM C TIOMOIIBIO JONOIHUTEIBHBIX TIporpaMm). /Ipum. nepes.

'' B opurunane “Be conservative in what you do, be liberal in what you accept from others.” IIpum. nepes.
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TTouTn Tak ke BaKEH U Z[pyFOﬁ ACIICKT - MPOrpaMMBbI Ha JPYTUX XOCTaX MOTYT COACPKATh ONPEACIICHNA, KOTOPBIC MOTYT TOJIKHYTbH XOCT Ha
HEpPasyMHBIC, HO IOIMMYCTHUMBIC C TOYKH 3PEHHA IPOTOKOJA Z[eﬁCTBHH. EcTtecTBeHHBIM PECIICHUEM 6yz[eT “IMOMCK HEPa3syMHBIX XOCTOB” -
nporpaMmbl XOCTa HOJIKHBL OBITh TOTOBBI HE IpOCTO MNEPEHOCUTHL MNOABJICHUEC HEPA3yMHBIX XOCTOB, HO W Y4YaCTBOBAThL B IIpOLIECCE
OrpaHU4YCHUs BPEAHBIX BOSHCﬁCTBHﬁ, KOTOPLIC 1'[0}106HLI€ XOCTbI MOT'YT HAHECTH CETCBLIM oObeKTaM O6U.IGFO I10JIb30OBaHUs.

1.2.3 lMpomokonupoeaHue owubok

Cerp Internet BKIIOYAeT OrPOMHOE KONHYECTBO PA3HOTHITHBIX XOCTOB H LUTIO30B, B K&KIOM M3 KOTOPBIX PEATM30BAHO MHOXKECTBO

IPOTOKOJIOB M YPOBHEH - HEKOTOPBIE M3 XOCTOB M MAapIIPYTH3aTOPOB HABEPHSIKA COAEPIKAT OLIMOKM B MPOrpaMMax CTEKa MPOTOKOJIOB

Internet. B pe3ysbTare CIOKHOCTH, Pa3HOTHITHOCTH W MCTIONB30BAHHS PAaCTpeNeeHHbIX QYHKIMN AHAarHOCTHKa Internet sBiseTcs BecbMa

HeNpocTol 3a1aueil.

VIpocTHTh MOMCK MPOGJIEM MOMOTAeT HCIOIb30BAHME XOCTaMH CIICLHAIBHBIX CPEICTB MPOTOKOIUPOBAHMS OLIMOOK W CTPAHHOCTEH B

HOBEJICHUH NPOTOKOJIOB. [IpH 3amucu Takux cOOBITUH BaXKHO BKIIOYATh MAKCUMYM JUArHOCTHYECKOH nHpopMmarmu. Yacto ObBaeT BecbMa

TI0JIC3HO 3aMHCHIBATh 3arOJIOBKH [MAKETOB, BBI3BIBAIONIMX OMNOKH. OIHAKO CIIEAyeT 3HATh MEpy - CPEACTBA MPOTOKOIMPOBAHHS OMIMOOK HEe

JOJDKHBI OTHUMATb CIIUIIKOM MHOTO PECYPCOB XOCTa ¥ CHIKATh 3((GEKTHBHOCTD €ro padoThL

[Ipu 3anmcu nHdopMayu 00 OIHMOKaX CYIIECTBYET BEPOSTHOCTH OMYUYCHHS KYPHAJIBHBIX (ailloB OTPOMHOr0 pa3mepa - TaKHX CHTyallii

MOXKHO H30eXaTh, UCIONB3YsS “IUKINYECKHII” )KypHAJ WIM BKIIOYas 3alUCh TOJNBKO IS JUATHOCTHKU OIpeJeleHHBIX cboes. Ilone3Ho

TaKoke (UIBTPOBATH U CUUTATH IIOBTOPSIOLIMECS ITOCIEAOBaTENbHbIE coobuieHus. [IpencTaBsercs: IpUBIeKaTeIbHON PUBEICHHAs HIDKE

CTpaTerus:

(1) Beceraga cuuTaTh aHOMAJbHBIC COOBITHS M JACIaTh COACPKHMOE CUETYMKOB JOCTYIHBIM C HOMOLIBIO CPEICTB YIPABICHHS CETHIO (CM.
[INTRO:1]);

(2) moamep>KUBaTh BO3MOXXHOCTH BEIOOPA MPOTOKOIUPYEMBIX COOBITHI (HAIIPHMED, 3aIUCHIBATE BCE OLIMOKH, CBSI3aHHEIE C XOCTOM X).

OTMeTM, 9TO pas3Hble CHCTEMbI YIPABICHHS CETHIO MOTYT MPUICP)KHUBATHCS PA3IMYHBIX MPABHJI B YAaCTH YHCIA MPOTOKOIMPYEMBIX

OIIMOOK JUIS KaXKJ0To XocTa. HekoTopble cHcTeMBl HCXOMT U3 IPUHINUIA: “eCIIM 3TO He UMeeT KO MHE IPSIMOro OTHOIICHUS, s He X041y 00

9TOM 3HATB", TOTJa KaK APYTHE CHCTEMbI IPHIIAraloT MAaKCHMYM YCHINI TSl OOHAPY)KSHHSI H YCTPaHEHUs aHOMAITHi B TIOBEICHNH CETEBBIX

IIPOTOKOJIOB.

1.2.4 KoHcbueypayuoHHble napamMmempabl

UneanbHoli peann3anuei xocta OyaeT Ta, Ha KOTOPOil HacTpoiika cTeka mpoTokoioB Internet Oyner mMoNMHOCTHIO aBTOMaTU3MpoBana (self-
configuring). 9T0 MO3BOIMUT peaM30BaTh BeCh CTeK B [I3Y WM BCTPOMTH B MHKPOCXEMbI O0OPYIOBAHHS - TAKOE PELICHHUE YHPOCTHT
OpraHu3anuio Oe3[MCKOBBIX CTaHIMH, CHUMET 3HAYUTENIbHYIO 4acTh HArpy3KH C CETeBBIX aJMHUHUCTPATOPOB M YIPOCTHT Pa3pabOTKy
cucteM. OTHAKO STOT Uea] HeIOCTIKUM M Ha TPAKTHKE K HEMy He yIaeTcs Aake Cepbe3HO NPHOIU3NTHCS.

B sToM mokymeHTe BBl OyzieTe 4acTO BCTpedaTh TpeOOBaHMsS, MapaMeTphl KOTOPBIX SIBISIOTCS ONMIMAMH HacTpoiiku. CyiecTByer
HECKOJIbKO IPHYHH IIOSBJICHUS TakuX TpeOoBaHMI. B HEKOTOPHIX Ciydasx 5TO 00yCIIOBIEHO OTCYTCTBHEM COIVIACHS IO BOIPOCY BHIOOpA
HAWIy4lIero 3HaueHHs M B OyIyIeM MOXKET NOTpeOOBaThCS YCTAHOBKA HHOTO 3HA4YEHMS mapaMerpa. B npyrux ciydasx 3HadeHue
rapaMeTpa MOXET 3aBHUCETh OT BHEIIHHX (PaKTOpOB (HAIpHMeEp, CKOPOCTh U TOIOJIOTHS COCENHUX CETeH) M alrOpHTMBI aBTOMAaTHYECKOI
HACTPOUKM MOTYT OTCYTCTBOBATh WJIM HE 00ECIIeUMBaTh MOJHON HACTPOMKH IapaMeTpoB. [IpH4nHOM HMCIIONIB30BaHUS TaKUX HMapaMeTpoB
MOTYT HOCIYKUTb ¥ aAMHHICTPATUBHEIE TPeOOBAHMUS.

Haxonen, 4acTp KOH(QUTYypaIMOHHBIX ONIMH MOXXET NOTPeOOBaThCS Ui OOECHeYeHHMsS B3aMMOIEHCTBUS C YCTapeBIIMMH MM
COZiepKAIUMH OIIMOKH peaM3alisiMU MPOTOKOJIOB, PacIpOCTPaHIeMbIMH 0€3 MCXOJHBIX KOJOB (K HECUacThIO, TAKOE BCTPEUAeTCs B
Internet moctaTtounHo wacro). [yt obecredeHUs] KOPPEKTHOTO COCYIIECTBOBAHMS C TaKUMH ‘‘COOMHBIMH’ CHCTEMaMH aJMUHHUCTPATOPaM
3a4acTyI0 IPUXOAMTCS “‘paccTpauBarh’ (mis-configure) koppekTHO paboratomue cucteMbl. Takue mpobiaeMsl OyayT penraTbes caMu co00i
10 Mepe yJaleHHs COOHHBIX CHCTEM, HO pa3pabOTUNKH He JJOJKHBI OCTABIIATH STOT BOIPOC 0€3 BHUMAHHUSL.

Korma MBI roBopuM, dTO mapaMeTp TpeOyeT HAacTpOMKH, 3TO HE O3HauaeT TpeOOBaHHS 4YWTAaTh 3HAYCHHE IapaMeTpa H3
KOHQHUTYparMoHHOTO (aila TpH KaKAOH 3arpy3ke. MBI peKOMEHAyeM pa3paboT4MkaM YCTaHABIUBATh IS TAKUX MapaMeTpoB
UCIIONb3yeMbIe M0 YMOJIYaHUIO 3HAUEHUS - TOrJa B KOHMHUTYpaIlMOHHBIX (haiinaXx MOTYT COAEpKaThCs JIMIIb T€ 3HAUEHMS, KOTOPHIE HE
COBIAAAIOT C MPUHATHIMU MO YMONYaHHIO. TakuMm 00pa3oM, KOHOHUI'YpalHOHHBIE TPEOOBAHUS OOECIIEUYMBAIOT TAPAHTUIO BO3MOKHOCTH
W3MEHEeHHsI TPUHATHIX MO0 YMOJNYAaHHIO 3HAYCHHI MapaMeTpoB - 9TO PElICHHE MOXKHO HCIOJIb30BaTh Ja)ke MPHU 3arpy3Ke MporpaMMHOIO
xoma m3 [13V.

B sTOM nOKYMeHTe Ul psAja CilydaeB yKa3aHbl 3HA4YEHMsS, KOTOPBIC CIIEyeT MCIIONB30BAaTh 10 YMOIYAaHHIO. BBIOOD NPHMHATHIX IO
YMOJYAHUIO 3HAYEHWH SBISIETCS] JOCTATOYHO BaKHBIM BONPOCOM JUISl CIy4YaeB HCIONB30BAHHS BMECTE C CYIIECTBYIOUIMMH COOMHBIMU
cucremamu. ITo mMepe nponsmkeHus Internet k moyHOW HMHTEpONEpadENbHOCTH, NPUHATHIC 10 YMOIYAHHIO 3Ha4eHUs OyLyT peaau3oBaTh
o(hHULHATIBHBIN POTOKOJ, a HE “paccTpanBaTh’ CUCTEMY JAJIsS 00ECIeUeHHs COBMECTUMOCTH C IUIOXO PabOTAIOIIMMHU peann3aiusiMu. XOTs
PBIHOK 3aCTaBisIeT HEKOTOPBIX IPOM3BOAWTENEH YCTaHABIMBATH IO YMOJYAHMIO 3HAYCHUS IS “‘pacCTpOHKH’, MBI PEKOMEHIyeM
UCIOJIb30BaTh 10 YMOIYAHUIO 3HAYEHHsI, COOTBETCTBYIOIINE CTAaHAAPTaM.

B 3akmodeHHn OTMETHM, YTO MPOU3BOAUTETH NMPOIYKIHU JTOJDKHBI MPEIOCTABIATE HOJIHYIO JOKYMEHTAIHIO 10 BCeM KOH(UTYPAIlHOHHBIM
napameTpam, yKasblBas JOIyCTHUMBbIE 3HaUCHHs U OMUCHIBas BIUSHUE NTapaMeTPOB Ha PaboTy CUCTEMBI.

1.3 PabGoTa ¢ AOKYMEHTOM
1.3.1 Cmpykmypa dokymeHma

JleneHue MpoTOKOJIOB HAa YPOBHH, KOTOpPOE B OOIIEM CIIydae HCIOJIB3YeTCsl KaK OpraHM3allMOHHBIN NPUHIMI TP pealn3aldl CETeBBIX
MPOrpamMM, CIIY)KHT TaKKe HPHHIUIIOM OpPraHH3alliyl JAHHOTO JOKyMeHTa. IIpH ONMCaHWM MpaBHIJI MBI MPEAINOJaraeM, YTO peaau3arus
JOCTaTOYHO TOYHO OTPAXKaeT JeJeHHe IPOTOKOJIOB IO YpOBHSIM. TakuMm 00pa3oM, JOKyMEHT IOJEIeH Ha TPU OCHOBHBIX YacTH -
KaHAJIBHBI YPOBEHb, YPOBEHb internet W TpaHCTOpPTHBIH ypoBeHb. JokymeHnT RFC 1123 [INTRO:1] comepxuT ommcaHue mporpamMm
MPHUKJIaAHOTO ypoBHs. Takas opraHu3anus JOKyMEHTOB MPEACTaBIISICTCS IPOCTON M HATIISAHOM.

OJHAaKo, KECTKOE JIeJICHHE Ha YPOBHM HE SIBIISIETCS COBEPIICHHOI MOJIEINBIO KaK Ul CTeKa NPOTOKOJIOB, TaK M JUIS Pealn3aliii IPOrpaMMm.
IIpoTokonb! pa3iIMUHBIX ypOBHEH B3aHMMOAEHCTBYIOT B KOMIDIEKCE, MHOTAA Jaxe TPYAHO OTIEIHTh OAMH IPOTOKONI OT APYroro, a
oTnebHbIe (QYHKIMM MOTYT BKJIOYATh HECKOJIBKO ypoBHeil. IIpu pa3paboTke MpOrpaMMHBIX peanu3alidii CylIeCTByeT Macca BapHaHTOB,
MHOTHE M3 KOTODPBIX “TBOPYECKH” MOAXOJAT K BOIPOCAM JEICHUs Ha ypoBHH. MBI PEeKOMEHIyeM BceM pa3paboTYMKaM BHHMATEbHO
npodecTb JoKyMeHTHI [INTRO:7] u [INTRO:§].

B 9TOM JOKYMEHTE OIMCHIBACTCSI KOHILICNTYalbHBIHI MHTEp(dEHC B3aMMOICHCTBHS MEKIY YPOBHSIMH, HCIOJB3YIOIHI (QYHKIHOHAIBHYIO
Hotanuio (procedure call - BbI30B mporenyp), moAoOHy Toif, uro ucnomns3dyercs B crnetmbukampu TCP [TCP:1]. Peanuzarus xocrta
JIOJDKHA TIOAJICPKUBATH JIOTMYECKUE MOTOKKM MH(OpMAIMU, PUMEHsIEMbIe IPH TaKHX BBI30BAaX, HO HE TPeOOBATh JOCIOBHOM peah3aliuu
CaMHX BBI3OBOB. Hanpnmep, BO MHOI'MX peaau3anusax CBA3b MEXAY TPaHCHIOPTHBIM YPOBHEM U IP OTpaXXacTCsa MNPECAOCTABJICHUEM
pazensieMoro JocTyna K oOLIMM CTPYKTypaM JaHHbIX.

B obuiem ciydae Bce I1aBbl JOKYMEHTa OpraHU30BaHbl B (JopMe CIEIyIOuX naparpados:

(1) BBenenue
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(2) O6mme BOMPOCHI - paccMaTPUBAIOTCSI JOKYMEHTHI CO CHENU(UKAIMAMH IIPOTOKONA, HPUBOMATCS HWCIPABIEHHUS OIIMOOK,
NIEPEUUCIIAIOTCS. TPeOOBAHMUS, KOTOPHIC MOINIM OBITh HEYETKO WM HETOYHO C(OPMYJIHUPOBAHBI, M TNPUBOIATCS JOMOIHUTEIbHBIC
KOMMCHTAapHUH U Pa3bsICHEHUSL.

(3) YacTHble BOIPOCHI - PACCMATPUBACTCS YCTPOHCTBO MPOTOKOJIA U BOIPOCH peain3aliuy, He BKIIOUYCHHBIC B IPEABIAYIINH pa3siel.

(4) NnTepdeiichl - 00CyXAAIOTCS YCIYTH, MIPEIOCTABIISIEMbIC BBIIIEIEKAIEMY TIPOTOKOIY.

(5) 3ak/0ueHuUe - pe3IOMHUPYIOTCS TPEOOBAHUS TaHHOH ITIaBbL.

Bo MHOrmx Temax HOKyMeHTa BCTpedaroTcs maparpadsl, momedeHHble Kak "OOcy:xaenume" win "Peanmsamumsa”. DToT Marepuan

NpeHa3HAueH Ul Pa3bsACHEHUs TPeOOBaHHMM, PaCCMOTPEHHBIX paHee B AOKyMeHTe. Takue maparpadbl Takke BKIIOYAIOT HEKOTOpPBIE

HPEVIOKEHHUS 110 BapuaHTaM OyayIiux pa3paboTok. MaTepuaibl O pealii3aliiil COACPIKaT MPEI0KEeHHS, KOTOPbIE MOTYT OBITh HHTEPECHBI

TS pa3pabOTUHUKOB.

3aKIIIoYeHNe CIYKMT B KaUECTBE KPaTKOro PYKOBOZICTBA M CIIPAaBOYHMKA K IVIaBE, HO OHO CJIMIIKOM KPaTKO JUISl CTIOJIB30BAaHHs B KaueCTBE

MH(OPMAIIMOHHOTO UCTOUHMKA. Takue 3aKIIOUeHUsT HUKOTIa He JIOJDKHBI MCIIOJIb30BaThCS OTACIBHO OT Tekcta moiaHoro RFC.

1.3.2 YpoeeHb mpeboeaHuli
B sTOoM mOKyMeHTe MOmanbHBIE TJIArONbI, CIyXKaIue AT (GOpMyJIHPOBKH TPEOOBAHUMH, BBIICICHBI XHUPHBIM MPH(TOM U HCIONB3YIOTCS B
OTOBOPEHHOM HIDKE CMBICTIE:
Tpedyercs, noxen (MUST)
OTOT r1aron (WM IpUYacTHE OT HETO) UCIOIb3YeTCs Ul 0003HaUeHHsT aOCONIIOTHON HEOOXOJUMOCTH.
Caenyet, pexomenayercst (SHOULD)
OTOT m1arox (WK MpUYacTHe PeKOMeHAYeMblii) CITy>KHUT IS 0003HAYEHHS TeX CIIy9aeB, KOTAa MOTYT CYIECTBOBATh JOTIOJHUTEILHBIS
(haxTopBI, MO3BOJIAIONINE UTHOPUPOBATH JaHHOE TpeOOBaHHE; B TAKHX CIydasX PEKOMEHIyeTcs MPUHUMATh B3BELIEHHOE PEIICHUE C
y4eToM BceX (haKTOpoOB.
MoxuHo (MAY)
OTOT I7aro ¥ NpuiaraTeIbHOE Heo0sA3aTesIbHbII 03HAYaeT, YTO BOIPOC peanu3anuy TpeOOBaHMS OTAAETCsS Ha OTKYI pa3paboTduKy.
KTo-TO MOXeT peann3oBaTh TpeOOBaHHE C LENBIO PACHIMPEHHs BO3MOXXHOCTEH, a JpYrod pa3pabOTUMK MOXKET OTKa3aThCsl OT
peanu3anuy B HEISX YHPOIISHHUS.
Peanuzanms cuuTaeTcss HECOBMECTUMOI CO CTaHIApTaMU, €CJIM B Heil He BBINOMHEHBI o0s3atenbHble TpedoBanus (MUST). Peanuzanus, B
kotopoit BoimosHeHbl Bee TpeboBannss MUST u SHOULD cuuraercst “6e3ycnoBHo coBmecTuMmoii” (unconditionally compliant); eciu ke
BemounHstorcs Bce TpeboBanuss MUST, Ho mnpournHopupoBana uwacte TpebGoBanmit SHOULD, peanmsanus cuutaercsi ‘yCJIOBHO

(21}

coBmecTuMoit” (conditionally compliant).

1.3.3 TepmuHosnoausn

Psin ncrionb3yeMbIX B JOKyMEHTE TEXHHUECKHX TEPMUHOB OIpEJSNICH B JaHHOM Iaparpade.

Cermenr - Segment
Cermentom OyaeM Has3hlBaTh MOJYJb JTAHHBIX 2, MCMONIB3YEMBIH U1 CKBO3HOW mepenauu mo mpotokony TCP. CermMeHT cocTouT u3
3arosioBka TCP, 3a koTopsIM crienytoT gaHHble. CerMeHTHI epeIaloTCs ¢ UCIIOIb30BaHNEM MHKAICYJSALUN B AedTarpaMmsl [P.

Coodmenue - Message
[Ipu ommcannM MPOTOKOJIOB HI)KHUX YPOBHEH TEPMHUH cOoOoOlLIeHHEe 0003HayaeT MOIyIb, IepeJaBacMblii Ha TPAaHCIIOPTHOM YypoBHE. B
yactHOCTH, cerMeHT TCP sBnsiercss coobmenneM. CooOIeHne COAEPKUT 3aroJIOBOK TPAHCIIOPTHOTO YPOBHS, 32 KOTOPBIM CICAYIOT
naHHble. [ CKBO3HOM mepenauu uepes ceTh Internet cooOlieHNe JODKHO MHKANCYJIMPOBATECS B IeHTarpaMMBlL.

Heritarpamma IP - IP Datagram
Jeiitarpamma IP mpencrasnser coboii Momyb JaHHBIX mpoTokoia IP. [eiitarpamma IP comepxut 3aronoBok IP, 3a koTopsiM cieayeT
uH(OpPMAIHs TPAHCIOPTHOTO YPOBHS (T. €., COOOIICHHUE).
IMpu onmcanum ypoBHs Internet (rnaBa 3) TepMuH gelitarpaMma oOBIYHO OTHOCUTCS K jeiitarpammam IP.

ITaker - Packet
IMaker mpexncraBnsier co00OW MOAYIb MaHHBIX, IEepefaBacMBIl depe3 MHTepdeiic Mexay ypoBHeM Internet M KaHaJIBHBIM YPOBHEM.
[Taket BkiIO4aeT 3aronoBok IP u ganubre. [lakeT MoxkeT ObITH MONHOM AelTarpammoit [P unn gpparmMeHToM Takoii neftarpaMmel.

Kapnp - Frame
Kanp mpencraBnsier co0oif MOAynb NaHHBIX IS THepeladd Ha KaHaIbHOM YPOBHE M COJAEPIKUT 3arojlOBOK KAaHAJIBHOI'O YPOBHS, 3a
KOTOPBIM CIIEyeT MaKeT.

IoaxarouenHas ceTb - Connected Network
Cetb, K KOTOPOI HEMOCPEICTBEHHO IOJKIIOUEH XOCT, 9aCTO Ha3bIBAIOT JIOKANBHOI ceThio (local network) mmm moaceTsio (subnetwork)
NPUMEHHUTENHHO K JaHHOMY XocTy. OIHAaKO HCIOJB30BaHHE ATHUX TEPMUHOB MOXET NPUBECTH K IyTaHHIE, MO3TOMY MBI Oymem
MOJTB30BaThCs TEPMUHOM TOJIKIIFOUEHHAs ceTh (connected network).

Multihomed
XocT Ha3pIBalOT MHOTONOMHBIM (multihomed) ecu on umeet Gosnee oguoro aapeca IP. Bonee mompoOHOe 00CyXKIEHHE TaKUX XOCTOB
BHI Haiiiete B maparpade 3.3.4.

®u3nyeckmii uHTepdeiic - Physical network interface
Ousnuecknit uHTEpdEiic UCHOMB3yeTCs IS MOAKITIOUEHH X0cTa K ceTH. VHTepdelic mMeeT agpec KaHAJIBHOTO YPOBHS (BO3MOJXKHO,
YHUKaIbHBIN). B X0cTe MOXeT HCHONB30BaThCsl MHOKECTBO (PU3MUECKUX MHTEPGHEHCOB ¢ OOLMM aJpecoM KaHaIbHOTO YPOBHS, HO JUIS
Ka)XJIOTO X0CTa OXHOH (pu3HIecKkoil ceTH HOIDKeH 00eCIeINBaThCSl YHUKAIBHBIA aipec Ha KaHAIBHOM YPOBHE.

Jlornueckuii unrepgeiic - Logical [network] interface
OmnpexnenuM Jormyeckuil [ceTeBoi| mHTEpdeHCc Kak JIOTHYECKHH MyTh B MOAKIIOUEHHYIO ceThb. i1 MaeHTH(UKAMH JIOTHYECKOTO
uHTepdeiica ciykuT yHuKaJdbHBIN anpec IP. Bomee moapoGHoe paccMoOTpeHHE JIOTHYECKHX HHTepdeiicoB mpuBeneHo B maparpade
33.4.

Specific-destination address
D¢dexTHBHBI aapec ToNydaTensl OedTarpaMMBbl, Jake €CIIH OHa sIBJsIeTcs IMpokoBeliaTenabHol (broadcast) wimu rpymnmoBoit
(multicast). JlonmosHuTE IbHAS HHPOPMAIIHS IO 3TOMY BONPOCY COACPKUTCS B maparpade 3.2.1.3.

IIyrs - Path
B kaxzmplii MOMEHT BpeMeHHM Bce JedTarpaMmbl [P OT ompeneleHHOro XocTa-OTHpaBHTENS K ONPEAEIEHHOMY XOCTY-ITOIy4YaTelio
0OBIYHO TEpeAaloTcs 4epe3 OJMHAKOBYIO IOCIEJOBATENbHOCTh MapLIpyTH3aTOpOB. Mbl OylIeM HCIONB30BaTh TEPMHH “NyTh” IS
0003HaYeHNs] TaKWX MOCIeNOBaTeIbHOCTeH MapmpyTn3aropoB. OTMETHM, 4TO MyTh SBISETCS OJHOHANpPABICHHBIM, T. €. JAHHBIE
MEXly apoil XOCTOB MOT'YT IIepeAaBaThCsl B KAXKOM HANPABICHUH IO CBOEMY ITyTH.

MTU
MaxkcuMalIbHBIH pa3Mep IepeaBaeMoro MOAyJIs JaHHBIX (T. €., pa3Mep HanOOJbLIEro IaKeTa, KOTOPHIA MOXKET ObITh IepesiaH 4yepes
CeTh).

TepMUHEI Kaap, MakeT, JeTarpaMMa 1 CErMEeHT JOMOJIHUTENIFHO MPOWITIOCTPUPOBAHEI HA NIPUBEICHHBIX HIDKE PHCYHKAX.

"’TepMUHOM MOYJIb OyaeM 0603HAYATh HEAEIUMYIO TIPH TIEPEAAUe Ha JaHHOM YPOBHE COBOKYIHOCTb JaHHBIX. [Ipum. nepes.
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A) Ilepenada B MOJKIIIOUYEHHYIO CETh:

3azonoeox 3azonoeok IP aunvte
Kananbhozo
ypoeHs
Lo Kagp — ------mmmmemmeee- >
< ITaket >

B) Ilepen ¢parmentanueii [P wmu nocne c6opku:

3azonosok IP 3azonosok Jlannvie npunosycenuii
mpancnopm.
YpogeHsa
Lemmmmmmmmm e Jeltarpamma ------------- >
R Coobmenue ------------ >

TO ke camoe mius TCP:

3azonosok IP 3azonosok Jlannvie npunosycenuii
TCcp
Lo JeitrarpamMmma ------------- >
Lemmmmmmee e CerMeHr ------------- >

1.4 bnaropgapHocTu

DTOT JOKYMEHT BKJIIOYAET Pe3yJbTaThl pabOThl M KOMMEHTApuUH OOJBLIOW TIPyNIbl CHEUATMCTOB IO MPOTOKOJIaM Internet, BKIrOYas
NPEICTaBUTENICH YHUBEPCUTETOB U HCCIECIOBATENbCKUX JIADOPAaTOpHi, KOMIIAHWIl- INPOW3BOJMTENECH W TOCYAApPCTBEHHBIX areHTCTB.
IoaroroBka nokymenra Benach B paboueii rpynme IETF Host Requirements.

Penaktop BeIpaxkaeT 0coOylo 0JarofapHOCTh 3a HEYCTaHHYIO pabOTy JIOJSM, NPHUHSBIIMM ydacTHE B JOITHX KOH(QEPEeHIUSIX H
HamucaBIIMM 3 MerabaiiTa mo4TOBBIX COOOIICHHMIT 3a 18 MecsIleB MOArOTOBKH 3TOro AOoKyMmeHTa, - 3To: Philip Almquist, Dave Borman
(Cray Research), Noel Chiappa, Dave Crocker (DEC), Steve Deering (Stanford), Mike Karels (Berkeley), Phil Karn (Bellcore), John
Lekashman (NASA), Charles Lynn (BBN), Keith McCloghrie (TWG), Paul Mockapetris (ISI), Thomas Narten (Purdue), Craig Partridge
(BBN), Drew Perkins (CMU) u James Van Bokkelen (FTP Software).

Kpome Toro, BelpakaeTcsi OnaroJapHocTh BceM, KTO BHeC OOJBIION BKJIAJA B MOAroTOBKY aokymenra: Bill Barns (Mitre), Steve Bellovin
(AT&T), Mike Brescia (BBN), Ed Cain (DCA), Annette DeSchon (ISI), Martin Gross (DCA), Phill Gross (NRI), Charles Hedrick
(Rutgers), Van Jacobson (LBL), John Klensin (MIT), Mark Lottor (SRI), Milo Medin (NASA), Bill Melohn (Sun Microsystems), Greg
Minshall (Kinetics), Jeff Mogul (DEC), John Mullen (CMC), Jon Postel (ISI), John Romkey (Epilogue Technology), Mike StJlohns (DCA).
[lepeunciieHHbIe HIDKE JTIOAW BHECIM 3HAUUTENBHBIA BKJIaJ B MOATOTOBKY oTAenbHBIX TeM: Eric Allman (Berkeley), Rob Austein (MIT),
Art Berggreen (ACC), Keith Bostic (Berkeley), Vint Cerf (NRI), Wayne Hathaway (NASA), Matt Korn (IBM), Erik Naggum (Naggum
Software, Norway), Robert Ullmann (Prime Computer), David Waitzman (BBN), Frank Wancho (USA), Arun Welch (Ohio State), Bill
Westfield (Cisco) u Rayan Zachariassen (Toronto).

BrnarogapuM Taxke BCeX, KTO TaK WM HHa4Ye CHOCOOCTBOBAN MOSBICHHIO 3TOTO JIOKYMEHTA.

2. KaHanbHbIU ypOo8eHb
2.1 BBegeHune

Jlns Bcex cucteM Internet - XOCTOB M MapLIPyTHU3aTOPOB - MPEABABISIIOTCS OJUHAKOBBIE TPeOOBAaHUS K MPOTOKOJIAM KaHAJIbHOIO ypPOBHS.
Ot TpeGOBaHUS MOAPOOHO paccMOTpeHBI B TiaBe 3 mokymeHTta "Requirements for Internet Gateways" [INTRO:2] u nomomHeHBI B
HACTOSIIEM JOKYMEHTE.

2.2 O6wme BOMpPOCHI

He paccMaTpuBarOTCA.
2.3 YacTHble BONpoChl
2.3.1 CoanacoeaHue mpelsiepHO20 MPOMoKosia

Js MHKAINCyNSAIMK Ha KaHAJIBHOM YPOBHE MOKET HCIIONB30BAThHCS TpeiiepHbIi mpoToko (trailer protocol) [LINK:1], Ho mcnonb3oBaHme
TaKOr0 MPOTOKOJIA TOJKHO OBITH COTNIACOBAHO OOEUMHM CHCTEMaMH (XOCTHI WM MapIIPYTH3aTOPHI), B3aUMOACHCTBYIOIINMH Ha KaHAJIbHOM
YpOBHE C TIpIMEHEHHEM TpeinepoB. Ecnu cHCTEeMBl HE MOTYT COTJIacOBATh TPEHIEPHBIH MPOTOKON AWHAMHYECCKHA (IS KaXKAOTO
MOJTy4aTesis), IPUHATAS 110 YMOIYaHUIO KOH(PUTYpaIs J0JIAKHA 3apeaTh CI0JIb30BaHNe TPEilepos.
Oocy:xaenue:
TpeiinepHblil TPOTOKOJ MPENCTABIsET COO0OH METOJ| WHKANCYNSMHA Ha KaHAIbHOM YPOBHE, OOSCIeYHBAIOIINK IEPEKOMIIOHOBKY
(rearrange) mMakeTOB, TepeJaBaeMbIX B (U3MUYECKYIO0 CeThb. B HEKOTOPBIX CIyd4asx TpeWiIepsl MOBBIIIAIOT IMPOM3BOAUTEIBHOCTH
MPOTOKOJIOB BEPXHUX YPOBHEH 3a CUCT CHWKEHHS 00beMa KONMHMPYEMBIX AaHHbIX. [IpOTOKONBI BEpXHHUX YPOBHEW HE 3HAIOT 00
UCTOJIb30BAHUU TPEWIEPOB, HO NPHUEMHUK U TNEPEAATUYMK MAKETOB [JOJLKHBI IOHUMAaThb, KAaKOW IPOTOKOJ MCIOJB3YETCS st
WMHKAICYJISALNHN.

HekoppekTHOe UCHOIb30BaHHE TPEIIepPOB MOKET MPHUBECTH K cepbe3HO myTanune. C HCIOIb30BaHUEM TPEHICPOB HHKAIICYIUPYIOTCS
TOJIBKO MAKeThl C 3aJaHHBIM HaO0OpPOM aTpHOYTOB M OOBIYHO 3TOMY TPEOOBAHHIO YIOBIECTBOPSET JHMIIb Majas 4acTh IepelaBacMBbIX
nakeToB. Takum oOpa3om, eciau oHa cucTeMa OyIeT HCIONb30BaTh TPEHNephl, a Apyras He OyleT, 4acTb MakeTOB OyAeT “yieTaTh B
YEepHYIO ABIPY”, a OCTalbHBIE OyIyT IOCTABISATHCS HOPMAIBHO.

Peanu3zamus

B cersx Ethernet makeThl, MHKaNCyJIHpyeMBIe C Tpeiiepamu, HCHONB3YIOT paznmyHble Tumbl Ethernet [LINK:1] m cormacoBanue
Tpeiiiepa BBIIOJIHAETCS OJHOBPEMEHHO C HCIONb30BaHHEM IpoTokona ARP mist ompenenenus agpeca moiydatens. OOMeH makeramMu
ARP nns ompemenenusi azpeca OCYIIECTBISIETCS OOBIYHBIM CIIOCOOOM, HO XOCT, COIJIACYIONIMH Tpeinep, OyIeT mepenaBath
nonoaHATeNbHBIN OTKINK ARP (trailer ARP reply), ykassiBaromuii THIT TpeHIEpHOTO MPOTOKOIA WHKAIICYIISIUU B opMaTre OOBITHOTO
orkiauka ARP. Ecnm XocT, HaCTpOEHHBIN Ha HCIOJB30BaHHE TpeiyiepoB, mony4yaeT oTKIMK ARP ¢ Tumom Tpeitnepa oT ynaneHHOM
MAIlMHBI, OH MOXKEeT HOOABHUTH €€ B CIHCOK CHCTEM, IOANEPKUBAIONIMX Tpeilieps! (HarmpuMep, NOMETHB COOTBETCTBYIOUIYIO 3alHCh B
xouie ARP).
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XOCTBI, KeNAIONIWe HCIIONb30BaTh TPEWICPHYI0 HHKAICYIANUI0 IepefaroT oTKIMK trailer ARP Beskmit pa3 mpu 3aBeprieHHn
HOopManbHOTO oOMena ARP st IP-agpeca. Takum oGpazom, xocT, momyunBmmii 3ampoc ARP mst cBoero IP-agpeca, Oyzer nepenaBathb
otknuk trailer ARP B nmononnenne x HopMansHOMY OTKIMKY IP ARP; xoct, nepenasmmii 3anpoc I[P ARP, Gyner nepenaBaTh OTKIMK
trailer ARP mpu monmydyennn otknuka Ha 3ampoc [P ARP. Ilpm TtakoMm cmocobe Kak 3ampamidBaloONIMi, TaK W OTBEYAIOIIUH XOCT B
mporiecce ooOmeHa nmakeramu [P ARP MokeT 3ampocuTh UCIIONBb30BaHUE TPEHIEPHO MHKATICYIISIINH.

Takast cxema ¢ HCIIOJIb30BaHUEM JONOJIHUTEIBbHBIX MakeToB trailer ARP reply Bmecto 3ampocoB ARP Ha ykazanue Tuma TpeitiepHoro
IpoToKosa OblTa pa3zpaboTaHa Uit TOro, YToOBI M30eKaTh HENpepHIBHOTO oOMeHa maketaMd ARP ¢ HeKOppekTHO paboTaromuMu
XOCTaMH, KOTOpBIE B OTBET Ha 3alpoC THIA Tpeiiepa mepenaroT cTaHgapTHEINM oTkiMK ARP mist IP-appeca. [Ipob6iema pemaercs 3a
cuer mepemaun oTkinuka trailer ARP B orBer Ha orkimmk [P ARP Tompko B Tex cimywasx, xorma oTkiuk [P ARP orBewaer Ha
HEBBINOITHEHHBIH 3a1poc (3TO BEPHO JUIS TeX CIIydaeB, KOT/IA alNapaTHBIN aJpec XOCTa OCTaeTCs HEM3BECTHBIM K MOMEHTY IOyYEeHUS
otkinka [P ARP). Orknuk trailer ARP Bcerna moxxHO mocsutath BMecTe ¢ oTKIHKoM [P ARP, cootBercTByromum 3ampocy I[P ARP.

2.3.2 [f[pomokon npeobpasoeaHusi adpecos - ARP
2.3.2.1 MNMpoBepka k3wa ARP

Peanusanus mpotokona mpeobpasoBanusi aapecoB ARP (Address Resolution Protocol) [LINK:2] moskna obecrieynBaTh MeXaHH3M
yIaJeHUs] yCTapeBIIMX 3amuced W3 Tabmumel. Ecim moanepkuBaeMbIi MEXaHU3M HCIIONB3YeT TaiiM-ayT, JOKHA O0ecIIeuMBaThCS
BO3MOXHOCTbh HACTPOUKH BPEMEHH OXKHAAHMS.
Peanuzamust moszkHa obecriednBaTh MEXaHU3M NPEIOTBpaIleHHs JTaBUHHOM pacchuiku (ARP flooding) B Bume mOBTOPSAIOMINXCS ¢ BEICOKOH
gacToToi 3anpocoB ARP Request mist onHoro agpeca IP. Pexomennyemas yacToTa 3ampocoB He JOJDKHA MPEBBIMIATh I KaXa0ro aapeca 1
3ampoc/cex.
Oo6cy:kaenue:
Crnemudukamus ARP [LINK:2] npeanaraer, HO He TpeOyeT HCHOJIb30BAaTh MEXaHM3M TaliM-ayTOB IJIsi OOBABICHUS HEKOPPEKTHBIMU
(invalidate) sneMeHTOB K3I1a mpu cMeHe XocToM cBoero anpeca Ethernet. Illupokoe pacnpoctpanenue proxy ARP (cm. maparpad 2.4 B
pabore [INTRO:2]) cymuecTBEeHHO TOBBIIAET BEPOSTHOCTH TOrO, YTO B K3IIE OYAyT cOIEpKAThCS HEKOPPEKTHBIC 3alllCHy,
CJICIOBATEIbHO TPeOYeTCsl MEXaHU3M YIaJeHUs ycTapeBmmx 3amuceil u3 koma ARP. Jlaxxe B oTcytcTBre proxy ARP ucnonb3oBaHue
TaiiM-ayTOB IOJIE3HO AJIsI aBTOMAaTHUECKON KOppeKLuH AaHHbIX ARP, KOTOpble MOIM ObITh KIIIMPOBAHBI.

Peanuzanus
Jlns ynaneHus ycTapeBHIMX 3amMced U3 K3IIa UCTIONb3yeTcs 4 MexaHu3Ma (MHOTAa B KOMOMHAIINH).

(1) Timeout - 3anmMcK MEPUOANYIECKN YAAIAIOTCSA U3 KIIIA, JAXKE €CIIM OHM OCTAIOTCs akTyanbHbiMu . [Ipn mcnonbzosanmu ARP Taiim-
ayT JOJDKEH OBITh Mopsiika | MUHYTEL

(2) Unicast Poll - akTUBHBIIM onpoc ylaJIeHHBIX XOCTOB C IIOMOILBI0 IEPHOANYECKOM OTIpaBKy M0 UX axpecam nakeroB ARP Request u
yIaJeHue 3aIucei Ui TeX apecoB, OT KOTOPHIX He mpunuio makeroB ARP Reply mocie N nocnenoBarensHbIX onpocos. TaiimM-ayT
JIOJDKEH MO-TIPEXKHEMY COCTaBJIATh OKOJIO 1 MUHYTBI, @ TUIIMYHOE 3HadeHue N = 2.

(3) Link-Layer Advice - ecnu apaiiBep KaHAJIbHOTO YpPOBHA OOHAapy»XHBaeT MpPOOJIEMBI C JOCTaBKOW, COOTBETCTBYIOLIAsS 3aIlUCh
yaansiercst u3 kama ARP.

(4) Higher-layer Advice - obecrieunBaeTcsl BBI30B Ha KaHAJIBHBIN YPOBEHb C YPOBHA Internet ais WHIUKAIMK MpPOOJIEM C JOCTAaBKOM.
O¢dekT Takoro BBI30Ba 3aKIIOYACTCS B TOM, YTO COOTBETCTBYIOIMIAS 3alMCh YAAIACTCS M3 KAIIa. Takol BEI30B SBISIETCS aHAIOTOM
BboBa ADVISE DELIVPROB() ¢ TpancmopTHOro ypoBHS Ha YypoBeHb Internet (cm. maparpad 3.4) u moamporpamma
ADVISE DELIVPROB ¢akTryeckn MOKET UCIOJIB30BAaTHCS [UIS BBI30BA MPOTPaMMBl KaHAJBHOTO YPOBHSA, YAAISIOUICH 3aUch U3
xoma ARP.

BapuanTs! (1) u (2) ucnons3yror TaiiM-ayT nopsiaka 1| MuayTH win MeHbme. [Ipu orcyrcrBuu ARP Takoit KopoTkuii mepruoa OKuAaHUsS
MOXET MOPOAUTH 3aMETHBIH M30BITOUHBIH Tpaduk B Gonmpmmx cersx Ethernet. CriemoBaTenbHO, MOXKET IMOTPeOOBATHCS YBEIMUCHUE
taiim-ayta ARP.

2.3.2.2 Ouepepb naketoB ARP

KananbHbIi ypoBeHb J0JIKEH COXPaHATH (a He 0TOpackIBaTh) MO KpaiiHeil Mepe oauH (IIOCIeAHNUH) aKeT U3 KaXJ0i IPyIIbl HaKEeTOB IS

TOTO WJIM MHOTO ajpeca I[P 1 mepenaBaTh COXpaHEHHBIH MakeT, Korna agpec Oyaer npeodpas3oBaH (resolve).

Oo6cy:xaenue:
HeBrimonHeHne IpHBEAECHHOTO BHINIE TPeOOBaHWSA MHPHBOJUT K MOTEpe IEPBOTO MaKeTa HPH KakAOM oOMeHe. XOTS HPOTOKOJBI
BEPXHUX YpOBHEH B 0OOIIeM ciIydae CHOCOOHBI 3aHOBO OTIPABIATH IAKETHl NIPH HX IIOTEpe, yTpaTra IakeToB OyIeT CHIKATh
MIPOMU3BOJUTEIBHOCTh CHCTeMbl. Hampumep, morepst 3ampoca Ha oTKpeITHe ceanca TCP mpuBemeT K TOMy, YTO OILEHKAa BpEMEHH
Kkpyrooro oboxoma (round-trip time) Oyner HexoppektHoi. IIpumoxenust Ha ocHoBe UDP (takme, kak DNS) Oymyr eme cuibHee
CTpazaTh OT TAKOTO HEJOCTATKA.

2.3.3 Uukancynayus Ethernet u IEEE 802

Wukancymsmus maketoB I[P s cereit Ethernet omcana 8 RFC 894 [LINK:3], a RFC 1042 [LINK:4] comepXAT omnmucaHue MHKATICYIISIIIUU
IP nsst cereit IEEE 802. RFC 1042 yrounsier Bompocsl, paccMoTpenHbie B maparpade 3.4 nokymenta [INTRO:2].

s xaxxnoro xocra Internet, moakmodeHHoro k cetu Ethernet (10 MOut/c) ¢ moMomipro kabens

¢ Tpeldyercd MOJAEpXKKa IpUEMa U IepeJjauy IaKeToB C UCNOob30BaHueM HHKancynauun RFC 894;

¢ pexoMeHAayeTcs noanepxuBaTh npueM nakeroB RFC 1042 snepemeniky ¢ makeramu RFC 894;

¢ I0IIyCTHMO IIOJIePKUBATh Iiepeiady IIaKeTOB C UCNOIb30BaHueM MHKancymanuun RFC 1042.

Xoctel Internet, peanmsyromme Iepenady C HCIHOIb30BaHMEM HHKancymsnuu oboux tumoB (RFC 894 m RFC 1042), momkHBI
MOAJEPKUBATh BO3MOXKHOCTh HACTPOWKM (KOH(HTypanpoOHHAS OMIUS) HMCIIOIb3yEMOTO THIIA MHKamcyasnuu. [lo ymomuanuio Tpedyercs
UCIOJIB30BaTh UHKancyasanuo RFC 894.

OtMeTHnM, 4TO cTaHgapTHas HHKancyssinus [P B coorBerctBum ¢ RFC 1042 He ncnons3yer 3HaueHne uaeHTH(ukaTopa nporokona (K1=6),
kotopoe 3apesepBupoBano IEEE mis mporokona IP, ycranaBmuBast BMecto 3Toro 3HaueHue K1=170, yka3piBaomiee Ha pacuiMpeHHe
(SNAP), xoropoe MoxeT ucnoib3oBaTbes mias mois EtherType. Ins cucrem Internet Hemomycruma mepenada maketoB IEEE 802 c
ucrons3oBanuemM K1=6.

Tpancmsuus agpecoB Internet B agpeca kaHampHOro ypoBHs ans cereil Ethernet m IEEE 802 mosmkna oGecrieunBaThCS Ha OCHOBE
nportokona ARP.

3uauenne MTU misa Ethernet cocrasisger 1500, a quis 802.3 - 1492 0Oaiira.

O0cy:xaenue:

BOt1cyer BpeMeHH MOIKEH HAYMHATHCS 3aHOBO BCAKHMM pa3, KOTJA 3amuch B Kowe oOHoBisercs (refresh). Touka oTcdera ompenensiercs
IMyTeM TPOCMOTpa MOoJIEH OTHpaBUTENs HE3aBUCHUMO OT MCKOMOTO (target) agpeca B IIMPOKOBELIATENbHBIX MakeTax ARP.
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Crnemudukanns IEEE 802.3 oGecneunBaer pabory mo kabemsim Ethernet 10 MOwut/c, 4TO MOXET BECTH K CMEIICHHIO B OIHOMN
¢usuueckoit cpene kampor Ethernet u IEEE 802.3. TlpueMuuk MoxeT pasznudath kaapbl Ethernet u 802.3 mo 3HaYEHUIO MOJIS JTHHBI
(Length) mst 802.3 - 10 2-okreTHOE moine cosmanaer'* ¢ monem EtherType B kaapax Ethernet. 3Hauenue monst IJIMHBL [ KAAPOB
802.3 ne nomkHo npebiniath 1500, a Bce koppekTHbie 3HaueHns EtherType npepbimator 1500.

Jpyrast mpoGiieMa COBMECTUMOCTH CBfi3aHa C HMIMPOKOBEMIATEIBHBIMHU KaJpaMu Ha KaHaJIbHOM ypoBHe. IllupokoBemaTenbHble Kaaphl
TOTO WJIM MHOT'O THUIA He OyIyT BUIHBI XOCTaM, CIIOCOOHBIM HPHUHUMATh JIMIIb APYTOM THI KaJpOB.

OcHOBHO}1 3amaueit maHHOro maparpada siBisercs obecredeHre PEeKOMEHAAMH M0 WHTeporepabebHOCTH CeTeil ¢ MHKAICYJIIuei
RFC 894 u RFC 1042 B onmHo#t ¢u3mueckoii cpene. OcHOBHOI ymop nenaercs Ha noMuHHpYlomue ceitdac cetu RFC 894, ¢ yderom
nepexozna B OynymnieM Ha uHkancynsanuio RFC 1042.

OTMeTHM, Y9TO CHCTEMBI, ojepxkuBaroniue Toabko RFC 894, He MoryT HampsiMyro B3anMozeiictBoBath ¢ cucremamu RFC 1042. Ecn
KaXIBIH THI WHKAIICYJISIMN OPraHM30BaTh B BUJE JIOTMUECKOH ceTH (Ha TOM jke Kabene), TO JBe JIOTHYECKHE CETH MOXKHO Oyner
cBsi3aTh yepe3 mumo3 [P (Mapmpytuzarop). Mcnonp30BaHne XOCTOB, CIIOCOOHBIX MOAEPKUBaTh 00a Gopmara, He Bceraa moie3Ho (1 He
BCErZa BO3MOXKHO), IIOCKOJBKY TPYAHO aBTOMAaTHYECKH OIpeNeNnTh (opMarT IepeJadd KaapoB u3-3a HpobiaeM ¢
IIMPOKOBEIIATEILHBIMU KaJIpaMH KaHAJIBHOTO YPOBHS.

2.4 Nntepcenc mexay KaHarnbHbIM ypoBHeM U IP

Untepdeiic npuema mnakeToB Mexay I[P M KkaHanpHBIM yYpOBHEM MOJKeH BKIIOYATh (Jar, MNOKa3bIBAIOIIMI MakeThl Ui

IIMPOKOBEIIATEIFHON PACCHUIKH Ha KAHAJIBHOM ypPOBHE.

O6cy:kaenune
Xots ypoeHb [P B 001mem ciydae He 3HAaeT aJpecoB KaHAJIBHOTO YPOBHSA (IIOCKOJBKY B KON (PU3MUECKOH cpele HCIOoNb3yeTcsl CBOU
(dopmar anpecal), IMIHMPOKOBEIATENBHBIA afpec Ui IONCPKUBAIOIINX IIUPOKOBEIIATENILHYI0 PACCBUIKY Cpeil fBISIETCS B
HEKOTOPOM POJie UCKIIIOUEHHEM U3 ob1ero npasuia. bonee moapodHOe paccMOTpeHHEe 3TOro BOIpoca MpuBeAeHO B maparpade 3.2.2.

Wnrepodeiic mepenaun makeToB Mexay [P u KaHaJIbHBIM YPOBHEM JOJLKeH BKIIodath 5-OmroBoe mome TOS, ommcannHoe B maparpade
3.2.1.6.

J151s KaHaTPHOTO YPOBHS HeAOMycTHMA repenada coobmennid 06 ommbke Destination Unreachable Ha yposens IP mpu orcyTcTBuu 3anmcu
¢ agpecoM nosyuatens B kaue ARP.

2.5 Tpe6oBaHUs K KaHaNIbHOMY YPOBHIO

Dynkyun Ilapazpagp Tpebosanue
TpeiinepHas HHKANCYIALMA 23.1 O0s13aTenbHO
[epemaBaTh Tpeisepsl MO0 yMOTYaHUIO O€3 COTIacCOBaHMUS 2.3.1 Henonycrumo
ARP 232
Y nanenue ycrapeBUIMX 3anucei 2321 O0s13aTeTIEHO
[penotBpamenne ARP-naBun 2321 O0s13aTenbHO
Hacrpoiika Taiim-ayTa ams Kama 2321 Pexomennyercs
CoxpaHeHHe IO KpaiiHell Mepe IOCIEIHEro Makera ¢ HenpeoOpa3oBaHHBIM 2322 Pexomennyetcs
(unresolved) anpecom
Wnkancynsanust Ethernet u IEEE 802 233
CriocoGHOCTH XOCTa: 233
HUcnonezoBate RFC 894 nns npuema u nepenadu 233 O06s13aTeTEHO
HUcnonezoBare RFC 1042 ans mpuema 233 Pexomenpmyetcs
Hcnonb3oBate RFC 1042 mis nepenaun 233 Bo3moxHO
st atoro cirydas moaaepskka mno ymomdanuio RFC 894 233 O0s13aTeTEHO
Hcnonp3oBanue uHkancyssmuu ¢ K1=6 233 Henonycrumo
Honnepxka ARP ms cereit Ethernet u IEEE 802 233 O0s13aTeTEHO
KananpHBIT ypoBeHb COOOMIAET O MIMPOKOBEIATENIFHBIX Kapax ypoBHIO [P 2.4 O0s3aTenbHO
[lepemaua ypoaeM IP 3nauenuit TOS Ha kaHaTBHBIH YPOBEHD 24 O0s13aTeTEHO
TpaxToBKa oTCYTCTBHS aapeca B k3mre kak Destination Unreachable 2.4 Henonycrumo

3. [Ipomokonki ypoeHsi INTERNET
3.1 BBeageHue

[Ipunnun ycroiunBoCTH - "OBITH THOEPATIEHBIM NPU IPHEME U KOHCEPBAaTUBHBIM IIPH Iepenade” 0coOCHHO BaXKeH Ui ypoBHS Internet, rae

HEKOPPEKTHOE TOBEJICHNE OJTHOTO XOCTa MOXET HapyIINTh PaboTy MHOXKECTBA APYTHX XOCTOB.

K uucimy npoToKOJIbHBIX CTaHAAPTOB YpOBHS Internet oTHOCATCA:

¢ RFC 791 [IP:1] - onpenensier mpotokoin IP u conep kUt BBeneHNE B apxXUTEKTypy Internet.

¢ RFC 792 [IP:2] - onpenenser npotokon ICMP, obecneunBaromuii THarHoCTUKy U cooOuieHnst 00 omubkax 1 nporokona IP. Xots
coobmenns ICMP unkancynupyrorcst B aeiitarpammsl 1P, o6padorka ICMP paccmaTpuBaercsi (M 0OBIMHO pealn30BaHa) KaK 4acTh
ypoBust [P. Cm. maparpad 3.2.2.

¢ RFC 950 [IP:3] - ompenensieT 00s3aTeNbHYIO MOIEPKKY MOACETEH I apXUTEKTYPHI aipecalnu.

¢ RFC 1112" [IP:4] onpenenser npotokon IGMP (Internet Group Management Protocol - npotokoun yrnpasienust rpynmnamu Internet) kak
Y4acTh PEKOMEHAYEMOIr0 PACIIMPEHUs Ul XOCTOB M MHTep(eHCOB XOCT-ILII03, obecrneunBaronero B Maciradax Internet moaaepxky
IpynmoBoi agpecanuu Ha yposHe IP. Cm. maparpag 3.2.3.
Anpecaramu rpynnoBbix (multicast) maketoB IP MoryT ObITH NMpoM3BOJBHBIE Tpymmbl XocToB Internet. I'pymmoBast aapecanus IP
pa3paboTaHa KaK €CTECTBEHHOE PACIIMPEHHE TPYNIOBON ajpecanyy Ha KaHAJIbHOM ypOBHE M 00ecIedrBacT CTaHAAPTHOE TOJIKOBAHHE
JUISL JIOKAJIBHOTO JIOCTyIa K multicasting-o0bekTam.

CchUIKH Ha IpyTHe NCTOYHUKY MH(POPMAIUH NIPUBECHHI B TIaBe 5.

IIporpaMmser ypoBHs Internet Ha Ka)XIOM XOCTE MOJKHBI MOJIEPKHUBATh 00a mpoTtokona - [P u ICMP. TpeGoBaHus B YacTH MOAICPKKH

IGMP paccmotpens! B maparpage 3.3.7.

“ITo pacnionoxenuto B Kaape. Ilpum. nepes.
"B RFC 2236 Briwouens! gobasienus k crangapty RFC 1112 B wactu npotokona IGMP. Ilpum. nepes.
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VYposens [P BemonHseT 1Be OCHOBHBIX (yHKIuH: (1) BeIOMpaeT ciemyromuii MapmpyTH3aTop WM XocT (next hop) mis mexomsmmx
neiitarpamm [P u (2) oGecnieunBaer cOopky npuHUMaeMbIx aeiitarpamm IP. Yposens IP taroke moxker (3) peann3oBaTh npeaHAMEPEHHYIO
¢parMeHTanuI0 HcXomAmuX nedrarpamMm. Hakomen, yposeHbs IP momken (4) mommepXuBaTh AETEKTHPOBaHHE M 00pabOTKYy OIIMOOK.
[Ipeamonaraercs, yto B OyaynieM QyHKIIMOHAIBLHOCTH YPOBHs [P MoxeT ObITh pacmmpeHa myTeM pa3paboTKH HOBBIX MpHIOXKeHuH Internet
JUISL KOHTPOJISL ¥ yIIPaBIICHUSL.
[ HOpMasbHBIX JeTarpaMM ocymiecTBisiercs mpsmas (straightforward) oOpabotka. s Bxonsdmux aeiitarpamM ypoBeHs [P Beimonnser
CJIeYIOIIIE OTIepaIIHu:
(1) mpoBepka KOppeKTHOCTH (opmaTa JeUTarpaMMbl;
(2) mpoBepka TOro, 4To AeHTarpaMMa aapecoBaHa JIOKaIbHOMY XOCTY;
(3) obpaboTka omimii;
(4) npu HEoOXoAMMOCTH cOOpKa AedTarpaMM U3 (parMeHToB;
(5) mepenava MHKANCYJIMPOBAHHOTO B JieWTarpaMMe COOOIICHHUS! COOTBETCTBYIOIIEMY MOJYJIO TPAHCIIOPTHOT'O YPOBHSI.
st ucxopsimux neftarpaMM yposeHb [P BeInosiHsET cnenyromue onepamnuu:
(1) ycranoBka Bcex IoJiel, He 3aJaHHBIX Ha TPAHCIIOPTHOM YPOBHE;
(2) BbIOOp moaxomsiiero uHTepdeiica MOAKIIOUESHHON ceTH (MapLIpyTH3alus);
(3) pparmenTanms neWTarpaMMBbl, €CIM 3TO HEOOXOQUMO, WM NpeJHaMepeHHas (parMEeHTalnus NpPH HCIOJIB30BAaHUM TAaKOBOH (CM.
nmaparpad 3.3.3);
(4) mepenaya MakeTOB COOTBETCTBYIOIIEMY JipaiBepy KaHAJIbHOTO YPOBHSI.
XoCT Ha3bIBatOT MHOTOAOMHBIM (multihomed), eciu on umeeT Heckonbko ampecos IP. [Tommepkka MHOXKECTBA aIpecoB IS XOCTOB BHOCUT
B CTEK IIPOTOKOJIOB JOHMOJHHUTEIBHYIO CIOKHOCTh M BO3MOXKHOCTH ITyTaHUIEI, B aT0if wactn apxurextyps! Internet TpeGyercst cepre3Hast
pabota mist perieHus Bcex npooseM. C moiepkkoil MHOYKECTBa aipecoB CBSI3aHBI, IPEXKIE BCETO, JIBE aCIeKTa MIPOOJICMBI:
(1) Local multihoming - paccMaTpruBaeMBbIii XOCT UIMEET MHOXECTBO aJ[PECOB;
(2) Remote multihoming - ToKaTPHOMY XOCTY HPUXOAUTCS PAOOTaTh C yIaJeHHBIM XOCTOM, HCIIOJIb3YIOIMM MHOXECTBO aJJPECOB.
B nacrosmee Bpemst obciyxuBaHne pabOTHI ¢ yJaJeHHBIMA MHOTOJOMHBIMH XOCTaMH A0JIKHO 00ECIIeYNBAThCS HAa MPUKIAJHOM YPOBHE,
kak ommcano B RFC 1123 [INTRO:1]. PaGora c JIOKalnbHBIM XOCTOM, IOIJEP)KUBAIOIIMM MHOXKECTBO aJPECcOB, PACCMOTPEHA HIDKE
(maparpag 3.3.4).
JIroboif XoCT, MepechUIAlONMi AeftarpaMMBl OT JAPYTHX XOCTOB, JACHCTBYeT Kak MAapIIpyTH3aTop M JOJKEH YJIOBICTBOPSTH
cenupUKaUAM MapHIpyTH3aTopoB (ILTI030B), paccMatpuBaeMbiM B RFC 1009'¢ [INTRO:2]. Xoct Internet, mommep:kuBarommii
BCTPOCHHBII MapIIPyTH3aTOP, AOJKeH HNMETh KOH(PHUTypalMoOHHbIE OMNIHUH, MO3BOJSIOMNE OTKIIOUNTh MApPIIPYyTU3ANUIO U TI0 YMOIYaHHIO
MapIIpyTH3aLlus J0JI:KHA OBITh BBIKIIOYEHA. B TakoM pexume IeirtarpamMma, NpHHATas yepe3 Kakoi-nmubo uHTepdeiic, He Oyner
HePECHUTAaThCS PYTOMY XOCTY WM IILTIO3Y (€CIIM HE MCIIOJIB3YeTCsl MapUIpyTH3aIKs, 3alaHHas OTIIPABUTENIEM - source-route), He3aBHCUMO
OT YMCIIa MMEIOIIUXCS B JaHHOM Xocte uHTepdeiicoB. He qomyckaercss aBTOMaTHYECKUI MEPEX0J XOCTa B PEXKUM MAapIIPyTH3ALUH HPH
HaJIMIMU Ha XOCTe HECKOJBKMX HHTEp(]eiicoB, MOCKOIBKY OMEpaTOp XOCTa MOXKET HE JKEeNaTh BHIMONHATH (QYHKIUH MapIIPYTH3ALUH H
OBITh HEKOMITETEHTHBIM B 3TOM BOIIpOCE.
B Takux ciydasx Ui NPMHATON JeMTarpaMMbl 3a4acTylo MCIONb3yloT omepaunmio silently discard. Dto osnagaer, 4to neiitarpamMmma
otOpachIBaeTcs 0e3 manmbpHelIneir o6paboTku u naxe He mepenaercs coodnienne ICMP 06 ommbke (cM. maparpad 3.2.2). Omnako, s
obecrieueHus] TUarHOCTUKU XOCT AOJIKeH 00eCIeYrBaTh BO3MOXHOCTh NPOTOKOJIMPOBAHMS TaKUX OMMOOK (cM. maparpad 1.2.3), Bkimrodas
3alHCh COAEPKUMOro OTOpachiBaeMbIX JeWTarpaMM. KpoMe TOro, KOJMYECTBO OTOpAchIBAeMBIX NEHTarpaMM JOJIKHO YYUTHIBATHCS
CUETYMKOM CTATUCTUKH.
Oo6cy:xaenue:
Tuxoe OT6paCbIBaHPIe OIITMOOYHBIX Ilel\/'ITal'“paMM B OGI_HCM CJIydya€ UCIIOJIB3YETC JIA NMPEAOTBPAIICHUS ITUPOKOBEIIATEIBHBIX ITOPMOB
(broadcast storms).

3.2 O6wume BOMNpPOCHI

3.2.1 NMpomokou Internet - IP
3.2.1.1 Homep Bepcuun: RFC 791, naparpadc 3.1

ﬂeﬁTanaMMBI C HOMEPOM BEPCHUHU, OTIIMHAOIIUMCS OT 4, JAOJIZKHBI OT6paCLIBaTLC${ 0e3 YBEAOMIJICHHA.

3.2.1.2 KoHTponbHas cymma: RFC 791, naparpac 3.1
Xoct AOJIZKEH MPOBEPATH KOHTPOJIBHYIO CYMMY 3arojloBKa 1P JUIA Ka)KZ[Oﬁ HOJ'[y'-IeHHOﬁ Z[eﬁTal”paMMBI u OT6paCLIBaTB 0e3 YBEAOMIJICHUSA
JlefTarpaMMbl ¢ HEKOPPEKTHON KOHTPOJIBHOM CYMMOM.

3.2.1.3 Apgpecauusa: RFC 791, naparpadc 3.2
CymectByeT maTh kiaccoB IP-aapecoB - or A no E. Anpeca knacca D ucnmonesyrores g rpynnosoit agpecauuu IP [IP:4], a xiacc E
3ape3epBUPOBAH VIS AKCIIEPUMEHTOB.
I'pynmoBsie aapeca (kaacc D) mpencTaBisioT co0oii 28-0MTOBBIC JIOTHUECKHE aapeca, MCIONb3yeMbIe I TPYIIT XOCTOB, H MOTYT OBITH
HNOCTOSHHBIMU (permanent) WM BpeMeHHBIMH (transient). IToctosmHble rpynmoBble azapeca pacmpeneinser areHTcTBo IANA (Internet
Assigned Number Authority) [INTRO:6], a BpeMeHHbIC AMHAMUYECKU BBIICISIOTCS U1 BPEMEHHBIX TPYII XOCTOB. [IpUHAIICKHOCTh K
TpyIIIe OTpeseNsieTcs] AMHAMUIEeCKH Ha ocHOBe npoTokona IGMP [IP:4].
Paccmotpum Gonee moapo6Ho IP-anpeca knacco A, B u C, ucnonb3yst 0003HauCHHS:
{ <Homep ceTmn>, <Homep xocTa> }
W
{ <Homep ceTn>, <HomMep noxzceru>, <Homep xocTa> }
n "-1" s 0003HaUYeHHs MOJIeH, colxepkalux Toibko emuHMIB! (1). Takas HoTamust He HpexanoNiaraeT, 4TO IWHMIBI B Macke ajpeca
TIOJDKHBI OBITH HETIPEPBIBHBIMHU.
(@ {0,0}
JlaHHBIN XOCT B JaHHOH ceTH. DTOT aJpec HeJONyCTHMMO YKa3bIBaTh B KauecTBe ajpeca OTIPaBUTENS 3a MCKIIOUCHHEM CIydaeB
nepefayy ajpeca OTIPAaBUTEI B IPOLIECCe MHULIUAIN3AHUH, IOCPEACTBOM KOTOPOro XOCT y3HaeT cBoi IP-anpec.

B naparpade 3.3.6 paccMoTpeHbI BapHaHThI HeCTaHAapTHOTO Hcnonb3oBanus {0,0}.

(b) {0, <Homep xocTa> }
Vka3bIBaeT XOCT AaHHOW cetw. Takue ajgpeca HeIOMYCTHMO YKa3bIBaTh B Ka4eCTBE ajpeca OTIPABUTENs 33 UCKIIOYEHHEM CIIydaeB
UCIIOB30BaHMsI KaK aapeca OTIPAaBUTENsI B POLEAYPaX WHHUIHATU3AIMH, C TOMOIIBI0 KOTOPBIX XOCT MONy4aeT mojHelid [P-agpec.

"®Bonee COBpeMEHHBIH BapHaHT 3TOro JOKyMeHTa cozmepxkurcs B RFC 1812, mepeBox KOTOpOro mMmeercs Ha caiite www.protocols.ru.
Ipum. nepes.
'"BBIOPOCHTB IIO-THXOMY
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(© {-1,-1}
[TupokoBemaTeabHbIH MakeT orpanHueHHOro acicTeus (Limited broadcast). Takoii agpec HEAONMYCTHMO YKa3bIBaTh B KAUECTBE aapeca
OTIPaBUTEIIS.

[eiitarpaMma ¢ TakuM aJpecoM B IOJI€ TOydaTesst OyleT NMPUHUMAThCS KaXIBIM XOCTOM JaHHOW (u3Myeckoll cetw, HO He Oyner
BBIXOJIUTH 3a MPEEIBl CETH Yepe3 MapUIPyTH3aTOPBL.

(d) { <Homep ceTn>, -1}
[upokoBemaTenbHbIN aapec A JaHHOW ceTu. Takoil anxpec HeJoIyCTHMO yKa3bIBaTh B KAUECTBE a/ipeca OTIPABUTEIS.

(e) {<Homep cetn>, <Homep nmoxcerun>, -1}
[lIupokoBenaTeNbHbIA MakeT I YKa3aHHOTO MapHipyTH3aTopa (KOHKpeTHOM mojaceTw). Takol ajpec HeAOMYCTHMO YKas3bIBaTh B
KauecTBE aJpeca OTIIPABUTEIS.

(f) {<Homep cern>,-1,-1}
[llupoxoBeniaTenbHBId MakeT A BceX MojceTed NaHHOM certu. Takoil azapec HeooONMycTMMO YyKasblBaTh B KauecTBe ajpeca
OTIPABUTENIA.

(g) {127, <11060ii>}
Buytpennuii loopback-aapec xocta. [TakeTsl ¢ TAKMM apecoM OTIPABUTENS HEAOIYCTHMO TIepeaBaTh 3a MPEAeibl XOCTa.

Homepa cereil pacnpenemnsrorcst aiMHHACTPATHBHO, YTOOBI Ka)KIasi CETh B MacIITa0e IUIAaHeTHl MMella YHUKaIbHBIH HOMep.
B ampecax IP memomycrumo ucnonb3osanue 3Hadennii 0 u -1'* B mo6om u3 noneit <Homep xocta>, <Homep cetn> nunn <Homep moxcetn>,
3a HCKJIIOUCHNEM CIEIHANBHBIX CIIy4aeB, IIEPEUNCICHHBIX BBIME. JTO TpeOOBaHME IOIPa3yMEBAET, YTO KaXJI0€ M3 ITOJeH JODKHO MMETh
pa3mep He MeHee 2 OUTOB.
Bornee noxpobHOE paccMOTpeHHE MUPOKOBEMATEIBHBIX apecoB qaeTcs B maparpage 3.3.6.
Xoct noJxen nopnepxusate noxacetu IP [IP:3]. B coorBercTBUM ¢ 3TUM TpeOoBaHHMEM KaXKABIM XOCT JOJDKEH MMETh MAacKy ajapeca B
¢dopme {-1, -1, 0} (cm. maparpacer 3.2.2.9 u 3.3.1.1).
Korna xoct nmepenaer nedtarpammy, B kadectBe IP-anpeca oTmpaBuTens Jo0JKeH yKa3blBaThCcsl ouH u3 IP-agpecoB 3Toro xocra, HO He
IIMPOKOBEIATENbHBIN WM IPYNIIOBOH azpec.
XocT moskeH oTOpackiBaTh 0Oe3 YBEIOMIICHHs BXOASIIME JeHTarpaMMbl, HE aJpecOBaHHBIE STOMY XOCTy. Bxomsmias neliTarpamma
CUUTaeTCsl aAPECOBAaHHON XOCTY, €CIIH B TOJIE afpeca MoyJaTels yKa3aH:
(1) IP-agpec 3Toro xocra (OJMH U3 NMEIOLIUXCS);
(2) mupoxoBematensHbIi aapec [P, KOppeKTHBIN A1 TaHHOH ceTH;
(3) aapec multicast-rpynei'®, B KOTOPYIO BXOJUT JaHHBIA XOCT.
B GonbIIMHCTBE cily4yaeB AedtarpamMmel, aapecoBanHble BeceM (broadcast) nmu rpymnme (multicast) xocToB, o6pabaTeiBaroTcst Tak, OyaTO OHU
HalpaBJeHsl 110 ogHOMY M3 [P-ampecoB nmanHOro Xocta. MBI OyIeM HCIONB30BaTh TEPMHH “KOHKPETHBIH ajapec moiydaTeiss” (specific-
destination address) B kauecTBe SKBHBalieHTa JIoKajbHOro IP-ampeca xocta. KoHKpeTHBIH agpec moiy4artens IOJDKEH YKa3bIBaThCS B
3arojoBkax nakeroB IP, ecnm Takue makeTsl HE SIBISIIOTCS TPYNIIOBBIMH WM IIMPOKOBENIATENbHBIMU. KOHKpETHBIH agpec moirydareis
sBisiercst [P-anpecom ¢u3nueckoro nurepdeiica, yepe3 KOTOPBIi AedTarpaMMa IPHHIMAETCSI XOCTOM.
XocT mokeH 6€3 yBeIOMIICHHUS O0TOpackBaTh AEHTAarpaMMbl, COAEpIXKAIINe aapec OTIPABUTENS, IIPOTHBOPEUAIINI NPUBEICHHBIM B 3TOM
naparpade npasuiaM. [IpoBepka KOPPEKTHOCTH MOXET OCYLIECTBILSITECS Ha ypoBHE [P i mo0BIM MPOTOKOJIOM TPaHCIIOPTHOTO YPOBHSL.
Oocysxnenue:

JlefitarpaMMbI ¢ HEKOPPEKTHEIMH aJpecaMd MOTYT TOSIBIIATHCS B pe3ysbTaTe IMIMPOKOBENIATEIbHOW PACCHUIKH Ha KaHAJHHOM yPOBHE

ZetarpaMM ¢ KOHKPETHBIM (unicast) aqpecoM HIIM BCIEACTBHE OMMOOK B HACTPOWKAX XOCTOB M MapIIPyTH3aTOPOB.

ApxuTekTypa XocToB Internet moipkHa mnopnepkuBaTh o0paboTky IP-ampecoB kak 32-OMTOBBIX IeNbIX dHcen Oe3 Kakux-JIHOo
ocoOeHHOCTeH U M30eraTh MPUMEHEHUs aJropuTMOB, TpeOyromux 3HaHus ¢opmara [P-agpecos. Ecnu stomy mpaBunmy He cienoBaTh,
mro0ble M3MEHeHHsl (opMara WIM WHTEPIpeTalud aapecoB B OyaymieM MoTpeOyIOT BHECEHMS M3MEHEHHII B IPOrpaMMEI XOCTOB.
OnHaKo, MPoBepKa KOPPEKTHOCTH MIMPOKOBEMIATENBHBIX M TPYIIIOBBIX aIpecoB TPebyeT 0TKasa OT TAKMX MpaBui”’.

Pa3paboTuuky mporpaMm JOMDKHBI 3HaTh, YTO TNPUIIOKEHUS, HCIOJIb3YIOUIME IIHPOKOBEINATENbHYIO aJpEcalfio BO BCE IIOJCETH
(paccMoTpeHHBIH BbIIIe BapuaHT f) MOIyT OKa3aThcsl HepaboTOCIIOCOOHBIMU B HEKOTOPHIX ceTsx. llInpokoBelanue it Bcex moacereit
MOAEPKUBAETCS HE BCEMH MapIIPyTU3aTOpaMH U Aake MPH HAIUYUM TaKOH MOANEPIKKH OTAENbHbBIE aJMUHHUCTPATOPHI 3alpELIaloT ee
IPU HACTPOMKE MapUIpyTU3aTOPOB.

3.2.1.4 ®parmeHTauus u céopka: RFC 791, naparpadcp 3.2
Mogens Internet TpeOyeT, 9TOOBI KaXKABIH XOCT MOANCPKUBAI cOOpKY (hparMeHTOB (reassembly). TpeboBanus k pparMeHTannu u cOOpKe
paccMmoTpensl B maparpadax 3.3.2 u 3.3.3.

3.2.1.5 UgeHTndukauma: RFC 791, naparpacp 3.2

IIpu nepenave MASHTUYHOI KOIMU paHee OTIPABJICHHOH JAeHTarpaMMBI XOCT MOJKET COXPaHITh WACHTH()UKALMOHHOE MOJe Ui TaKod

KOITHH.

Oocy:kaenue:
Hekotopsle cnenumanuctel 0 npoTokosiaM Internet yTBepxaaroT, 4TO NpHU Nepenade KONMM paHee OTIPABIECHHOW JedTarpaMMbl 3Ta
KOITHS JIOJDKHA COJIePKaTh TaKOe JKe 3HaYeHHe MOoJs MASHTH(HKAINY, KaKk OpUTHHAI. DTo obecrieunBaeT ABa npeumyectsa: (1) eciu
JgeitarpaMma (parMeHTUpOBaHa M HEKOTOpble (parMeHThl TEPSIOTCS, MPUHUMAIOLIAas CTOPOHA MOXKET BOCCTAHOBHTH MOJIHYIO
JedtarpaMMy n3 (parMeHTOB OpUTHHANA W Kommu; (2) 3arpykeHHBIH (congested) MapIIpyTH3aTop MOXKET HCIIONb30BaTh mnose IP
Identification (1 mone Fragment Offset - cmemenne ¢pparmMeHTa) A1l yaaleHus yONUKaTOB JeUTarpaMM U3 OUCpeIr.

Onnako HaONIONEHMS 3a peambHBIM TpaduKOM M ToTepeil medtarpamm B Internet mMOkaspIBalOT, YTO HCIOIBb30BAHUE MEPBOTO U3
MEePEYHCIICHHBIX TPEUMYIIECTB MaJOBEPOSTHO B CHIIy CYIIECTBOBAHHUS IPYTMX MEXaHM3MOB (Hampumep, nepemnakoBka TCP mepen
MOBTOPHOH INepeaayeif), MpeJoTBPaIlaloIUX MMOBTOPHYIO Hepenady WACHTHYHbIX gedTarpamm [IP:9]. CnemoBatensHO, coxpaHEeHHE
UIeHTH(UKALMOHHOTO T0JIs TIPY IOBTOPHOM Iepefave AedTarpaMm MOXKET OKa3aTbesi Oecrione3HsiM. Kpome Toro, pabortatomme 6e3
opranuzauuy coenuHeHuil nporokousl (tuna UDP) 6yayT TpeboBaTh B3aUMOAEHCTBHS ¢ IPUKIAAHBIMU [IPOrpaMMaMHU JUI COXPaHEHUS
3HAYCHUS WICHTU(HUKAIIMOHHOTO TIOJIS IIPH MTOBTOPHOH Mepeaaye .

3.2.1.6 Tun o6cnyxuBaHua: RFC 791, naparpad 3.2
Baiit Type-of-Service (Tum obciyxuBanus) B 3arojoBke IP monenen Ha 2 wactu - mone Precedence (3 crapmmx 6ura) u mome TOS (5
miagmux 6uros). B atom nokymente tepmun TOS Bcerna OTHOCHTCS K OTHOMMEHHOMY IOJIO (MJIafiive 5 OUTOB).

Tonpko emuuuLsl (Hanpumep, 255). Ilpum. nepes.
"Ha npunumaromeM ¢pusuaeckoM uarepdeiice. [pum. nepes.
OCyuiecTBYET €lle psijl HCKIIOYEHUH, PACCMATPHBAEMBIX B 9TOM JIOKYMEHTE.
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Ione Precedence mpemHasHAueHO s CHEIUANBbHBIX Tpuiaokernit MunucrepetBa OGoponsr? (Department of Defense). Bompocst
UCIIONB30BaHUA OTIMYHBIX OT (0 3HAUCHMII TOTO MO BBIXOAMT 3a HPEAeibl KOMIIETCHIMM HACTOSIIEro JOKyMEHTa M CTaHAapToB IP.
IIponsBoauTen HPOXYKIMH IOKHBI KOHCYIbTHpoBaThcs ¢ areHTCTBOM DCA (Defense Communication Agency) st NOXydYeHUS
peKOMeHAalKil 10 UCIONb30BaHUI0 mojs Precedence B CBOMX peanu3alusax IPOTOKOJIOB APYTHX ypoBHe#?. OnHako, pa3pabOT4HKH
JIOJDKHBI TIOHUMATh, YTO MCIOB30BaHMe Mo precedence moTpeOyeT mepenaun ero 3Ha4eHHuss MEXTy IPOTOKOJIAMH Pa3HBIX YPOBHEH, Kak
370 Aenaetcs must mons TOS.
Yposenb [P posken obecriednBarth sk TPAHCIIOPTHOTO YPOBHS croco0 ycrtaHoBkH moiisi TOS B kaxmoll mepenaBaeMoii aeiitarpamme (1o
YMOJIUaHHUIO Bce OUTHI UMEIOT HyleBble 3HaueHUs1). Pexomenayercst 1uist ypoBHs IP nepenasats 3HaueHust TOS NpuHATBIX U3 CETH MAaKETOB
Ha TPAHCHIOPTHBIN YPOBEHD.
Otobpakenus: TOS Ha kaHaJIBLHOM ypoBHe, onpenencHHble B RFC 795, He pekoMeHIyeTcst IPUMEHSTh.
O0cy:xaenue:
Xota moine TOS Mano HCHONB30BAJOCH B HPOLUIOM, IUIAHUPYETCS BO3PACTAHHME DPOJIM 3TOrO MO B Omwkaiiem OymymieM.
IIpennonaraetcs, uro TOS Oyxer ucmonb3oBaThCsA IS YINpPAaBICHUS IByMs acleKTaMH paOoThHl IITIO30B - MapIIpyTHU3aLued U
QITOPUTMAaMHU HCIIONB30BaHUA ouepeneil. B maparpage 2 paGorer [INTRO:1] paccmarpuBarorcst TpeGOBaHMSI K IIPHKIAIHBIM
nporpamMmam aist padotsl ¢ mosem TOS.

3nayeHne TOS DOMKHO Takke 0TOOpakaThesi Ha CEIEKTOPHI CepBHCA KaHAIBHOIO YpoBHs. Takoe pelieHue, HanpuMmep, MPUMEHICTCS
JUIsL opraHu3auuu 3G@(EKTHBHOrO COBMECTHOTO MCIONb30BaHUs (sharing) mociemoBaTeNbHBIX KaHAJIOB Pa3sHbIMH Kiaccamu Tpaduxa
TCP. Ognako oroOpaxenue, npemioxenHoe B RFC 795 mna cereit, koTopele Bxoawmu B coctaB Internet B 1981 romy, ceffuac siBHO
ycTapelo.

3.2.1.7 Bpemsa xkusHuu: RFC 791, naparpadc 3.2

JIy1st XOcTOB HeJOMyCTHMA IIepeiada AelTarpaMM ¢ HyJIeBBIM 3Ha4eHHEM BpeMeHH xku3HH (1roae TTL).

[ XOCTOB HEA0NMYCTUMO OTOpACchIBaHKE JeWTarpaMm JIMIIb HOTOMY, YTO OHU HNPUHSATH co 3HaueHueM monst TTL < 2.

VYposens [P gomken obecriednBaTh ISl TPAHCIOPTHOTO YPOBHS crioco0 ycranoBku nonst TTL B xaxnoit mepenaBaemoit peifrarpamme. [Ipn

UCTIONB30BaHUH (ukcupoBaHHOTO 3HadeHHs TTL Tpefyercss oOecriedunuTh BO3SMOXKHOCTh HACTPOMKH 3TOro 3HaueHHA. PekomeHmyemble

3HAYEHHUS BPEMEHH JKU3HH YKa3aHbl B JoKyMeHTe "Assigned Numbers"?,

O0cy:xaenue:
Ilone TTL oGecmeunBaeT nBe (GyHKIUM - orpaHWyYeHHe BpeMeHdu >ku3HH cermentoB TCP (RFC 793 [TCP:1], ctp. 28) u
npenoTBpalleHue nerenp B Mapupytusanuu Internet. Xotst TTL 3amaet Bpems B ceKyHIaX, 3TO M0JIE MCIOJIb3yETCS TAKXKE B KaUeCTBE
cueTyrka uHTepBaNoB (hop-count), MOCKOIBKY KaXKAbIH MapIIPYTH3aTOp JOJDKEH yMeHbIIaTh 3HaueHue mons TTL Ha 1.

Cwmpica nosst TTL cocrout B TOM, YTO IIPH YMEHBIIEHHH 3Ha4eHHs 3Toro moiist 1o 0 meftarpaMMa oTOpacklBacTCsl MapIIpyTH3aTOPOM
(HO He KOHEYHBIM XOCTOM). XOCTHI, BBINOJTHAIOMHNE (QDYHKIMH MapIIpyTH3allUH, JODKHBI CIeJoBaTh 3ToMy mpaBmiay st TTL, xax
MapIIpyTH3aTOPEL.

IIpoTokon BbIIIENEKALIETO YPOBHS MOXKET yCTaHaBIMBaTh 3HadeHue TTL npu peanu3anuu IOMCKAa B PacIIMPEeHHOH oOnactu
("expanding scope" search) s HekOTOPHIX pecypcoB Internet. Takoif Xox HCIONB3yeTCs TaKXkKe HEKOTOPBIMH CPEICTBAMH JHATHOCTUKH
M MOXXET OKa3aThCs TOJIE3HBIM B IIEJIOM pSJC CiIydacB (HampuMep, /Uil OOHAapyXKeHHUs ‘‘Onmkaiiiero” cepsBepa JaHHOTO Kiacca C
HCTIONIb30BaHUEM TpymmoBoil anpecanun IP). KOHKpEeTHBIN MPOTOKOT TPAaHCIIOPTHOTO YPOBHS MOXKET 3a1aTh cBOo rpanumy TTL mist
MaKCHMaJbHOTO BPEMEHH JKM3HU JeHTarpaMm.

[Ipu ucrnonbp3oBaHuHM (HUKCUPOBAHHOTO 3HAYCHHS BPEMEHH XKHU3HH OHO JIOJDKHO OBITh JOCTATOYHO BENUKO (IO KpaiiHel mepe, Ooiblie
“muamerpa” Internet - caMoro JUIMHHOTO W3 BO3MOKHBIX ITyTei). PasyMHO ycTaHaBIMBATh UL BPEMEHHM JKH3HHU JBOMHOHN “‘mmameTp” ¢
YUYETOM NpOAOJLKAIOLIerocs pacmupenus Internet.

3.2.1.8 Onuun: RFC 791, naparpacdc 3.2
JInist TpaHCHOPTHOTO YPOBHS HOJIZKEH O0ECIeUYMBATHCS CIOco0 3amaHusi omuuid [P, xoTopwle OyayT BKIIIOUATBCS BO BCe IeperaBaeMble
neiirarpamMmel [P (cMm. maparpad 3.4).
Bee onuuu IP (3a uckmouenuem NOP u END-OF-LIST) u3 npuHumaeMslx aAeiftarpaMM AOJKHBI IepelaBaTbCsid Ha TPaHCIIOPTHBII
ypoBeHb unu cucteme obpaborku ICMP (ecnu peiirarpamma seisiercst coodmenneM ICMP). Oba ypoBHs (TpaHCTIOPTHBIA U ypoBeHb [P)
JAOJIKHBI MHTEPIPETUPOBATh MOHATHBIE UM onuuu [P, urHopupys ocranbHble.
Hmxke B 3TOM JOKyMEHTE pacCMaTPHBAIOTCS BOMPOCHI MOANCPKKH crerubudeckux omnuuii 1P, Tpedyemoii nporokonamu ICMP, TCP u
UDP.
Oo6cy:kaenue:
Ilepenauya Bcex mpuHAThIX onuuil IP Ha TpaHCHOPTHBIA YpPOBEHb SABIISETCS HMPEAHAMEPEHHBIM “‘HApyLICHUEM JKECTKOIO JEIICHUS Ha
YPOBHH,” KOTOpOE NpeJHa3HaueHO JUIs YNpOIIEHHs BBojAa B OyaymieM HOBBIX onuuii IP, oTHOCSImMXCS K TPaHCIIOPTHOMY YPOBHIO.
Kaxmplif ypoBeHb HOKEH BEIOpATh BCEe UMEIONINE K HEMY OTHOIICHHE ONIUH JUIS BHYTPEHHEH 00pabOoTKM M HTHOPHUPOBATH OCTAJILHEIE
omun. Jlst atoro kaxaas omuus [P (kpome NOP u END-OF-LIST) yka3siBaeT cBoii pa3mep.

B sTom nokymeHTe He ompenenseTcs Mopsaok o0paboTku omumil kaxaoro 3aronoBka IP. XocTbl, Hcmonp3yrone MHOXKECTBO OMLUI
IIpY TIepesiade, TOJDKHBI TOHUMATh, YTO Pe3yJIbTaThl MOTYT 3aBHCETh OT MOpPsIKa 00pabOTKH OMIHIL.

Peanusanust

IIporpammsr IP-ypoBHSI JOIKHBI OBITH YCTOHYUBBI K COOOIICHMSIM C ONIMSAMHE, pa3Mep KOTOPBHIX BBIXOAWT 3a JOIyCTHMBIC HPEEIHI.

M3BeCTHBI MPUMEpPhI peaan3aluii, KOTOpble BXOAAT B OCCKOHEUYHBIH IMKI MPH MONTYyYSHHUH MaKETOB C IOJIEM OMIUA HEKOPPEKTHOTO

pa3mepa.

Hke nepeunciieHsl TpeOOBaHUS K OTAENBHBIM omusiM 1P:

(a) Security (6e30macHOCTB)
Hexotopsie cpexsl TpeOyloT Hanwumst OmIuM Security B KaxJIoH AedrarpaMme - Takue TpeOOBAaHMS BBIXOAAT 3a IPENeIIbl
HACTOSIIEro JOKyMeHTa U cranaaptoB IP. OtmeTnm, uto ommmu 6e3onacHocTH, onpenaenennsie B RFC 791 u RFC 1038, yrpatuim
cuny. Jlns npunoxennii DoD?* pazpaboTunkam ciemyer obpamarhes K qokymenty [IP:8].

(b) Stream Identifier (nnenTudrkaTop noToka)
Ora onuust ycrapeia — ee HeIOMYCTHMO [IepeaBaTh B TaKeTax, a Ha MPUEMHOM CTOPOHE OHA JAOJKHA HTHOPHPOBATHCSL.

2ICHIA. ITpum. nepes.

B Hacrosiee BpeMs UCTIONb30Banue nois Precedence orosopeno B psine HoBbix RFC (1812, 2460, 2474, 2873). Ilpum. nepes.
llocaenHuii BAPUAHT 3TOTO nokymenta Haxoxurcsi B RFC 1700. B HacTosiee Bpemst 9Ta nH(popManus npecraBieHa B 0a3e JaHHBIX Ha
caiftre www.iana.org. /lpum. nepes.

*Munncreperso o6oponst CUIA. ITpumn. nepes.
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(c) Source Route (MapuipyTH3amus OTIPaBUTEIEM)
XOCT HOJIZKeH TOJIP)KUBATh MAapUIPYTH3AIMIO OTIPAaBUTEIEM B HCXOMIINUX AeHTarpaMmax M JOJIKeH MOAIEpKUBATh cedsi, Kak
KOHEYHOT0 aJjpecaTa Py MapIIpyTU3aNUKN OTHPABUTEIIEM.

Ecxnu xoct nonyyaer neditarpaMmy, COACPIKAILYIO 3aBEPIICHHBINH MapipyT oT ormnpasutesi® (completed source route), 3T0 TOBOPHUT O
JOCTaBKe JeWTarpaMMbl KOHEUHOMY ajpecary. [IpuHATBHIE OoNuIuH (3amMCaHHBIA MapIupyT) AOJIKHBI IIEpPeaaBaThCsl Ha TPAHCIIOPTHBIN
ypoBeHb (i cucteMe 00paboTku cooOmenuit ICMP). 3anucanHble MapripyThl OyayT HHBEPTHPOBATHCS M HCIIOJIB30BATHCS JUIS
nepenayd OTKIWKa Ha aeiirarpammy (cM. Omnmuum IP B rmaBe 4). Korma mapmpyT Bo3BpaTa IMOCTPOCH, TpedyeTcsi KOPPEKTHO
copMHpOBaTh €ro Jake NP HCIIOIb30BAHUH 3aIFCH MapIIpyTa OT XOCTa-oTHpaBHuTeNs (CM. MyHKT (B) HInKe).

3aronoBku [P, comepxamiue Gonee omHoil ommuu Source Route, mepenaBaTh HeaONMyCTHMMO, IOCKOJBbKY MapLIpyTH3alMs B TaKHX
ciydasx OyJeT 3aBHCETh OT PealTM3alliH.

B maparpade 3.3.5 npuBeneHs! mpaBmiIa I XOCTOB, BEICTYNAIONINX B Ka4eCTBE NMPOMEXYTOUHEIX (intermediate hop) st source route
(T. e. mepechUIAIONIUX JeUTarpaMMBbI ¢ 3aIaHHOHM OTIIPABUTEIEM MapIIPYyTH3ALUCH).

O6cy:kaenue:
ITpu dpparmMeHTHpPOBAaHNY AeiTarpaMm source-route KaXkablili (parMeHT OyIeT cojepikaTh KOMHUIO 33JaHHOTO OTIIPABUTEIEM MapIIpyTa.
TTockoneky obpaborka ommuii IP (Bkirowast source route) MODKHA MPENIISCTBOBATH cOOpKe (parMeHTOB, HCXOAHAS JeHTarpaMMa He
MOXXET OBITh coOpaHa 10 TeX Iop, IOKa OHa He OyAeT JOoCTaBlieHa KOHEYHOMY ajpecary.

IIpeamonoxxum, 4To Takas AedTarpamMma mepenaercs oT xocta S Ha xocT D uepes mumosel G1, G2, ... Gn. B cnemudukanuu [P
CYILECTBYIOT HEOJHO3HAYHOCTH, TO3BOJIIOIINE 3aaBaTh U OILMI source route JedTarpamM, nepeaBaeMbIX XO0CcTOM S, BapuaHT (A)
i (B):

A) {>>G2,G3, ..Gn, D}  <--- KOppeKTHO

B) {S,>>G2, G3, ... Gn, D} <---- ommbka

(>> npexcrasnseT ykasaTenb). [Ipu ucnons3oBaHuu BapuaHTa (A) neirarpamma, npussaTtas xoctoM D, Oyner comepxarts omuu {Gl,
G2, ... Gn >>}, ¢ [P-agpecamu xoctoB S u D kak ormpaButens u nomydarens. Ecim wcnons3oBan Bapuast (B), npussaTas xoctom D
JelitarpamMma OyZeT Mmo-npeXHeMy coepaTh aapeca S u D kak oTnpaBuTens M moiydaTess, HO onuuu Oyayt umetsb Bun {S, G1, ...Gn
>>1. T. €; XOCT-OTIIPaBUTENb UCXOIHOI JleWTarpaMMBbl OKa3bIBAeTCs IIEPBEIM B MapIIpyTe BO3BpaTa.

(d) Record Route (3anuces MapipyTa)
Peanuzanus ycraHoBkH 1 00pabotku omiuu Record Route sBisieTcst Heo0sA3aTeIbHOM.

(e) Timestamp (BpeMeHHas! METKa)
Peanuzanust ycraHoBku u oOpabGoTku omum Timestamp sBisieTcss HeoOsi3aTesqbHOM. [lpn peanmzanuy 5TOH ONIMU JOJDKHBI
BBIMOJHATHCS CIIEIYIOLINE paBuia:

¢ XocT-0TIpaBUTENb JOJKEH 3allMChIBATH BPEeMEHHYI0 MeTKy B mosie Timestamp omimi, IJisi KOTOPBIX IOJie ajpeca ele He
yKa3aHO WM COJEPXKUT aJipec uHTepdeiica JaHHOTO XOocTa.

¢ TIpuHUMAOIUHA XOCT A0JIKeH (€CIH 3TO BO3MOXKHO) 100aBHUTh TeKyllee BpeMs B onuuio Timestamp nepex mepenadeil onuuu
U1 00pabOTKH HA TPAHCIIOPTHEIA ypoBeHb uin I[CMP.

¢ 3HayeHHE BPEMEHHON METKH JOJIKHO COOTBETCTBOBATH TPeOOBaHWSM, NPUBEICHHBIM B mnaparpade 3.2.2.8 mis coobuieHuit
ICMP Timestamp.

3.2.2 [lpomokon ynpaensirow,ux coobuierHut Internet - ICMP
CooOuwenus [CMP nensitest Ha 1Ba Kiacca®.
¢ [ICMP-coobuienns 06 ommoOKax:
Destination Unreachable - anpecar HenoctymneH (cM. maparpad 3.2.2.1)
Redirect - nepenanpasienue (cM. nmaparpad 3.2.2.2)
Source Quench - “3aTkHyTH poT OoTHpaBHTENIO” (CM. Maparpad 3.2.2.3)
Time Exceeded - Bpemst sxu3Hu UCTekI0 (cM. maparpad 3.2.2.4)
Parameter Problem - npo6iema c napamerpamu (cM. maparpag 3.2.2.5)
¢ 3ampocs! ICMP:
Echo - 5x0 (cMm. maparpad 3.2.2.6)
Information - nadopmanus (cm. maparpag 3.2.2.7)
Timestamp - BpemeHHast MeTka (cM. maparpad 3.2.2.8)
Address Mask - macka anpeca (cm. maparpad 3.2.2.9)
Ipu noyuennu coobiennit [ICMP Hen3BeCTHOro THIIA TaKHe COOOIICHHS KOJIKHBI 0TOPAaCchIBAaTHCS 03 yBEAOMIICHHS.
Kaxnoe coobuienue ICMP 06 omubke Bkmowaer 3aroioBok Internet u mo kpaiiHeil Mepe HepBbIe 8 OKTETOB IeHTarpaMMebl, ¢ KOTOPOM
CBs3aHa OIIMOKA. 3ar0JIOBOK U JaHHBIE AOJIKHBI B TOYHOCTH COOTBETCTBOBATH MCXOJHOM JeHTarpaMme, CBS3aHHOH C OMIMOKOI; BO3MOKHO
BKJIIOUEHHE OoJiee 8 OKTETOB.
B Ttex cimywasx, korma ypoBeHb Internet nommkeH nepemaBaTh cooOmennst ICMP Ha TpaHCIIOPTHBIH ypOBEHB, M3 MCXOJHOTO COOOIICHHUS
JOJKeH W3BIEKaThCsl HOMep mnporokosa [P, wcnome3dyemblid Uit BHIOOpAa COOTBETCTBYIOLIETO OOBEKTa TPAHCIOPTHOTO YPOBHS,
obecreunBaroniero 0opaboTKy OMHIOOK.
Coobmenust ICMP 06 onmbkax AOLKHBI IepeiaBaThCsl ¢ HOPMaIbHBIMU (T. €., 0) 3HaueHnsmu 6utoB TOS.
He nonyckaercs nepenaya coobuenuit [CMP 06 ommbkax B pesyabrate nprueMa CIeLyoluX MakeTos :
¢ coobmenne ICMP 06 ommbke
JedTarpaMMbl C TPYIIIOBEIM WM MIMPOKOBENIATEILHEIM axpecoM [P
JeldTarpaMmbl, epelaHHble KaK IIHPOKOBEIATeNbHbIe Ha KaHAILHOM YPOBHE
(parMeHT, He SBISIOIIUICS ITePBEIM
JedTarpaMmbl, ISl KOTOPBIX aipec OTHpaBHUTENsl HE ONpeAeNeH Kak OAWH XocT (HampuMep, HyjleBod anpec, loopback-ampec,
MIMPOKOBEIIATENBHBIN WM IPYIIIOBOH ajpec, aapec kiacca E).
O0cy:xaenue:
Otn mpaBmwia OyayT NMpemoTBpalaTh BOSHUKHOBEHHE ‘‘IIMPOKOBEINATENBHBIX MTOpMOB™ (broadcast storm) mpy MONYyYEeHHH XOCTOM
ICMP-coobuienns 06 ommbOke B OTBET Ha IIMPOKOBEIIATEIbHYIO IeWTarpammy. Hampumep, mmpokoBematenbHbiii cermeHT UDP,
a/IpeCOBAHHBII B HECYIIECTBYIOIIMH MOPT, MOXKET MHUIMUPOBATh JaBuHy aeirarpamm ICMP Destination Unreachable ot Bcex marmH,

L 2R 2K 2R 4

Y KaszaTenb 3a MPEeAebl TOCIEIHETO MO,

C MoMmenTa pa3zpaboTKu 3TOro AokymMeHTa yucio tunos ICMP Gbuto pacimpeno. [lpum. nepes.

YTIpuBeIeHHBIE 31IECH TPEOOBAHHUA MMEIOT NMPEBOCXOACTBO HAJ BCEMH OCTaJbHBIMU TPEOOBAHMAMM, YKA3aHHBIMH B 3TOM JOKYMEHTE IS
nepenaun coobmenuit ICMP.
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KOTOPLIE HE 06CJ‘Iy)KI/IBaIOT yKaBaHHI;IfI B aeﬁTarpaMMe TIOopT. B 60J'II>H_IOI71 CCTH Ethernet TakKasl JJaBUHa MOXCT MNPUBE3TU K OCTAHOBKE
CETHU Ha HECKOJIBKO CEKYH/] B PE3YJIbTATC BOSHUKHOBEHUA KOJUTU3UH.

Kaxnmas neiirarpamma, mepeiaBaeMasi B IMIHPOKOBEMIATEIHPHOM PEKUME B TMOIKIIOUCHHYIO CETh, JIOJDKHA COJICPKATH KOPPEKTHBIH
MIMPOKOBeNIaTeNbHbIA aapec IP mis cBomx monmydareneit (cm. maparpad 3.3.6). OmHako, HEKOTOPBIC XOCTHI HE COOJIIOMAIOT 3TO
MPABUWIIO, MOJTOMY KaXKIBI XOCT JOJDKEH IMPOBEPSATH IIMPOKOBEINATEIbHBIC aapeca KaHAIBHOI'O YPOBHS M IIMPOKOBEIIATEIHHBIC
aapeca IP.

Peanuzanus
KananbHbIil ypoBeHb J0JKCH WH(GOPMHUPOBATH YPOBEHH [P 0 MonydeHHr NIMPOKOBEIIATEIBHBIX JJIsi KAHALHOTO YPOBHS JieiTarpaMM
(cm. maparpad 2.4).

3.2.2.1 Destination Unreachable: RFC 792

Jn1s cooOmeHnit 3Toro THMa onpeaesieHsl JONOTHUTENbHBIE KOJIBL:
6 - HEeU3BECTHA CETh afpecara

7 - HeU3BECTEH XOCT-aJpecaT
8 - U30JMPOBAaHHBIN XOCT-OTHPABUTEIH
9 - cBAI3b C CETHIO afpecaTa aIMUHUCTPATHBHO 3alpelieHa
10 - cBSI3b C XOCTOM-a/IpecaToM aJMHHHUCTPATUBHO 3alperieHa
11 - ceTs HemOCTYIHA ISl 33IaHHOTO THIA 00CITY )KUBaHHS
12 - XoCT HEIOCTYICH 3aJaHHOTO TUTA OOCITYKUBaHUS
Pexomenyercest U1 XOCTOB TeHepupoBaTh coobmenus Destination Unreachable ¢ kogamu:
2 (Protocol Unreachable - mpoTOKOI HEAOCTYIEH) - YKa3aHHbIH TPAHCHIOPTHBIA MPOTOKOJ HE MOIACPKUBACTCS

3 (Port Unreachable - mopT HemocTymeH) - YyKa3aHHBIM TPaHCHOPTHRIM Tporokon (Hampumep, UDP) He MoxeT
JAEMYJIBTUILIIEKCUPOBATH ﬂeﬁTarpaMMy U HET M€XaHU3Ma Iepeaadu OTIIPABUTEIIIO YBEAOMIICHU .

IIpunsareie coobmenus Destination Unreachable moskHbI mepenaBaTbesi Ha TPAaHCIIOPTHBIN YpoBeHb. TpaHCHOPTHBIA YpOBEHBb I0JIKEH
UCIIONB30BaTh MONYYeHHYI0 HH(popMaImio nopodaomum obpasoMm (cM. mpuMmeps! B maparpadax 4.1.3.3, 4.2.3.9, 4.2.4). TpancopTHslit
MPOTOKOJ, OOecTeunBaomuil COOCTBEHHBI MEXaHH3M YBEOOMIIECHUS OTIPAaBUTENS O HEAOCTyHmHOcTH mopToB (Hampumep, TCP mpum
nepenade cerMmeHToB RST), HUKOrAa He 1o/KeH BocipuHUMath coobmeHust ICMP Port Unreachable mist Takux ke memnei.

Coo6mrenne Destination Unreachable, mpunsitoe ¢ xomom 0 (Net - cets), 1 (Host - xoct) mnu 5 (Bad Source Route - HekoppeKTHBIi
MapmpyT OT OTHPAaBHUTENS), MOXKET NPHXOAUTH OT TPAH3UTHOTO MapIIpyTH3aTOpa M AOKHO WHTEPIPETUPOBAThCA Kak HaMeK (He
JIOKa3aTeNbCTBO) HA TO, 4YTO aapecaT MokeT ObITh HexmoctymeH [IP:11]. B wactHOCTH, Takue cOOOIIEHUS He MOIYT CIIy>XHUTh
JIOKa3aTeNbCTBOM HepaboTocmocoOHOCTH MapmpyTu3aTopa (cM. maparpad 3.3.1).

3.2.2.2 Redirect: RFC 792

Xoctam He pexomeHayercsi mnepenaBath cooOmennid ICMP  Redirect, mockombKy 3TH COOOWIEHHS SBISIOTCS IPEPOraTUBON
MapIIpyTH3aTOpOB. XOCT, MNONXy4uBIIMII cooOmeHne Redirect, DOKeH COOTBETCTBEHHO CKOPPEKTHPOBATH CBOIO MapIIPYTHYIO
unpopmanmio. Kaxapiii XocT mo/pkeH ObITh rotoB K mpuemy coobuienuii Host Redirect m Network Redirect mms ux o6paborku B
COOTBETCTBUH C peKoMeHaalusamu naparpaga 3.3.1.2.

CooGurenust Redirect pexoMeHnayercst oTOpachiBaTh 0€3 YBEJOMIICHHUS, €CIIM YKa3aHHBIM B HUX HOBBIH IILTIO3 HE HAXOJMTCS B TOU )K€ CETH,
yepe3 KOTopyro ObuTo goctaBieHo coobmenue Redirect [INTRO:2, Appendix A], mmm coobmenus Redirect mpuxoasaT OT MapIipyTu3aTopa,
KOTOpBIN He yka3aH Kak first-hop (mepBblit MapiipyTu3aTop) At JaHHoro momydarens (cMm. naparpad 3.3.1).

3.2.2.3 Source Quench: RFC 792

Xoct Moker mepenaBaTh coobmieHns Source Quench B Tex ciy4asx, KOTAa OH HAXOJUTCS WM IPUONMKACTCS K COCTOSHUIO

HEOOXOJMMOCTH OTOpAaCBIBAaHMSI BXOMSINHX AefiTarpaMM B pe3ysbTaTe IEperoyHeHUs OydepoB cOOpKH WM HEXBATKU APYTHX PECYpPCOB.

Bonee mompoOHy0 HHGOPMAIHIO IO 3TOMY BONIPOCY BbI CMOXeTe HalTH B maparpade 2.2.3 padots! [INTRO:2].

IMpn momyvennn coobmenust Source Quench ypoBeHs IP gokeH cOOOmMTH O HEM TPAHCIIOPTHOMY YPOBHIO (MM CHCTEeME 0OpabOTKM

cooOmmenuii [CMP). B o6miem ciydae TpaHCTIOPTHBINA WM MPUKIIATHONH YPOBEHB JOJIZKEH 00CCIIeYNBATh MEXaHU3M PEaKIIMU Ha COOOIICHUS

Source Quench s Bcex MPOTOKOJIOB, KOTOPHIE MOTYT IepeNaBaTh IIOCIEIOBATENBHOCTh AEHTarpaMM OZHOMY ajpecaTy M CIHOCOOHBI

HOAJIePKUBATh JTOCTATOYHO HH(MOPMAIMM O COCTOSHHH, YTOOBI CHeNlaTh BO3MOXKHOM peakmuro Ha Takue cooOmenus. OOpabotka

coobmennii Source Quench nporokonamu TCP u UDP onucana B rnase 4.

Ob6cy:xaenue:
Coobmiennst Source Quench MOryT TreHEpPHPOBAThCS XOCTAMHU-TIONYYaTEeNSIMH MM HEKOTOPHIMH IUTIO3aMH 10 HYTH Iepeaadd
ngedtarpaMm. XocT, momyuuBmmil coobmenue Source Quench, MOKEH CHU3UTH ypOBeHb TpadHKa AT AAHHOTO IIOMydaTels Ha
HEKOTOpOE BpeMS U MOTOM IIOCTEIIEHHO BOCCTAHABIMBATH ero. MexaHHM3M peakiuu Ha coobmieHus Source Quench mokeT ObITH
peann30BaH Ha TPAHCIOPTHOM (JUIS MPOTOKOJIOB Ha OCHOBe coexuHeHni Trma TCP) wimm npukiagHOM (71 IPOTOKOJIOB, pabOTAOIINX
nosepx UDP) yposue. B pabote [IP:14] mpeanoxen mexaHusMm A ypoBHA [P, mo3Bonsiomuii HEMOCPEICTBEHHO pearupoBaTh Ha
coobmenus Source Quench 3a cueTr ynpaBineHHs CKOPOCTBIO epeJadn JedTarpaMM, OJHAKO 3TO MPEIOKEHHNE MOKa SBISETCS TONBKO
OKCIICPUMCHTAJIbHBIM U HE MOXKET 6]>IT]> PEKOMEHA0BAHO AJI UCIIOJIb30BaHUA.

3.2.2.4 Time Exceeded: RFC 792

IIpurnmaemsie coobmenust Time Exceeded momKHBI epeaBaThest HA TPAHCIIOPTHEIH YPOBEHb.

O0cy:xaenue:
MapmpyTuszaropsl nepenarot coodmenne Time Exceeded ¢ xomom 0 (In Transit — B mporecce nepeaadn) mpu MoaydeHUH AedTarpaMm
¢ HyneBbIM 3HadeHHeM TTL (Bpems xu3HH). Takas cHTyalus MOXXET TOBOPHTh O HAIMYUM IETENb B MApHIPyTU3ALUH WIH CIMUIIKOM
masoM 3HaueHuu TTL npu renepauuu nerrarpaMmel.

Xoct moxet monydatrk coobmenuss Time Exceeded ¢ xomom 1 (Reassembly Timeout - TaiimM-ayT mpu cOOpKe) OT XOcTa-aapecara,
KOTOPBII HE CMOT B 33/IaHHOE BPEMS TOIy4YHTh Bee ()parMeHThl U cobpath meiTarpammy . B Oymyiem Takue COOOMIEHUS MOTYT CTaTh
4acThi0 HekoTophix mporeayp MTU discovery, MCIONB3yeMBbIX ISl OTpPEAETIeHHs MaKCHMaJIbHOTO pa3Mepa JedTarpaMM, KOTOpBIE
MOJKHO TiepeaTh 0e3 pparMeHTaIim.

3.2.2.5 Parameter Problem: RFC 792

JI7is XOCTOB peKOMEH/IyeTcsl TeHepHupoBaTh coobmieHus Parameter Problem. ITpuaumaembie cooOrienust Parameter Problem moJizKHBI
nepe/iaBaThCs HA TPAHCIIOPTHBIA YPOBEHB U, KPOME TOT0, HHPOPMAIIHS O TAKUX COOOIICHUSIX MOKET TIepeIaBaThCs OIB30BATEIIIO.
O6cy:xaenue:

“Takue medTarpaMMbl OTOPachIBaIOTCs - cM. maparpad 3.3.2
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Coobmenust ICMP Parameter Problem mepenaroTcst XOCTy-OTIIPAaBHTEINIO NpU OOHApYKEHUH JIOOBIX MpOOIeM, Ui KOTOPBIX HET
crienuanTu3upoBanubix coobmienuit ICMP. TosBrnenne coobmienuit Parameter Problem 0GBIYHO CITY)KHT CHTHAJIOM O HAJMYHH ONIMOOK
B paboTe IMPOTOKOJIOB Ha JIOKAJIIBHOM WM YIAJICHHOM XOCTE.

Hmxe ompernensieTcss HOBOe 3HaUCHHE KoJa Ul coobuienuit Parameter Problem:

1 = oTCyTCTBYET O0s3aTENbHBIN MapaMeTp.
OO0cy:xaenue:
OTOT KOJ YK€ UCTIONb3YETCsI B BOSHHBIX NPUIIOKEHUSX TPH OTCYTCTBUH OMIMHA 6€30MacHOCTH.

3.2.2.6 Echo Request/Reply: RFC 792
Kaxnpiii xoct mosken noanepxusath ¢yHkunu cepsepa ICMP Echo, obecnieunBatomye npuem 3anpocoB Echo Request u mepemauy B
oTBeT Ha HUX cooOmenuii Echo Reply. Pekomenayercst Taioke peain3oBath nHTEp(dEHC NPUKIAAHOTO YPOBHS IS Mepeaadyd COOOIeHHUH
Echo Request n moiyuenns otxnukoB Echo Reply ¢ qmarHoctHuecknmMu LessiMu.
Coobmenuss ICMP Echo Request, momydeHHBle C TpPYNNOBHIM WM IMIMPOKOBEIIATEIBEHBIM anpecoM I[P, mo:xHO oTOpackiBaTh 0e3
YBEIOMIICHUS.
Oocy:xaenue:
371ech NPUBOAATCS OCCIPHCTPACTHBIE PE3YJIbTAThI 1e0aTOB MEKILY TEMH, KTO CYUTAET, YTO OTKIMKU Ha HIMPOKOBELIATENbHbIC 3alPOCHI
ICMP Echo oGecnieunBaioT 3 peKTHBHBIE BOSMOKHOCTH JUIsl TUATHOCTUKH, U TEMHU, KTO YTBEPXKIAET, YTO C MOMOIIBIO TAKUX OTKIUKOB
OYCHB JIETKO CO3/IaTh IIaKeTHbIC OypH.

IP-aapec ornpasutens B otkinkax ICMP Echo Reply momkeH coBmaiaTh ¢ yka3aHHBIM aapecoM Moiydartens (CM. ONpeesieHHe B
3.2.1.3) m3 cootBercTBytomero coodomenuss ICMP Echo Request.

[Jannsre, nomygaemsle B 3anpoce ICMP Echo Request, JOMKHBI ITOJHOCTHIO BKIIOYATHCS B pe3ynbTupylommii otkiuk Echo Reply.
Opnnako, ecnu niepeada Echo Reply Tpebyer npennamepenHolt pparmMeHTanuy, KOTopas He peaii3oBaHa, JAeftarpaMMa A0JKHA ObITh
ycedeHa a0 pasmepa MTU (cm. maparpad 3.3.3).

Coobmenust Echo Reply momkHbI mepenaBaTbesi Ha mosib3oBaTeibekuil uuTepdeiic ICMP, ecin cootBerctBytonmii 3ampoc Echo
Request He HanpaBieHn Ha ypoBeHs IP.

Ecimu B 3ammpoce ICMP Echo Request npucytctyet omms Record Route n/unmm TimeStamp, 3Ta ommusi(u) A01KHA ObITE OOHOBJICHA C
BKJIIOYEHHEM B MapLIPyT TEKYLIErO XOCTa W BCTaBieHa B 3aronoBok IP otkimka Echo Reply 6e3 “ycexnoBenms.” Takum oOpazom,
COXpaHSIeTCsI 3alMCAHHBIN MapIIPYT ISl 3AMKHYTOT'O KOJIBIIA.

Ecnu B 3anpoce ICMP Echo Request npucyrcrByer onmmst Source Route, MapiipyT Bo3Bpara A0JKeH ObITh HHBEPTHPOBAH W BCTABIICH
B nosie Source Route coobmenust Echo Reply.

3.2.2.7 Information Request/Reply: RFC 792

Jl1st XOCTOB peKOMeHyeTcsl He Pean30BaTh 3TH COOOLICHHS.

Oocy:kaenue:

[Tapa coobuiennii Information Request/Reply Obuia mpenaHazHadeHa Uil MOJJIEPKKM CAMOHACTPAUBAEMBIX CHUCTEM THNA OE3AMCKOBBIX
CTaHIM, YTOOBI TO3BOJIUTE MM Todydarh [P-agpeca B mpomecce 3arpysku. Onxuako mpotokonsl RARP u BOOTP obGecneunBaror Gosnee
a¢dexTHBHBIE MEXaHU3MBI TOJTy4eHHs XocTaMu [P-angpecos.

3.2.2.8 Timestamp/Timestamp Reply: RFC 792

Xoct MoxeT noanepxkuBath coobuienus Timestamp u Timestamp Reply. Ecnu Takas mopnepkka peann3oBaHa, JOMKHO BBIITOTHSATHCS

CclieyIoniee MpaBHIIo.

¢ Oynkius cepsepa ICMP Timestamp Bo3Bpamaer coobuienue Timestamp Reply B oTBeT Ha kakmoe mpunsartoe coobmenue Timestamp.
Ecimn sta ¢dyHKImMs peann3oBaHa, OHa JOJKHA OOECIICUMBATH MHHHMANBHBIC BapHalldM 3alepKKH (T. €. QyHKIHs JODKHA OBITH
BKJIIOUEHA B PO, YTOOBI N30€KaTh BapUALUH 3a1€PKKH, CBA3aHHBIX C I0JIb30BATEIbCKIMH TPOIECCAMH).

B nepeunciieHHbIX HIKE Citydasx o0paboTka Timestamp 1o/kHA COOTBeTCTBOBAThH MpaBuiaM aiasi ICMP Echo:

¢ Coobuienus Timestamp Request ¢ TpynmoBEIMU U IIHMPOKOBEIIATEIbHBIME agpecaMu [P Mo:kHO oTOpackiBaTh 0€3 yBEIOMIICHHUS.

¢ [P-angpec ornpasutens B coodmennn Timestamp Reply mosken coBmanaTth ¢ agpecoM MoiydaTessl, yKa3aHHBIM B COOTBETCTBYIOLIEM
3anpoce Timestamp.

¢ Ilpu momyuennn ommum Source-route B 3ampoce Timestamp, MyTb BO3BpaTa J0JIKeH HHBEPTHPOBATHCS IPH CO3JAHMHU OIIUH Source
Route mms otkmuka Timestamp Reply.

¢ [lpu Hammumu ommmu Record Route w/wmu Timestamp B 3ampoce Timestamp Request, 3Tu omiuu pekoMeHayeTcsi OOHOBJISATH C
BKJIIOYEHHEM TEKYIIEro XOCTa 1 HoMeIlaTh OOHOBICHHOE 3HaYeHUE B noJie 3aronoBka [P ms coobmenus Timestamp Reply.

¢ Bxomsmme coobmenust Timestamp Reply nomkHbI epenaBatbest monb3oBaTeabckomy uarepdeiicy ICMP.
IIpeamoururensHOl (GopMoll BpeMEHHBIX MeTOK (''cTaHmapTHOe 3HaueHHe'") SBISETCS YHCIO MHUIMCEKYHA C MOJYHOYH II0
Crannaptaomy Bpemenu (Universal Time). OmHako BpeMEHHBIE METKH C TaKHM pa3pelIeHHEM MOTYT OBITh CIHUIIKOM CIIOXHBI B
peanuzauuy. Hampumep, BoO MHOTMX CHCTEMax HCIOJIB3YIOTCS Yachl, CHHXPOHU3UpyeMble OT anekrpocetd (50 wmm 60 [m) -
CIIeIOBATENIBHO, TAKAE CHCTEMbI HE MOTyT o0ecnednTh TpedyeMoro pasperieHus. [1o9TomMy pomyckaercs OTKIOHEHHE OT CTaHAAPTHOTO
3HAYEHUS:
(a) "CrannmaptHoe 3HaucHHE" JOJKHO OOHOBIIATHCS He MeHee 15 pa3 B cekyHay (T. €. HE MeHee 6 MJIaIIIuX OWUTOB JTOJKHBI OBITh

HEONpEAEICHHBIMH).

(b) TounocTs "cTaHAAPTHOTO 3HAYCHHUS" TOJDKHA NMPUOIIKATHCS K ToHOCTH Taitmepa CPU.

3.2.2.9 Address Mask Request/Reply: RFC 950

XOCT 0JIKeH IOJIePKUBATH TIEPBBII M MOKET Pean30BaTh BCE TPU M3 NEPEUHCICHHBIX HIDKE METOJOB ONPENCNICHUS aJpeCHBIX MACoK,

cootBeTcTBYIOHMX [P-anpecam sToro xocra:

(1) crarmyeckne KOH(UTypaIIOHHBIE TAPAMETPEI,

(2) mmHaMMUecKoe ompenesieHue MacoK B Iporecce MHUnuamu3anun cucteMsl (cM. [INTRO:1]);

(3) mepenaua coobmenmit ICMP Address Mask Request u mpuem otxnmukos ICMP Address Mask Reply.

Jst kaxkoro xocra Tpedyercst 00ecednTs BEIOOP HCIIOIb3YEMOI0 METOAaA.

[Ipu ncnons3oBannu Metona (3) MoxxkHo nmpuMeHsTh Address Mask 1 TOTKHBI BBITOMHATHCS CIEAYIONINE YCIOBUS:

(a) IIpn mHUNMATH3aIUH XOCT A0JIKeH IepeaTh ¢ IMMPOKOBEINaTeIbHEIM anpecoM coodmenne Address Mask Request B monkmodeHHy 0
cetb. Ecniu otBeT Address Mask Reply He nmpuxonut He3aMeIHTENEHO, AOMKHO HCTIOJIB30BATHCS MHHUMAIBHOE YHCIIO TIOBTOPOB.

(b) Mo monmyuennst otknuka Address Mask Reply xocTy pexomeHnayeTes npeamnonarats, 9T0 Macka COOTBETCTBYET KJIAcCy alpeca JaHHOTO
xocTa (T. €. MOJKIIOYCHHAs CETh HE MOJICJICHA Ha MOJICETH).

(c) IlepBoe mpunsitoe coodmenne Address Mask Reply moskHO HCIONB30BaThCS AL YCTAaHOBKH aIpeCHON MAacKd, COOTBETCTBYIOIICH
YacTHOMY JIOKaJbHOMY azapecy IP. DTo BepHO amaxe B Tex ciydasx, korga nepBoe coobmienne Address Mask Reply e Obuto
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3anponreHo (unsolicited) - B Takux ciydasx oHO OyAeT IIMPOKOBEHIATSIHFHBIM M MOXET IPHHTH MOCIE TOro, Kak XOCT IepecTal
nepenaBats moBTopHbIe 3anpockl Address Mask Request. [Tocne Toro, kak Macka Obuta ycTaHOBIIEHa ¢ ucrmonb3oBanneM Address Mask
Reply, nocnenyromme coobmenust Address Mask Reply mosknbI HTHOpHpOBaThCS.

Ecnu coobmenns Address Mask 3ampemiensr, 3ampocsl ICMP Address Mask Request He OynyT mepemaBaThCsi U Bce NPUHSTHIE OTKINKH

ICMP Address Mask Reply mst nokansHoro IP-agpeca J01KHBI HTHOPHPOBATHCS.

J171 XOCTOB peKOMeHAyeTcsl BBIIOIHATE HEKOTOPBIE Pa3yMHBIE IPOBEPKU yCTAHABIMBAEMBIX alpEeCHBIX Macok (cM. “Peanmzanmsa’ Huke).

Henonycruma nepenava cucremoii oTkiankoB Address Mask Reply, ecnu ota cucremMa He SBJISETCS YHOJHOMOYCHHBIM areHTOM IS

aJIPeCHBIX MACOK. YIIOJHOMOYEHHBIH areHT MOXKeT ObITh XOCTOM MM LIUII030M, HO OH JOJIKEeH ObITh SBHO HACTPOGH KaK areHT Ui

anpecHbIx Macok. [lomydenme anpecHbIx Macok ¢ momomipio Address Mask Reply He maeT momywaremro TakuxX MpaB U He MOMKET

MCIIOJIB30BAThCS KaK OCHOBaHHUe /Ut nepeaaun otkinkoB Address Mask Reply.

Ilpu craTM4YecKH 3aJaHHBIX aJpPECHBIX MackaX PeKOMEHAYeTCsl HCIONIb30BaTh JIOMOJHUTENbHBI KOH(QHUIypauloHHbIA  (uar,

OIIPE/ICIISIIOIIMIA I XOCTa BO3MOYKHOCTh BBICTYIIaTh B Ka4eCTBE YIIOJTHOMOYEHHOI'O areHTa JJIs MacoK (MOXKET JIM 3TOT XOCT OTBeYaTh Ha

3amnpocsl Address Mask Request ¢ ucronp3oBaHreM MackH).

HacTpoeHHBIN Kak areHT XOCT MO KeH IiepelaTh B IIMPOKOBEIIATEIbHOM pexxume coobmenne Address Mask Reply mns macku

HHULHAIU3UPYEMOro HHTepdeiica.

JlononHuTeNbHEIE CBeAEeHHsT 00 Ucmons3oBaHuN coobmmennii Address Mask Request/Reply npuBenens! B maparpade System Initialization

pa6otsl [INTRO:1].

Oo6cy:xaenue
Xocrtsl, nepepatomye coodmmenns Address Mask Reply, wacto MmoryT moposxznaTh cepbe3Hbie IpooiaeMsl. sl IpeOTBpaLCHUsT STOTO
orkmukn Address Mask Reply momkHBI nepemaBaTbesi TONBKO YHOJHOMOYEHHBIMH areHTaMH, SBHO YKa3aHHBIMHU aJIMHHHCTPAaTOPOM
CeTH.

Korza ynonHoMoueHHbIi areHT nonydaeT coobuienne Address Mask Request, on Oyzer nepenaBats otkiank Address Mask Reply mo
IP-aapecy otmpaButens 3ampoca. Eciau cereBast yacTh 3TOro ajzpeca mMMeeT HyseBoe 3HadeHue (cm. (a) u (b) B maparpade 3.2.1.3),
OTKJIMK TePeAaeTCsi B IMPOKOBEIIATEIIEHOM PEKUME.

He nonmyunB oTkinka Ha coobmenus Address Mask Request, xocT Oyzmer mpeamonarath OTCYTCTBHE arcHTOB WIIH IOJACETEH, HO
HPUYNHOHW OTCYTCTBHS OTKJIMKAa MOXKET OBITh BPEMEHHAsh HEIOCTYIHOCTb areHTa. AreHT OyzeT nepeiaBaTh B IIHPOKOBEIIATEILHOM
pexume HeszampomieHHbIe coobmieHust Address Mask Reply mpu cBoell mHMIManu3anuy Uis OOHOBIICHHMS MAacOK Ha BCEX XOCTax,
KOTOPBIC OBLTH UHUIIHAJIU3UPOBAHBI B IEPHUO HEAOCTYITHOCTHU are¢HTa.

Peannsanus
IIpemmaraercst BBINOIHATH CJISIYIONIYIO IIPOBEPKY aApPECHOH MAacKH - B MacKe JOJDKHBI COAEPXKaThes HE TONBKO equHHunsl (1) u
cTapmme § OUTOB TODKHBI OBITH YCTAHOBJICHHI B | MJIM BCS Macka JOJDKHA OBITH HYJIEBOIL.

3.2.3 lMpomokosn IGMP (Internet Group Management Protocol)

IIporoxon IGMP [IP:4] ucnone3yeTcs XocTaMH M MapHIpyTH3aTOpaMH ONHOHM CETH ISl OPTaHU3allK W MOANEPKKH WICHCTBA XOCTOB B
multicast-rpynmax. 110361 HCIOMB3YIOT 3TOT MPOTOKOJI BMECTE C MPOTOKOJIOM TIPYIIIOBON MapUIpyTH3alMU Ul MOJICPKKH Tpaduka [P
multicast gepe3 Internet.

B Hacrosimee Bpems peanusauus IGMP sBisiercs Heodsi3aTensHoii (cMm. maparpad 3.3.7). Be3 ucnons3oBanus IGMP xoctsl mMoryT
y4acTBOBaTh B multicast-rpynnax HOAKIIOYEHHON CETH.

3.3 YacTHble Bonpochkl
3.3.1 Mapwpymu3ayusi ucxodsiujux detimazpamm

Yposens [P BoiOupaer cremyronmii MapmpytusaTop (next hop) ans kaxnoi nepenaBaemoit aeiitarpamMmel. Eciu mosyyaTens HaXOIUTCS B
HNOJKJIIOYEHHOW CceTH, JeHrarpaMma IepefaeTcss Ha O3TOT XOCT HaNpsMyl0; B OCTaIbHBIX CIydasX JAedTarpaMma HaIpaBiseTcs
MapILIpyTH3aTOPy MOJKIIOUECHHON CETH.

3.3.1.1 Bbi6op Local/Remote

Jlns onpeneneHys NpUHAIEKHOCTH XOCTa K IMOJKIIOYEHHON CeTH AO0JKeH HCIIONIb30BaThes cieayromuil anroputM [cum. I1P:3]:

(a) AnpecHast Macka (IPUMEHHTENIFHO K JIOKaTbHOMY [P-ampecy uiss MHOTOZOMHOTO XOCTa) HpelcTaBisieT co0oi 32-0uToBOC 3HAYEHHE,
MO3BOJIAIONIEe BHIOPATh MOJISI HOMEPOB CETH U MOACETH B aapecax IP.

(b) Eciu 6uth1 IP-aipeca monyyarelisl, M3BICYEHHBIE C TIOMOIIBIO MAaCKU?’, COBIAAAIOT ¢ Guramu [P-agpeca OTHPaBUTENS, TIONYYEHHBIMHA C
TaKOH e MacKoH, 3TO TOBOPHUT O NPHHAIJIECKHOCTH XOCTa K MOJIKIIOUEHHON ceTu M JeHTarpaMma IepelaeTcs HalpsMyK XOCTY-
MOy YaTetio.

(c) Ecnu ycnosue (b) He BBINONHSAETCS, AL JOCTABKY JeHTarpaMMBI JIOJDKEH HCIIONB30BAThCS IITIO3, ONpPEACNIIeMbIH B COOTBETCTBHHU C
TpeboBaHmAMHU maparpada 3.3.1.2.

JIJ11 HEKOTOPBIX CHELUAIBHBIX CIy4aeB UCIOJIb3YETCsl HHOW arOPUTM:

¢ I TPYNNOBBIX M INMPOKOBEINATEIBbHBIX aJPECOB OrPAHHUUYEHHOTrO NEHCTBHSA JeWTarpaMMBbl NIPOCTO TEPENAIOTCS Ha KaHAJIbHBIN
YPOBEHB 4epe3 COOTBETCTBYIOIINI HHTEPdEHiC.

¢ Jlnd MHUpOKOBEIAaTeNbHBIX AeHTarpamM, aJpecoBaHHBIX BCEH CETH WM ITOJCETH, MOTYT HCIIONB30BATHCS CTAHAAPTHBIC aITOPUTMBI
MapIIpyTHU3AIHH.

[P-ypoBeHb XOCTa [10JIsKeH KOPPEKTHO paboTaTh B MUHMMAIBHOW CeTeBOU cpene (B YaCTHOCTH, IPU OTCYTCTBHH MapuIpyTu3atopos). Ecmu

IP-ypoBeHb X0CTa YHOPHO HIIET XOTS OBl OAMH IITI03 P WHUIHAIN3AINH, TAKOX XOCT HE CMOXKET pab0TaTh B H30JIMPOBAHHON CETH.

3.3.1.2 Bbi6op wnto3a

Jns 5dpdexTHBHONH MapIIpyTH3aLMH TPYMIBI ACHTarpaMM OJHOMY IOJIy4aTeTI0 XOCT-OTIIPABHUTENb AOJKEH COXPAHATH KAII MapLIPyTOB.

XOCT HUCIONB3YeT ONUCAHHBIA HIDKE AITOPUTM Ui MaplIpyTH3allUM AedTarpaMM C HCHONb30BaHMEM Ki3IIa (AITOPUTM HNpeAHa3HauYeH

MpeXke BCEro AN MepeHoca OCHOBHOTO OpeMEeHH MapHIpyTH3aluy Ha nutio3sl) [IP:11].

¢ Ecim k11 MapimpyToB He CONEPIKUT MH(OPMAIMU IJIsI HHTEPECYIONIero aapeca, XOCT BHIOMpaeT HMPHHATHIM 10 YMOTYaHUIO IIUTIO3 U
nepenaer AefirarpaMMmy 3ToMy MapIpyTu3atopy. CoOTBETCTBYIOIIAs 3aIHCh BHOCUTCS B KOIII MapIIPyTOB.

¢ Ecinm nuno3d He sABisfercs JIydlIMM IyTeM K aapecaTry, OH JO/DKeH OyzneT nepecnaTh AedTarpamMMmy Haubosiee HOAXOASAILEMY
MapLIpyTH3aTOPy U BEPHYTh XOCTy-oTHpaButeiio coobuenne ICMP Redirect.

¢ TlomyunB coobuieHne Redirect, XocT OOHOBISET IUIF03 B COOTBETCTBYIOIIEH 3alMCH K3IA UL TOrO, YTOOBI MOCIHEIyOIINe
JiefiTarpaMMbl TOCTaBJISUTUCH 110 Gosiee 3G GeKTHBHOMY My TH.

Onepauus AND. Ilpum. nepes.
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ITockonbky Macka ceTH Uil ajpeca IoJdydaressi B OoOmIeM cilydae Hem3BecTHa, cooOmenust Network Redirect JO/KHBI TpaKTOBaThCS
aHanornyHo coobmenusm Host Redirect, T.e. 3amuce B kdme Ui Xocra-mojiydarens (M TOJBKO JUIsl HEro) OyAeT OOHOBIATHCS (WJIM
CO3J1aBaThCS, €CIIN paHee ee He OBbUIO) C Y4eTOM HOBOTO IUTIO3a.
Oocy:kaenue:
Ota peKkoMeHAaIys MpeAHa3HadeHa Ui 3allUTHl OT IILTIO30B, Iepenaronmx coobmenus Network Redirect B ceTh ¢ mozacersamu, B
HapymeHue TpeboBaHui k MapmpyTtuzatopam [INTRO:2].

IIpu orcyTcTBMM B K3IE 3amucu IJIs ajgpeca HoiydaTens (eciad aipecaT HE HAXOOWTCS B IMOJKIIOYEHHOHW ceTH) ypoBeHb [P moskeH
BEIOpaTh MapuIpYTH3aTOp M3 CBOETO CIHCKAa MPHHATHIX MO yMomrdaHuio nuro3oB (default gateway). Yposens IP mosken monnepxuBath
MHOKECTBO HCIHOJIb3YEMbIX T10 YMOIYAHHUIO IILTIO30B.
B kadecTBe NOMOTHHUTENHHOH BO3MOXKHOCTH YpoBeHb [P Xocra Mo:KeT peann3oBaTh TaONMIly CTaTHYECKMX MapIIpyToB (static route).
Kaxaplii craTHuecKknii MapumpyT MOKET BKIIOYATh (Jiar, ONpeNelTIoNMi BO3MOXKHOCTh NEPENUCHIBAHUS 9TOTO0 MapLIpyTa C IIOMOIIBIO
ICMP Redirect.
Oocy:kaenue:
Jlns Hagana paboThl XOCTy TpeOyeTcs 3HaTh MO KpaiHeil Mepe OJMH MCIONB3YeMBbIil 10 YMOTYaHHIO LITI03. DTy HHPOPMAIUIO MOXKHO
MOJTyYHTh 13 KOH(HUTrypanuonnoro daiiina mmm 3arpysounoro cuenapus (Hanpumep, BOOTP - [INTRO:1]).

IIpenmonaraercst, 4TO XOCT MOXKET PACIIMPATH CIIUCOK HCIOIb3YEMBIX M0 YMOIYAaHHIO LIII030B, 100ABMsAsS B HETO MapIIpyTU3aTOPhI MO
Mepe ux oOHapyxeHus. HanmpuMep, XOCT MOXKET 3alHCHIBATh KKABIN IITI03, HA KOTOPBIH MepechlIaeT IMakeThl. Takoe perieHne MoXeT
0Ka3aTbCsl 0UeHb IP(PEKTUBHBIM [UIsI HEKOTOPBIX CIydYaeB, HO B MHBIX CHTyalUsx (HE BCE MapIIPyTH3aTOPHI OAWHAKOBBI) OHO MOXET
TIOPO>KAATH MPOOJIEMEI H, TOATOMY, HE PEKOMEHIYETCSL.

Crathdeckuil MapupyT NpeACTaBIseT co00i 0ToOpaXkeHHe XOCTa WM CEeTH Ha TOT WIJIM MHOW clemyroumii Mapmpytusarop (next-hop
gateway); MapIIpyT MOXKET TakyKe 3aBHCETh OT THmna oocmyxuBanus (ToS), paccmarpuBaemoro B cieayromem naparpage. Crarndeckne
MapuIpyThl YCTAHABIWBAIOTCSl aJMUHHCTPATOPOM CETH B3aMEH HOPMAJbHBIX MEXaHM3MOB aBTOMaTHYECKOW MapIIpYTH3alMHd U UL
00CTyKHMBaHHsl HCKIIOUHTENbHBIX CHTyanuil. OfHAKO, clemyeT MOMHHUTh, YTO CTATHYECKHE MApIIPYTHl SBISIOTCS MOTEHIHAIbHBIM
HCTOYHMKOM OIIMOOK IIPH N3MEHEHUH KOH(QHUTYPALMU M HOBPEXKACHUAX 000pyI0BaHMSI.

3.3.1.3 Kaw mapupyToB

Kaskzias 3amuch B K3IIe MapuipyToB A0DKHA COACPIKATh CIIEIYIONINE MOJS:

(1) noxaneusrit IP-axpec (11 MHOTOOMHBIX XOCTOB)

(2) IP-ampec nmomydaTens

(3) tun(sr) obciyxuBanus ToS

(4) IP-agpec cremyromero MapmpyTu3aTopa

Ilone (2) MoxkeT cozepxaTh MOJHBIA ajapec MojydarTesds WIHM TOJIBKO ajapec ceTd, B KoTopyko ToT BxoauT. Ilome TOS (3) momxHo

IIPUCYTCTBOBATD B 3aIHCH.

[pouenypsl paboOTHI € K3LIEM MapIIpyTOB ONMcaHbl B naparpage 3.3.4.2.

OO0cy:xaenue:
Brirouenne monst Type-of-Service B K3mI MapmpyToB M €ro pacCMOTpPEHHE B alrOpUTME MapuipyTusaiuu Oyner obecreduBaTh
MEXaHHU3M ISl IPUMEHEHUs! B OyAylieM MapIIpyTHU3aluy 1Mo THIy o0ciyxuBaHus B ceTu Internet (cMm. maparpad 3.2.1.6).

Kaxmas 3ammchk B Komme ompenensieT KOHEUHYIO TOYKy IyTH depe3 Internet. XoTs MapmpyT MexXmy IOByMsS TOYKAMH MOXKET
JTUHAMHYECKH M3MEHSATHCS, XapaKTePUCTUKH MyTH MEpeaaydl OCTAIOTCA MOYTH HEU3MEHHBIMU B T€UEHHE MPOAOIKUTENFHOIO BPEMEHU
JUISL K&XKJJ0TO TPAHCIIOPTHOTO COSAMHEHUS MEXKTy Mapoi XOCTOB.

CrreioBaTeNbHO, 3aIMCh B KOIIE MapHIPYTOB SIBIIETCSI €CTECTBEHHBIM MECTOM IS XpaHeHHS HH(GOPMAIMU O CBOMCTBAaX ITyTH.
IIpumepomM Takoro cBoicTBa MOXKET CIYKHTh MaKCHMAJIbHBIA pa3mep HedparmMeHTHpyeMoil neirarpammsl (cM. maparpad 3.3.3) wmu
CpenHsis 3a/iepyKKa Ha KPYrOBOM ITyTH, M3MEPEHHAask TPAHCIIOPTHBIM IPOTOKOJIOM.

OTH JNaHHbIC B OOIEM cliydae COOHMpArOTCA W HCIOJB3YIOTCS MPOTOKOJAMH BBINICISKAIUX YypoBHeW (Hampumep, TCP) wmu
MPHIOKEHISIMH, HCToNb3yomuMu mpotokon UDP. B HacTosimiee Bpemsl BeAyTCs DKCIIEPUMEHTHI IO KAIIMPOBAHWIO CBOKMCTB MyTel
OINMUCAHHBIM 3]IECh CTIOCOOOM.

CyIecTBYIOT pa3HOTJIacHs MO BONIPOCY MCIOJIB30BAHMS KIIFOUEH IS K3IIa - TOJIBKO aJpec MoydaTess Ui oba aapeca (MoaydaTens U
ornpasuTenst). CTOpOHHUKH HCTIOJIB30BAHUS TOJIBKO aJJpECOB MOTydaTeNeil MPUBOAST CIEeIYIONHEe apTyMeHTHI:

(1) B coorBerctBuu ¢ TpeboBanmsimu maparpada 3.3.1.2 coobmenust Redirect OymyT mopokaaTh 3amuCH, KIOYaMH K KOTOPBIM
SIBIIOTCS afipeca Moydateneil; npocteiimas 1 Hanboaee oOmas cxema Beeraa OyeT UCIoNb30BaTh aipeca XOCTOB.

(2) Yposens IP He Bcerna MOXeT 3HaTh aAPECHYIO MacKy AJIsl CETH IOydaTelis B CIOKHOMN Cpesie C MOJCETAMH.

(3) Ucnonp3oBaHue TONBKO aApPECOB XOCTOB-IONydYaTeNel IO3BOJIMT NPUMEHSATh MONHBIE 32-OMTOBBIE ajapeca, obecrednBast
BOCHPHUMMYHUBOCTh K M3MEHEHHIO apXUTEKTyphI Internet.

CTOpOHHMKH HCIONB30BaHMS B KAUECTBE KIIOUEH aJpecoB OTIIpaBUTENEH U MomydaTenel Takxke MPUBOAIT CBOU apryMEHTHI:

(1) sKOHOMUS TAMSTH.

(2) ynpoleHue CTpyKTyphl JaHHBIX, IPOCTOTa OOBEIUHEHHUS ¢ TAOIMIAMHU NPUHATHIX 10 YMOJIYAHUIO U CTATUYECKUX MapLIPyTOB (CM.
HUXE).

(3) ObGecnieunBaercs OOJIBbILE MOJIE3HOTO MECTa IS XPAHEHUS] HHPOPMALIMK O CBOMCTBAX ITyTH, KaK OBLIO YIIOMSHYTO BBILIE.

Peanuzanus
Ko mommkeH OBITH AOCTATOYHO BEIMK M O0ECIIEUMBATH BO3MOXKHOCTH BKIIFOUEHMS 3alHCEH i1 MAaKCHMAaIbHOTO YHCIa XOCTOB-
HoTy4aTeneil, KOTOpoe MOXKET HCHOIb30BaThCs B KaXKIblii MOMEHT BPEMEHH.

MapiupyTHast 3aIMCh B K3IIE MOXKET TAKKe BKIIOYATh YHPABIAIONIYI0 HH()OPMAILIHIO, HCIIOIb3YyEMYIO I BBIOOpA 3aMEHSAEMO#l 3aITiCH.
310 MOXET OBITh peann3oBaHO, Hampumep, B (opme Oura recently used (HemaBHO HCIIONB30BaHA) WIM BPEMEHHON METKH IS
MOCJIeAHET0 o0palieHus. B 1essix IHarHoCTUKH PEKOMEHIYETCSl COXPAHATh BPEMsI IIOCIICTHEr0 N3MCHEHHUS 3aIHCH.

IIpn peanmzammu MOXeT BO3HHKHYTH JKEJIAHHE CHU3HTH M3JEPKKH Ha CKaHHPOBAaHME KAIa MapIIpyTOB IS KaXIOH IepemaBacMoi
JedTarpaMMbl. OTO MOXKHO pEaM30BaTh C MOMOIIBIO XAUI-TAONHIBI ISl YCKOPEHHs IMPOCMOTpa WM MyTeM IPeAOCTaBICHUS
OPHCHTHPOBAHHBIMU Ha COCJHHEHUS! IPOTOKOJIAMH TPAaHCIOPTHOTO YPOBHS “‘COBETOB” WMJIM BPEMEHHBIX yKa3aTelled Ha MOAXOMAIIYIO
3aMuch B K31Ie ypoBHIO [P ¢ kaxnol mocnenoBaTenbHON AedTarpaMMoi.

XOTs MBI pacCMaTPUBAJIN 3[€Ch KA MApIIPYTOB M CIHHMCOK HCIOIb3yEMBIX 110 YMOTYaHHIO LIII030B NO-OTACIBHOCTH, Ha IPAKTHKE UX
4acTo OOBEANHSIOT B OJIHY CTPYKTYPY JaHHBIX - routing table (Tabnunia MapiupyTH3amun).

3.3.1.4 ObHapyxeHue “mepTBbIX” LWMO30B
Vpoens IP poikeH obecriednBaTh BO3MOKHOCTh OOHAPYKEHUSI HEPAaOOTAIOIIMX MapIIpyTH3aTOPOB Ha CIEAylomeM nHTepsane (next-hop
gateway), BKJIFOUEHHBIX B K3LI MapLIPYTOB, M BHIOOpA APYTMX MapLIPyTOB B3aMeH MOBPEXIeHHBIX (cM. maparpad 3.3.1.5).
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IIponecc obHapyskeHUsT COOMHBIX MapIIpyTH3aTopoB AeranbHO paccMoTrpeH B RFC 816 [IP:11]. [lo ceromusmHero IHS He pa3paboTaHO

MOJIHOTO aNropuTMa, obecreunBaromero 3 GekTHBHOE 00HAPYKEHIEe COOWHBIX MAPUIPYTOB, XOTS MPEIOKEH LEbIH PsIT METOJIVIK.

¢ He pexomenayeTcst MCIIOJIB30BAaTh KOHKPETHBIH MapIIpyTH3aTOP NMPU OTCYTCTBUH NPH3HAKOB €ro paboTOCIIOCOOHOCTH.

¢ AKTHBHBIE CPEACTBa MPOBEPKH THIA ping (T.e., ucnoms3oBanne coobmenuit ICMP Echo Request/Reply) cimmkom HakmagHbl U HE
obecrieunBarOT TpedyeMoro MacmTabupoBaHUs. B gacTHOCTH, ciiemyeT OTMETHTh, YTO HEJONMYCTHMO IIPOBEPATH COCTOSHHE IIEPBOTO
MapuIpyTH3aTopa MyTeM HeNpepbIBHOH Iepenadu 1o ero aapecy 3amnpocoB ICMP.

¢ Jlake mpH OTCYTCTBUH JAPYTHX CIIOCOOOB IPOBEPKH COCTOSHMS MapHIpyTH3aTopa ping cjieyeT HCIONB30BaTh TOJNBKO B CIIydasx
OTCYTCTBHSI TIOATBEPKICHUH pabOTHl MapIIpyTu3aTopa IpH Iepefade eMy peanbHOro Tpaduka, 4TO IT03BOJISIET YCOMHHTBCS B
paboTOCIIOCOOHOCTH MapIIPyTH3aTOPA.

¢ UroOpl m30ekaTh MCIONB30BAHUS ping ypOBHHU Bbile W HIKe [P mOMKHBI oOecrieyuBaTh BO3SMOXKHOCTBH IIONyYEHHS CBEICHHH O
COCTOSIHMH IyTH B K3III€ MapUIIPYTOB 32 CUET MCIOIb30BaHMUS MO3UTHBHON (MapIIpyTH3aTop paboTaeT) WM HeraTHBHOH MH(pOpMALUH O
COCTOSIHHY 1ILTIO3A.

O0cy:xaenue:
Ecnu peanuzanys He BKJIIOYACT aJIeKBAaTHOTO MeXaHW3Ma OOHapy)KeHHUsl HepabOoTalomMX MaplIpyTH3aTOPOB, COOM B MapLIpyTH3aTOpe
OyzeT NpUBOIUTH K INPONAJAHUIO IaKeTOB B ‘“‘uepHOoi aplpe”. Takue cUTyaluu BbI3BIBAIOT Maccy HapeKaHH €O CTOPOHBI
TOJTb30BATENeH U BeChbMa CIIOXKHBI Ul OOHApYKEHHUS.
MexaHu3M OOHApYX EHUS “MEpTBBIX  MapLIPYTH3aTOPOB HE JO/DKEH CO3/aBaTh HENPHEMIEMOM HAarpy3kKd Ha XOCT, MOJKIIOYEHHYIO
CeTh WJIN COCEIHHE MapIIPyTH3aTOPEL. IIpOXOIKUTENIFHOCTS AETEKTHPOBAHNUS U MIPHEMIIEMbIH YPOBEHb Harpy3KH B HEKOTOPOH CTEHEHU
3aBUCAT OT XapakTepa HCHOJIb30BAaHMs XOCTa, HO B o0IeM ciydae TpeOyeTcs MOCTaTOYHO OBICTPO HAXOMUTh IMOBPEXKICHUE B
ommkaiimem Mapmpytusarope (first-hop gateway), 4roOel He Hapymangack paboTa NPUIOKEHHH TPAHCIOPTHOTO YPOBHSA, HE
HCIIONB3YOMNX NPSIMBIX COSAMHEHHH (connections) 3a BpeMsi IETEKTHPOBAaHUsI cOOsI U ITONCKA albTePHATUBHOTO ITyTH.
Iepenaua naOpPMAIMK OT COCEAHUX YPOBHEH CTEKa MPOTOKOIOB YCIOXHIET MHTep(hEeHc MEXTy yPOBHAMH, HO MOXET CYIIECTBEHHO
YIIPOCTUTH OOHApyXXEeHHe COOMHBIX MapmpyTu3atopoB. MH(popManus MOXET HPUXOAUTH IMOYTH OT BCEX SJIEMEHTOB apXHUTEKTYPHI
IP/TCP, Ho Hauboee Ba)KHbI CBEJCHUsI OT TPAHCIIOPTHOTO U KaHAIBHOTO ypoBHEH. Hibke npuBeaeHbl IpUMephl Takoi HH(GOPMAIIUK:

¢ TCP wm apyroii mpoTOKON Ha OCHOBE COCOMHEHHH JODKEH 00ecredrBaTh BO3MOXKHOCTH IOJYYCHHS HEraTHBHOM HH(popMamu
(HampuMep, CIUIIKOM OOJBLIOE YMCIO MOBTOPHBIX MEpeaady).

¢ TCP moxeT naBaTh NMO3UTHBHYIO MH(OPMAIMIO IMOCJIE MONydYeHUs (HOBOTO) MOATBEP)KIEHHS O JOCTaBKe MaHHBIX. Jlaxe mpu
ACHMMETPHYHOM MapIIpyTe TaKoe MOATBEPIKICHHE CBHAETEIbCTBYET 00 yCHENIHOH Iepeaaye.

¢ Coobuienns ICMP Redirect 0T KOHKPETHBIX MapIIpyTH3aTOPOB JOJDKHBI HCIIOJNB30BATHCS KaK MO3UTHBHBIE CBEICHUS O pabore
HITI03a.

¢ UudopManus KaHAIBHOTO YPOBHS, KOTOPBHIH CHOCOOCH 3((EKTUBHO NETEKTHPOBATH COOM W cOOOHmIaTh O HUX (Hampumep, C
nomonibio coodmennit ARPANET Destination Dead), nomkHa ncTions30BaThCs KaKk HETATUBHBIC CBEIICHHUS.

¢ COou B pabore ARP wmmm mpu mpoBepke oroOpaxkeHuit (mpeobOpazoBanmil) ARP MoryT ucmomp30BaThCsi Kak HeTaTHBHAs
MH(pOpMALHS Ui COOTBETCTBYIOIIHNX aapecos IP.

¢ [IlocTymieHne MakeToOB OT KOHKPETHOTO ajpeca KaHAJbHOTO YPOBHS SIBISIETCS NMOATBEPXKJCHHUEM DPabOTHI COOTBETCTBYIOLIETO
ycrpoiicTBa. OIHAKO BKIIOYEHHE TAKUX HAHHBIX B CBEJCHHA O pabOTOCIOCOOHOCTH MUIIO30B TpeOyeT OTOOpakeHHs aJpecoB
KaHAJIBHOTO YpOBHA B azapeca IP u mocnenyromieil MpOBepKM NPHHAIJIECKHOCTH STHX aApPECOB YKa3aHHBIM B KdIIE MapLIPyTOB
nuno3aM. Takoe peleHne MOXKeT 0Ka3aThCsl HeJOCTaTOYHO (P (PEKTHBHBIM.

OTMeTHM, YTO HUCTOJIb30BAHNE MO3UTHBHBIX CBEICHHUI OT KOXKIOH ITOJyYCHHON IefTarpaMMbl MOJKET IPUBECTH K YpE3MEpPHOH 3arpyske
CHCTEMBI.

CBelleHnsI MOTYT IepeaBaThcsl C UCIONB30BaHUEM TpeOyeMBIX apryMeHTOB BO Bce MHTepdeichl ¢ IP-ypoBHEM, 0fHAKO HEKOTOpHIE
TPAHCHOPTHBIE U MPHUKJIAJHBIE MIPOTOKOIBI HE CIIOCOOHBI T€HEPUPOBATh KOPPEKTHBIE aHOHCHL. Takue MHTEpP(EHCH, CIeIoBaTEeNBHO,
JOJDKHBI TIOJJICP)KMUBATh HEWTpabHBIE CBENEHMS, MOCKOJBKY Ilepefada aHOHCA C HEBEpHBIM 3HAKOM (IIO3UTHB - HETaTHB) MOXKET
MIPUBECTH K HEKOPPEKTHOH paboTe CHCTEMBL.

CymecTByIOT (M IIMPOKO PAcIpOCTPaHEH) WHOW METOX ONpeneieHHs ‘‘MepTBBIX” MapIIpyTH3aTOPOB, HO €r0 HCIIOIb30BaHUE HE
peKOMeHIyeTCs. DTOT METOJ| OCHOBAaH Ha MOJYYCHHWH XOCTOM (B IACCHMBHOM peXHMe wiretapping) aeifrarpamm npotokoina IGP
(Interior Gateway Protocol), KOTOPEIMH MapHIpyTH3aTOPhl OOMEHHMBAIOTCS MEXIYy COOOH C HCIONB30BAaHHEM IIHPOKOBEIIATEIbHBIX
aznpecoB. Takoe pelieHHEe MMEeT CYIIECTBEHHBIH HEIOCTaTOK - XOCTHI JOJDKHBI PAaclO3HABAaTh BCE NMPOTOKOJIBI BHYTPEHHUX LILTIO30B,
KOTOpBIE MapmipyTu3arop MoxeT wucnoms3oBaTh (cM. [INTRO:2]). Kpome Ttoro, Takoif BapmaHT Oymer paboTaTh TOJNBKO B
[IMPOKOBEUIATEILHON CETH.
B nacrosiiee Bpemst ping (T. €., ucronb3oBanue cooduennii ICMP Echo) ucnonb3yeTcst kak MexaHHU3M MPOBEPKU PabOTOCIOCOOHOCTH
MapIIPyTU3aTOPOB TOJBKO IPH BO3HHKHOBEHMH a0COMIOTHOH HeoOxomumocTH. OTKIMKHM Ha ping rapaHTHPYIOT pabOTOCIIOCOOHOCTh
npoBepsieMoro MHTep(deiica U CBSI3aHHOW C HUM MAIMHBI, HO OHM HE TapaHTHPYIOT BO3MOXKHOCTH Iepeayd JAedrarpaMM B Jpyrue
uHTepdeiicsl MapumpyTtuzaTopa. IIpn Hammumm cooOmeHnii Redirect mim WHBIX SBHBIX IPH3HAKOB TOTO, YTO MAIlMHA SBISETCS
IITI030M, OTKJIMKH Ha ping OyAyT FOBOPUTH O TOM YTO MapIIPYTH3aTOp YCIEIIHO BBIIOJIHAET cBou (yHKIMU. OMHAKO 0TOpackIBaHUE
XOCTOM 0e3 yBEeZOMJIEHHS MaKeTOB, KOTOPhIE MapLIPYTH3aTOp MOJDKEH NepechUIaTh WM MEepeHANpaBisaTh, MOXKET IPHBOJUTH K TOMY,
YTO TaKoe IPEIIIOJIOKEHHE IepecTaHeT ObITh BepHBIM. UToOBl M30ekaTh MOZOOHBIX mHpoOIeM, pa3padaThIBaeTCS HOBBIA THI
cooOmieHwmii "are you a gateway?" (310 MapmipyTuzarop?).
Peanuzanus
s oGHapykeHHs “MepTBBIX MapLIPyTU3aTOPOB MpEAaraeTcs CIeAyIOIUA aJrOpUTM:
¢ Csssars TaliMep “TOBTOPHONM MapmIpyTH3ammu~ (reroute timer) ¢ KaKABIM IDTIO30M, Ha KOTOPBIM YKa3bIBaeT 3aIlCh B KOIIIE
MapmpyToB. [lpy WHHIMann3anuy TaliMepa ycTaHaBJIMBaeTcs 3Ha4eHHe 1T, KOTOPOE MOIDKHO OBITH IOCTATOYHO Majo, YTOOBI
MOXHO OBUIO OOHAPYXHUTH HepaOOTAIOMINIT MapIIpyTHU3aTOp IO TOTO, KaK TPAHCIOPTHOE COETUHEHHE OylIeT pa3opBaHO IO TailM-
ayTy.
[Mo3utuBHEIE CBeNeHHs OyayT cOpackiBaTh Taiimep B Tr, a HeraTUBHBIC - OOHYJISATH TaiiMep.

Beskuit pas, xorna yposens IP ucnonbssyercs s MaplpyTH3aluy JeTarpaMMbl, JOIKHO IIPOBEPATHCS cOCTOsiHUE Talimepa. Ecnu
TaliMep CONep)KUT HyJIeBOe 3Ha4YeHHe, ypoBeHb [P Oyzxer mcronb3oBaTh ping Ul JAaHHOTO ILTIO3a.
¢ [Ilakers! ping (ICMP Echo) MoxnO npu HeoO6xoaumoctu noBTopsath 10 N pa3. Ecnu 3a N nomnsITok He ObUIO MOJIy4eHO HU OIHOTO

OTKJIMKa, JIeJIaeTCsl BBIBOJ O HEpabOTOCIOCOOHOCTH MapIIpyTH3aTOpa M B KOIIE JODKCH yKa3bIBAaThCSl HOBBIM LLTIO3 JUISL BCEX
3anuce, yKa3bIBaOMNX Ha COOMHBIM MapIIpyTH3aTop.
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OTMeTI/IM, 49TO 3Ha4YeHHE Tr 06paTHO TMPOTOPIIUOHATIBHO YHCIY BO3MOXKHBIX aHOHCOB. 3Hadenne Tr TOIDKHO OBITH JA0CTaTOYHO Malio,
4TOOBI 00ECIIEUYNTh CJICAYIOIIHNE YCIOBUA:

¢ JlakeTel ping OOMKHBI COCTABIATH MJOCTATOYHO Malyo dacTh (Hampumep, <10%) oT Bcex MaKeToB, NepeaaBaeMbIX
MapIIpyTH3aTOPy C JAHHOTO XOCTA.

¢ [lakeTHl ping JOKHBI IEpeaBaThCs JOCTATOYHO PEIKO (HAIpHUMep, Kax/ble 3 MUHYTHI).

ITockonbKy ONMCaHHBIN ITOPUTM HMEET AEN0 C MapUIPyTH3aTOpaMH, Ha KOTOPbHIE YKAa3bIBAIOT 3aIllICH B KOIIE MapIIpyTOB, a HE C
CaMUMH 3aIHCSIMH, JUI pealn3aluyl dTOr0 AIOPUTMA JKENIaTeIbHO HCIIOJIb30BaTh JBYXYPOBHEBYIO CTPYKTYpy Kdlla (HAampuMep, I0
tuiry k3ma ARP).

3.3.1.5 Bbi6op HOBOrO LiNto3a

Ecmu npekpatuBmuii paGoTaTh IUTI03 HE SBIAETCS B HACTOSIIMM MOMEHT HCIOJB3YEMBIM II0 YMOJYaHMIO, YpoBeHb [P Moxer

He3aMeJUINTEIBHO MEePeKIIOUNTECS Ha PaboTy ¢ MPHHATHEIM MO yMONYaHHIO MapupytusaropoM. IIpu c6oe B paboTe yCTaHOBICHHOIO IO

YMOJYaHHUIO ILIUTI03a YpoBeHb [P HoskeH BBIOpaTh Apyroi MapLIpyTH3aTOp JUIS HCIOJIB30BAaHMS 110 YMOJMYaHHUIO (IPEAIIoNIaraeTcsi, 4To

MOXKET CyIIeCTBOBAaTh HECKOJIBKO TAKMX IIII030B) HA IPEKPATUBIIEM padOTy ITyTH U OPTaHW30BaTh HOBBIE MAPUIPYTHL.

Oocy:kaenue:
B ciydae npexpamennst paboTsl MapIIpyTH3aToOpa APYrHe NUTIO3EI MOAKIIOUEHHOH CETH Y3HAIOT 00 3TOM C HMOMOIIBIO HEKOTOPBIX
IPOTOKOJIOB 0OMeHa mHpopManueil Mexay Mapmpyrtuzatopamu. OJHaKO, 3TO HE NPOUCXOAUT MOMEHTAJIBHO, MOCKOJIBKY HMPOTOKOJIBI
MapIIpyTH3alMl HMEIOT BpeMs oOMeHa mopsinka 30-60 cexynn. Ecim XocT mepekmiounmTcs Ha JIpyroil MapmpyT IO TOTO, Kak
BBIOpPAaHHBIH MapIIpyTHU3aTOp y3HAaeT 0 c0oe, STOT MapIIPyTH3aTOP MOXKET MONBITATHCS MEPeciIaTh JeWTarpaMMy BBIIIEAIIEMY U3 CTPOS
IITIO3y W MOCTATh OTIPAaBHUTENIO AeHTarpaMMel coobmenne Redirect, ykaspBatomee Ha “MepTBbIH~ MapmpyTtuzatop (!). B pesymsrate
9TOTO MOXET HadaThCs MPOIECC aBTOreHepany OOHOBICHUH K3IIa MapIIpyTOB JIO TOTO, KaK MaplIIPYTH3aTOp Y3HAET O IPEeKpalieHUH
paboTel apyroro mumo3a. s MpemoTBpaIleHHs TaKUX CHTyallMid JIOTHKa OOHapyKeHHs “MEpTBBIX’ MapIIpyTH3aTOPOB IOJDKHA
obecrieunBaTh HEKOTOpPHIH rucrepesuc. OqHako, HA NMPAKTHKE YHOMSHYTHIE CIIydad aBTOTCHEPAI[MM OOHOBIEHHWH CIyYaroTCsl PEAKo,
MOCKOJIBKY OOCITy>KHBAaHHE XOCTa HE MOXET OBITh BOCCTAHOBIICHO JI0 TEX MOp, MOKA IIUTI03 HE OPraHU3yeT MAapUIPYTHYIO0 HHYOPMAIIHIO.

Peanuzanus
OnHMM U3 BapHaHTOB pealn3allvy BHIOOpa HOBOTO MaplIpyTa [0 YMOJIYAHHUIO SIBISIETCS IPOCTO LUKINYECKHI epedop XOCTOM CBOETo
CNHCKA WCHONB3YeMbIX II0 YMOJNYAaHHWIO ILTI030B. JIpyrMM BapHaHTOM SIBIISIETCS PAH)KMPOBAHHME MapHIPyTH3aTOPOB IO YPOBHIO
NPUOPUTETA U HCIIOJIB30BAaHUE 110 YMOJIYAHHMIO IILTI03a C MAaKCUMAJIBHBIM NPHOPHUTETOM. ECiM B DaHHBIH MOMEHT TEKYIIUM SIBIISETCS
MapmIpyTH3aTOp HE C BBICHIMM MPHOPUTETOM, XOCT HCIONB3yeT ping (IOCTATOYHO pEAKHE 3alpockl), YTOOBI OOHAPYKHUTH
BOCCTaHOBJICHHE pabOTHI MapIIpyTH3aTOpa C BBHICHIMM HMPHOPUTETOM. HacToTa 3ampocoB MOXKET OBITH OYeHb HH3KOH, MOPSAKA OTHOTO
3ampoca B 3 MUHYTHIL.

3.3.1.6 UHuumnanunsaums
JommkHa o0ecrieunBaThCs BO3MOXKHOCTh HACTPOWKH CIEAYIONIUX MTapaMeTPOB:
(1) IP-ampeca.
(2) Macku anpecos.
(3) Crmcox HCTIONB3YyEeMBIX 110 YMOTYAHUIO IIUTI030B C YPOBHEM IIPHOPHUTETA IS KAXKIOTO.
JomkHa obecrieunBaThCsi BO3MOXKHOCTh PYYHOM HACTPOMKHM HEPEYHCICHHBIX I1apaMeTpOB M, KPOME TOrO, MOTYT HCIIOJIB30BAThCS
pa3iUYHBIe METOABI TUHAMUYECKOTO ONpeeNeHus mapaMeTpoB (cM. maparpad "Waummanuzanus xocra" B [INTRO:1]).
Oocy:kaenue:
HekoTopble peanu3alid XOCTOB IIPOCIYIIMBAIOT IMPOTOKOJIBI MapIIPYTH3AlHMH B IIMPOKOBEIIATEIBHOW CETH M OOHApYKEHHUS

HLIFO30B. CTaHI[apTHLIﬁ METO/ OIPEACIICHUA UCIIOJIb3YEMbIX 110 YMOJIYaHUIO IIJIFO30B HAXOAUTCS B CTaIlUN pa3pa60'r1<1/13“.

3.3.2 C6opka (Reassembly)

Vposens [P gomken obecrneunBats cOOpKy pparmentoB (reassembly) neiitarpamm IP.
Bynem o06o3HauaTh MakCHMallbHBIH pa3Mep AeHTarpaMMbl, KOTOpas MoxeT ObITh coOpana, kak EMTU R (Effective MTU to receive -
a¢dexrrBHOe 3naueHrne MTU s mpuema); MUHOTIA MCIIONB3YeTCsl TepMUH “pasmep Oydepa cbopku” (reassembly buffer size). 3naueHne
EMTU R poxxHo ObiTe He MeHee 576 (0aliTOB) M pexkoMeHayeTcsl oOecreYMBAaTh BO3MOXKHOCTH HACTPOWKH 3TOTO 3HAYCHHS WIIH
HCIIONB30BaHMsl HeorpaHUYeHHoOro Oydepa coopku. Kpome Toro, 9To 3HaueHne peKoMeHIyeTcsl 1eaTh He MeHblue, 4eM 3Hauenne MTU
JUISL HOJIKJTFOYEHHBIX CeTei.
O6cy:kaenue:
®uxcupoBanHoe 3HaueHue npenena EMTU R He nomkHO BCTpaMBaThCs B NMPOrPaMMHBIA KOJ, IMOCKOJBKY HEKOTOPBIE MPOTOKOJIbI
NPUKIaTHOTO ypOBHs TpeOyroT ucnonb3oBannss EMTU R > 576.

Peammmzanms
IIpu peammsanuy MOXKHO HCIOJIB30BaTh HENPEPHIBHBIN Oydep cOOpkm mmd Kakmod JedTarpaMMbl WIM IPUMEHATH OOJiee CIIOXKHBIE
CTPYKTYpBI JaHHBIX, MO3BOJISIOMIME COOMpATh AeHTarpaMMbl HEONPEIENCHHO OOJBIIOrO pa3Mepa; B IMOCIEIHEM ClIydae TOBOPST O
HeorpanmdeHHOM (indefinite) EMTU_R.

Jlormyecku cOopka TNpeAcTaBiIseT co0Ol MPOCTO KONMPOBAaHWE KaXAoro ¢parmMeHTa B Oydep ¢ HMCHONB30BAaHMEM YKa3aHHOTO
cMemenns. OTMeTHM, 9TO (parMeHTH JeWTarpaMM MOTYT IEpEKpHIBAThCSI B Pe3ylbTaTe IIOBTOPHOW Mepefadd Iociae HOBOTO
(hparMeHTHPOBaHUS C COXpPAaHEHHEM HICHTH(HHUKATOPA.

Hekotopyto XuUTpocTh npu cOOpKe NpeNCTaBIseT yueT AJs ONpeAeIeHHs MOMEHTa, KOrla COOpaHbl Bce ()parMeHThl iedTarpaMMbl. MBI
pexomennyem airoputMm Kimapka (Clark) [IP:10], He TpeOyromuii XONOIHUTEIHHOrO HPOCTPAHCTBA MaMATH it ydera. OpHAaKo,
clielyeT OTMETHUTB, YTO B OTJIMYKE OT cka3aHHoro B [[P:10], 3aronoBok mepBoro ¢parmenTa H0obKeH OBITH COXPAHEH JUISl BKIIOYCHHS B
Bo3moxHOe coobmenue ICMP Time Exceeded (Reassembly Timeout - Taiim-ayT npu cOopke).

Jomken oOecrieynBaThCsi MEXaHU3M, IOCPEICTBOM KOTOPOTO TPaHCIOPTHBI ypoBeHb OyzxeT ompeneists 3HaueHne MMS R -
MaKCHUMaJIbHBIH pa3Mep COOOLICHHs, KOTOPOE MOXKET ObITh MPHUHATO M cobpano B aeiirarpammy IP (cm. ¢pynkumio GET MAXSIZES B
naparpade 3.4). Ecnu ucnons3yetcs HeorpanndyenHoe 3HaueHne EMTU R, Benmmunna MMS R onpenensiercs kak MMS R = EMTU R -
20 (MEUHMMAaJIBHBIN pa3Mep 3aronoBka IP).

Jst cOOpKH /I0JIZKHO 33a1aBaThCs MaKCHMaJbHOE BpeMs (TaiiM-ayT). 3HaueHHe TaliM-ayTa peKOMeHAyeTcsl JefaTh (UKCHPOBAHHBIM, a HE
IPUBA3BIBAaTh €ro K ocraBuiemycs BpemeHu >xusHU (TTL). Pexomennyercss ycraHaBinuBaTh TalM-ayT B nuamasoHe 60 - 120 cexynn. Ilo
HCTEUCHUH 3aJaHHOTO BPEMEHH YaCTHYHO cOoOpaHHBIE NeHTarpaMMbl AOJLKHBI OTOpachBaThcs C mepenadeii coobmenuit ICMP Time
Exceeded xocTy-oTnpaBuTeinio (€ciau NOJNy4YeH HaYalbHBIH QparMenT).

OO0cy:xaenue:

*Cwm. RFC 1256 ICMP Router Discovery messages. IIpum. nepes.
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Cnenudukanns IP rooput, 9to TaiiM-ayT s cOOpKH JODKEH OBITH PaBeH OCTaBIIEMYCsl BpeMeHH Jku3HH jaedrarpammsl (TTL) u3
3aronoBka [P, HO Takoe pemreHne He paboTaeT HOKHBIM 00pa3oM, MOCKOJIBKY MapIIpyTH3aTOpbl B obOmieM ciydae TpakTtyior TTL
NIPOCTO KaK CUSTYMK HHTEpPBAJIOB, a HE BpeMs NOCTaBKH. Ecmm TaiiM-ayT 11 COOpKM CIMIIKOM Majl, JeWTarpaMMbl OymyT
0TOpachIBaThCs 0€3 HYKIbl, 9YTO MPUBEAET K M3IHINHEH 3arpy3Ke KOMMYHHKAI[HOHHBIX KaHAIOB. 3HaYEHHE TalM-ayTa JOIKHO OBITh HE
MEHBIIIE CPEIHET0 BPEMEHHU JOCTAaBKM IakeToB depe3 Internet. PeanpHas omeHKka MHHMMANBHOTO 3HAYEHHs TaM-ayTa mIs cOOpKH
¢dparmenToB coctaBisieT 60 CeKyHII.

HpenﬂaraeTca COXpaHATb B KOLIC 3HAYCHUSI BPEMEHU Ha Iepeaady ﬂeﬁTanaMM Tyoa u O6paTHO, U3MEPACMBIE MPOTOKOJIaMHU
TPaHCIIOPTHOI'O YPOBHs, U UCIIOJB30BATL 3THU 3HAYCHUS JUIS OINPEACTICHUS BEIIUYNHBI TaﬁM—ayTa npu c60pKe. OZ[HaKO JUIL IPUMEHEHUS
TaKUX METOJAOB Ha NPAKTUKE Tp€6yIOTC}I JOIIOJIHUTCIIBHBIC UCCIICIOBAHUA.

IIpn ycTaHOBKE CIMIIKOM OOJBIIOrO 3HAUEHMs TalM-ayTa Ha NMPUHUMAIOIIEM XOCTE€ MOXKET HEe XBATUThH BBIJEICHHOTO 1t OydepoB
NpoCTpaHCTBa M Bpems xu3HM cermeHta MSL (Maximum Segment Lifetime) [TCP:1] craner cnmmkom Bemuko. 3HaueHune MSL
YIpaBIsIeT MAaKCHMAJIBHOM CKOPOCTBIO, C KOTOPOH MOTYT HepemaBaThcsi (PparMeHTHI AefTarpaMM IIPH HCIIOJIb30BAHUH Pa3IMIHBIX
3HaueHuit 16-6uroBoro moisst uneHTHUKanuu (yBenudenue MSL cHmkaeT MakcHManbHyro ckopocts). Crenudukanus TCP [TCP:1]
npexanonaraet st MSL 3HadeHune 2 MUHYTHL. OJTa BelMYMHA YCTaHABINBAET BEPXHUN Ipesel Ul TaiiM-ayTa IIpu cOOpKe.

3.3.3 dpacmeHmauyus

VYposens [P MoskeT pear30BaTh MEXaHU3M IpeHAMEPEHHON (hparMeHTANH JeHTarpaMm.

Bynem o6o3HauaTh MakCHMambHBEIA pa3Mep HepemaBaeMoi aeifrarpaMmsl IP 11 KOHKpeTHONH KOMOMHAIMU OTHpPAaBHTEINb - MONTydaTelsb (1
Bo3MoxxHO TOS), kak EMTU_S (Effective MTU for sending - a¢ppexruroe 3nauenne MTU s mepenaun).

XocCT 0JZKeH pealn30BaTh MEXaHHM3M, MO3BOJIIONIMK TPAaHCIIOPTHOMY YPOBHIO BBUICHATH 3HaueHHe MMS S (MakcHManbHBIA pa3smep
COOOIIEHNsT TPAHCIOPTHOTO YPOBHS, KOTOPOE MOXET OBITH MepeJaHo) IS JaHHOH KoMOMHAmuu {OTmpaBUTENb, Hoxydatensb, TOS} (cm.
¢ynkauto GET _MAXSIZES B maparpade 3.4). Ecnu okanbHO# (parMeHTay He TPOU3BOAUTCS, JOJDKHO BBIIOTHATHCS YCIOBHE:
MMS_S = EMTU_S - <pa3mep 3aro;ioBka IP>

u 3HaueHne EMTU_S He momxxo ObITh Gonbiie MTU miist cereBoro nHTepdeiica, COOTBETCTBYIOLIETO aApecy OTIPaBUTENs AeHTarpaMMel.
OtmetnM, 4TO 3HaUeHHE <pa3Mep 3aroioBKa IP> B 3Tom BeIpaskenun Oyner pasHo 20, eciu IP He pesepBHpyeT MPOCTPAHCTBO AJIST BCTABKU
onuuii I[P B nononHeHue K onuusaM, yCTaHaBIMBAEMbIM Ha TPAHCIIOPTHOM YPOBHE.

XocT, He pealn3yIOIui JIOKaIbHYIO (parMeHTAINIo, J0JI3KeH o0ecriednBaTh noxydeHue TpancnopTHeM (s TCP) wmn npuknagaeiM (aist
UDP) ypoBaeM 3Hauenust MMS S ot yposus [P u nepenauy aeiitarpamm, pasmep KOTOpbIX He IpeBbimaeT MMS S.

B obmewm ciydae skematensHO n30eraTh JOKAaJIbHOW (parmMeHTanuu U BbIOMpaTh 3HaueHne EMTU S nocraTtouno HeOONBIIMM IS TOTO,
4TOOBI M30eXaTh (parMEHTALMH Ha JI000M M3 IUTI030B IO ITyTH JOCTaBKH. [IpH OTCYTCTBUM akTyaabHOW MH(GOpPMANUN O MHUHUMAIEHOM
sHaueHnn MTU s myta yposenb I[P pmomken wucnonp3oBath 3HaueHne EMTU S <= 576, ecnu momy4arenb HE HaxXOOUTCS B
HOJKJIFOYESHHOM ceTH (JUIs 3TOTO Cllydasi MCHOJIb3yeTCsl IpuHsToe B cetH 3Hauenue MTU).

3nauenne MTU s kaxaoro ¢pusndeckoro uHTepdeiica 10JKHO ObITh HACTPAUBAEMBbIM.

Peanmmzarnus yposHst I[P mMoker ucmonb3oBate ¢uiar xoHdurypamuu All-Subnets-MTU (MTU pmns Becex mozcereit), MOKa3bIBAOMIMN, YTO
3nayenne MTU B moaximoueHHOW ceTH OyIeT HCIOJb30BaThCs M Uil APYTHX TMOJCETed 3Toil cetw (HO He s apyrux cereit). Takum
o0pa3oM, 3TOT (ar 3acTaBIsIeT UCIOIb30BAaTh MACKy CETH B3aMeH MacKM IozceT i Bbibopa 3HadeHus EMTU S. JIns MHOrOZOMHBIX
xoctoB ¢uar All-Subnets-MTU tpebyeTcs i KaXI0ro ceTeBoro uHTepdeiica.

Ob6cy:xaenue:

Bri160p koppeKkTHOTO pazmepa JedTarpamm JUis epefadn JaHHBIX SBISIETCS CIIOXKHOM 3anadeid [IP:9].

(a) B obmem ciayuae ot xocta He TpebOyercst mpueM aeiitarpamm [P pasmepom Gonee 576 GaiiToB (BKITIOYAsi 3ar0JIOBOK) M XOCT HE
JIOJDKEH TIepefaBaTh JeiTarpaMm OoNbIIero pasMepa 6e3 IpeaBapuTeIbHOIO SBHOTO COINIACOBAHHS C XOCTOM-IIOTydaresieM. Takum
obpazom, MMS_S 3amaeT TOIBKO BEpPXHIOIO IPAaHHUITy pa3Mepa AeHTarpamm, KOTOphIe MOXET IepeaBaTh TPAHCHOPTHEBIH yPOBEHb.
Jaxe npu MMS_S > 556 TpaHCTIOPTHEIN YPOBEHB HOJDKEH OTPAaHUYMBATH CBOM COOOMIEHUS pa3MepoM 556 OaliTOB IMpH OTCYTCTBHU
MH(GOPMAINH OT XOCTa-MOTydaTessi O BO3MOKHOCTH NPHHUMATH 0oJiee KPYIHbIE COOOIICHMS.

(b) Hexoropsre tpancmopTHble nporokonsl (Hampumep, TCP) obecrednBaroT BO3MOXKHOCTH SIBHOT'O YBEIOMIJICHHUS OTIPABHUTENS O
MaKCUMaJIBHOM pa3Mepe JedTarpamMM, KOTOpbIE Jpyras CTOpOHa MOXKET MpUHUMAaTh U cobupath [IP:7]. Ha ypoBHe IP momoGHOTO
MEXaHHM3Ma HE CyILECTBYET.

TpancnopTHBIN npoTokoi, npeanoiaraomuii EMTU R > 576 (cm. maparpad 3.3.2), MoxeT nepenaBarh JedTarpaMMBbl OOJIBIIOTO
pa3Mepa JpyruM XOCTaM, MOAEP>KUBAIOIINM TaKOH JKe MPOTOKOI.

(c) B upaeansHOM cityyae XOCT JOJDKEH OrpaHuuuBath cBoe 3HadueHne EMTU S mis nanHOTO monydaresis 10 MUHUMAJIbHOTO 3HAYCHUS
MTU Bo Bcex ceTsix Ha IyTH K IOJIydaTeio Bo n3dexanue ¢parmenraunu. Oparmenrarus [P, Oyayun ¢popmaibHO KOPPEKTHOH,
MOXKET CYIIECTBEHHO CHIDKATh IPOM3BOJUTENHFHOCTh MIPOTOKOJA TPAHCHOPTHOTO YPOBHS, MOCKOJIBKY IOTEpsl OJHOrO (parMeHTa
Oynet TpeGoBaTh OBTOPHOIT mepenaun BceX pparMeHToB coobienus [IP:9].

Ilockonbky mpakTHUeCKH Bce ceTH B cpele Internet mopmepkuBator MTU=>576, HacTOATENHHO PEKOMEHAYETCS HCIONB30BATh
3HaueHue 576 i aerrarpaMm, nepeaaBaeMbIX 3a MpeJieibl JOKaIbHOW CEeTH.

Hnsa onpenenennss MTU Ha maHHOM MyTH TpeajiaraeTcs NepenaBaTh (parMeHT AeHTarpaMMbl C HYJIEBBIM CMEIICHHEM W OXHAATh
orkmuka ICMP Time Exceeded B pesymbrare TaliM-ayTa mpu cOopke (ocraibHbIe (parMeHTHI He Hepenarorcs). Takoe coobrieHue
OyzmeT comepkaTh 3arojIOBOK CaMOrO OOJBIIOrO M3 OCTaBIIMXCSA (pparMeHTOB B cBoeM Tene. BemyTcs skcnmepuMeHTH u ¢ Ooree
TIPSIMBIMH MEXaHU3MaMH, HO OHH ellle He ajantupoBansl (cM. HanpuMep RFC 1063).

3.3.4 JlokanbHBLIe MHO2000MHbIE XOCMbI
3.3.4.1 BBegeHue

MHOTroIOMHBI XOCT UMEET MHOXECTBO afpecoB [P, KOTOpble MOXXKHO paccMaTpuBaTh Kak JIOTHYeCKHE HHTepQeiichl. DTu uMHTEpheiich
MOTYT OBITh CBSI3aHBI C OJHMM HWIIM pasiH4YHbIMU (HU3MdeckuMH HHTepdeiicamy, a TOCIeIHHUE MOTYT OBITh COCAMHEHBI C OJHOW WIH
pa3sHBIMH CETSAMHU.
Paznuyaercst HECKOJIBKO BapMaHTOB MHOTOJOMHBIX XOCTOB:
(a) MHOXECTBO JIOTHYECKHX CETeH
Coznareny apXuTeKTypbl Internet mpeamoraranu, 9To KaxIas (uinueckas ceTb OylneT HMeTh yHUKalIbHBI HoMmep IP-cetn (wim
nozacetu). OfHAKO agMUHHUCTPATOPHI JIOKATBHBIX CETeH MHOTJAa CUUTAIOT MOJIE3HBIM OTKa3 OT TAaKOro JOMYIUEHHS M OPraHu3yloT B
onHoIt pu3nueckoit IBC MHOXKECTBO JIOTHYECKHUX CETEH.
Ecnu XocT, MOAKITIOUYEHHBIH K TakoW (hM3MYECKOi CeTH, HACTpOeH Ha oOciyxuBaHHe Tpaduka Kaxaoil n3 N pasiuuHBIX JOTHYECKUX
ceTei, aTOT XocT OyzmeT nMmeTh N JIormdeckux MHTepdeiicoB. DT NHTEpEHCH MOTYT HCIIOIb30BaTh OJMH HJIM MHOXKECTBO (DH3HYECKHX
UHTEP(EHCOB JUIs TTOIKITIOUEHHS K OJJHOH (PM3NUECKON CEeTH.
(b) MHOX€ECTBO JIOTHUECKIX XOCTOB
Korna xoct umeer MHOXxecTBO ajpecoB IP ¢ oauHakoBOll ceTeBoi uyacThlO (WIM OAMHAKOBBIM HOMEPOM IOJCETH), MCHOJIb3YyeTCs
TIOHSTHE JIOTHIECKOT0 XocTa. JIormdeckue HHTepeHCH X0CTa MOTYT HCIIOIb30BaTh OJWH HIIM MHOXKECTBO (pHU3MUECKUX HMHTEepdeiicoB.

www.bilim.com 21 www.protocols.ru



Pa3symHble ceTu oT komnaHum BiLiM Systems MepeBop RFC 1122
(c¢) IIpocroii BapuaHT
B aToM ciydae KakIplil JIorHueckuii MHTEpdenc oToOpakaeTcs Ha OTACIbHBIA (U3UYECKUH HHTepdeic, MOAKIIUYCHHBIN K CBOCH
¢usmueckoit cetn. TepMuH ‘“MHOTOJOMHBIN’ HM3HAYAIBHO OTHOCHJICS TOJBKO K TaKMM XOCTaM, HO CEHYac TOJNKOBAaHUE TEPMHHA
CYLIECTBEHHO PacIIMPUIIOCh.
XoCT €O BCTPOCHHBIMH (DYHKIIHSIMH MapHIPYTH3AIHH OOBIYHO TPEICTABISET COOOM MPOCTO BapHaHT MHOTOJOMHOTO XocTa. OTMeTnM,
OJIHAKO, YTO MHOTOJIOMHBI XOCT He 00s3aH MOAJEP)KHBATh (QYHKLIUH MapIIpyTH3anud (T. €. OH MOXKET HE PeaM30BaTh MEePEChUIKY
TIAKETOB U3 OAHOW MOJKITIOYCHHON CETH B APYTYIO).
IIpocToif MHOTOJOMHBIH XOCT IIPEICTaBISIeT Hanmboiee cephe3Hylo IpobieMy Mapipytusanuu. Beidop mnTepdeiica (1.e., cetn first-
hop) MokeT cymecTBeHHO BIHMATH Ha MPOM3BOAUTEIFHOCTD M JaXKe HA JAOCTYITHOCTh YAAJICHHBIX yacTeil Internet.
B 3aknroueHre OTMETHM Takke OOpaTHBIM ciydail (3TO HE MHOTOAOMHBIA XOCT), KOTJa OIWH JIOTMYCCKHN WHTepdeiic oObequHsIeT
HECKOJBKO (PU3NYECKUX MHTEep(elcoB (HampuMep, B LEIAX IMOBBIIIECHHUS HAaIS)KHOCTH WIH HMPOITYCKHOM CIIOCOOHOCTH 3a CYET OpraHU3alin
MapajuieIbHBIX KaHAIOB Tepeladyd JaHHBIX MEXIY IBYMs TOYKAMH CETH JIBE CHCTEMBI MOTYT OBITh COSIWHEHBI MHOXECTBOM KaHAIIOB
“Touka-Touka”). Takoll BapuaHT MBI OyZeM Ha3bIBaTh MYJIbTHILICKCUPOBAHHEM Ha KaHAIBHOM ypoBHE. [Ipu TakoM MyJbTUIUIEKCHPOBAHUU
MIPOTOKOIIBI, PACIIOIOKEHHBIC BBIIIC KAHATBFHOTO YPOBHS, MPOCTO HE 3HAIOT O HAJMYMHM MHOXECTBa (DM3MYECKUX HHTEpPQErcoB - npaiiBep
yCTpOMCTBA Ha KaHAJbHOM YpPOBHE OTBEYaeT 3a MYJbTHIUIGKCHPOBAHME W MapLIPyTH3alMI0 [AKETOB uepe3 pasHble (usmdeckue
HHTEP(EHCHI.
B apxutextype npoTokosoB Internet aneMeHT IPOTOKOJIa TPAHCIIOPTHOTO YPOBHS HE UMEET COOCTBEHHOTO afpeca, UCTIOb3ys B3aMEH OAUH
aapec IP. Oto 3amaua ypoBHs IP - obecneunBate mHTEpdeEc I TPAHCIIOPTHOTO M MPUKIATHOTO YpoBHEH. B wacTHOCTH, mpuKkiagHas
IporpaMma MOXET 3HaTh O MHOXKECTBE afpecoB [P MHOTOJJOMHOTO X0ocTa M BHIOMpATh OAMH M3 HUX JJISI CBOETO MCIIONB30BaHMSI.

3.3.4.2 TpeboBaHus Anst MHOFOA4OMHbIX XOCTOB

[puBenenHsle 31ech MpaBUiia IPUMEHSIOTCS IpH BeIOope [P-anpeca otnpaButes s nepenayu JedTarpaMM MHOTOJOMHBIMU XOCTaMH.

(1) Ecnu neiitarpamMMa mepenaercsi B OTBET Ha MPUHATYIO JeWTarpaMmy, aapec OTHPABUTENS AOJKEH COBIAJATh C apecoM IOJIydaTess B
NpUHATON naeiirarpamme. bonee monpoOHOe omricanue TpeOOBaHUS JiJis BBINICICKAIIMX YPOBHEH mpuBeneHo B maparpadax 4.1.3.5 u
4.2.3.7, a Taoke B maparpade “O6ume Bonpocs’pabots! [INTRO:1].
B ocraneHbIX cirydasx agpec OTHpaBHTENS MOXKHO BHIOHPATH.

(2) IIpunoxenue AOMKHO OBITH CIIOCOOHO SIBHO YKAa3bIBAaTh aJ[pec OTHPABHUTENS IIPU OPTraHU3aLUK COSIUHEHHS WK 3aIlpoce.

(3) IIpn  orcyrcTBHM Takoil cHenU(pUKAUKM CETeBbE IPOrPaMMBI JOMKHBI BBHIOMpATh anpec OTHPABHUTENSI B COOTBETCTBUH C
NPUBEAECHHBIMU HIKE IPaBUIIAMH.

C MHOTOJTOMHBIMH XOCTaMH CBSI3aHBI JIBa KITFOUEBBIX BOIIPOCA:

A) XocT MoKeT 0TOpachIBaTh 0€3 yBEIOMIICHHS BXOJSIINE eHTarpaMMBbl, B KOTOPBIX aJipec IOy4aTesst He COOTBETCTBYET (DH3UUECKOMY
uHTepdelcy, IPUHABIIEMY IeHTarpamMmy.

B) Xoct moxkeT orpaHNUuTE ce0st nepenadei neitarpamm IP (He source-route) Tonpko depe3 ¢pu3nueckuii HHTEpdeEiic, COOTBETCTBYIOMMIMA
[P-anpecy ornpasurens B gelrarpamme.

Oocysknenue:
PazpaboTunku mporpamm Juia XocToB Internet MCIONB3YIOT ABE PA3IMYHBIX MO KOHIEMIUH MOJEIH MHOTOJOMHBIX XOCTOB, KPaTKO
paccMOTpeHHbIE HIKE. B 3TOM JOKyMeHTe He OTAaeTCs MPEHMYIIECTBA KaKOH-IMO0 MOAENH - 00 MMEIOT CBOM ILTIOCHI M MUHYCHIL.
Paznuums Mexay 3TUMH MOJETSIMH, pacCMOTpeHHbIE B (A) U (B), ABISAIOTCS OMIIMOHATBHBIMHE.

¢ Mogens Strong ES
Mogens Strong ES®' npunaer BakHOE 3HAUEHHME PasIMYUsAM MEXTy XOcTaMu M Mapupytusatopamu (ES/IS) n npuMeHUTENBHO K
Hell cieqyeT W3MEHHUTh MOKeT Ha AOJKeH B NMyHKTax (A) u (B), paccMoTpeHHBIX Bbllie. B 3Toi Momenu MHOTOZOMHBIM XOCT
MIPEICTABIAETCS KaK MHOXECTBO JIOTHYECKHX XOCTOB B OJHOM (DH3MYECKOM KOMITBIOTEPE.
IIpumenutensHo K (A) cropoHHUKH Mojenu Strong ES oTmeuaroT, 4To MeXaHU3M aBTOMAaTHYECKOH MaplupyTuszanuu Internet He
obecreurBaeT MapIIPyTH3ALMK AeiTarpaMm B (usndeckue HHTepQeHChl, KOTOpPbIe He COOTBETCTBYIOT aJIPECy IOIyyaTelIs.
B mozenmu Strong ES pacuer mapmpyTa Juis HCXOQAIIMX JeHTarpaMm MpeacTaBisieT co0ol oToOpaxkeHue:
mapupyT (IP-agpec ornpaeurensi, IP-agpec noayuarenss, TOS) -> mos

Agnipec OTmpaBUTENs BKIIOYEH KaK MapaMeTp ISl TOTO, YTOOBI BHIOpATh IITIO3, HAMPSAMYIO HOCTYIHBIH 4epe3 COOTBETCTBYIOIIUH
¢mnueckuii nHTepdeiic. OTMETHM, YTO 3Ta MOJEJb JIOTHYECKH TpeOyeT Mo KpaifHeidl Mepe OJHOrO NPHHSITOTO MO YMOJIYaHHUIO
LITI03a U MPEANOYNTAaeT IMETh MHOKECTBO TAaKHX LIUTI030B A Kaxkaoro IP-agpeca otnpaBurens.

& Monens Weak ES

B »sToit Mozenn pasnuuMs MEXIy XOCTaMH W MapIIpyTH3aTOPaMH HE CUHTAIOTCS CYMIECTBEHHBIMH M CIEAyeT HCIOJIb30BaTh
HeJONMyCTHMO BMECTO MOKeT Ul NMPUBEICHHBIX BbIle MyHKTOB (A) n (B). Dta Mozmens MoxeT ObITh 0ojice eCTECTBEHHOW s
XOCTOB, MPOCITYMIMBAIOMUX IPOTOKONBl MAapIIPyTH3alUM, M IPOCTO HEoOXOoAWMa AN XOCTOB C TIOJIEPKKOW BCTPOSHHOMN
MapUIpyTH3aLHH.

Mopens Weak ES moxer mpuBomuth K cOosM B pabore Mmexanusma Redirect. Ecnm geditarpamma mepenaHa (Gpu3n4ecKoMy
uHTep(eiicy, KOTOPbIi HE COOTBETCTBYET aJpecy IOJydaress, NMEpBbIi MapIIpyTH3aTOp HE CMOXKET MOHSATh, KOTAA €My HY>KHO
ornpaButh coobiienne Redirect. C apyroif CTOpPOHBI, XOCT MOIICPKUBAOUIMA (YHKIUH MapIIpyTH3alUHd, MOXET I0JydYaTh
MapHIpyTHYI0 HHpopManuio 6e3 ucrmonp30Banus coodmeHmnii Redirect.

B monenn Weak ES pacder maprupyTta s HCXOSIINX JedTarpaMM HMpeCTaBisieT co00i oToOpaXkeHue:
MapupyT (IP-agpec nomydarenst, TOS) -> uuos, uHTepderic

3.3.4.3 Bbibop agpeca oTnpaBuTens

O6cy:kaenue:
IIpn mepenade HawampHOro 3ampoca coequHeHust (Hampumep, cerMeHT TCP SYN) mmm pefirarpammsl 3ampoca 0OCTy>KHBaHHS
(manpumep, UDP-3ampoc) TpaHCIOPTHBIN YpOBEHb MHOTOJAOMHOIO XOCTa JOJDKEH 3HAaTh, KakOW aJpec OTIPAaBUTENsS HYXKHO
HCTIONB30BaTh. Eciy mpumokeHne He 3aaio 3TOT ajpec, TPAHCIIOPTHHINH ypOBEHb IOIDKEH 3armpocuTh y IP-ypoBHS KoHIleTyansHOE
oTobOpaskeHue:
GET_SRCADDR (ynanenmni IP-agpec, TOS) -> nokaneHsii IP-ampec
3nauenue TOS 3amaer Tun oocmyxuBaHus (cM. 3.2.1.6) ¥ pe3yIbTaTOM SBISICTCS HYXKHBIN afgpec oTnpaBuTels. [l peanu3aiun Takoro
0TOOpaXXEeHUs MPEATAraloTCs CIeAyIOHe MpaBuia:

(a) Ecmm ynanennsrit agpec Internet oTHocHTCS K OXHOM U3 (TIOX)ceTeil, ¢ KOTOPEIMU XOCT HEHNOCPEICTBEHHO COEAMHEH, MOXKET OBITh
BBIOpPaH COOTBETCTBYIOIIUH aIpec OTIIPABHUTEIIsS, €CIIM HYXKHBIA MHTEepdeiic HaXomUTCsl B paboueM COCTOSIHUH.

*'End System - KOHEYHasi CUCTEMA, T.€., XOCT
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(b) MoxxHO TPOCMOTpETh KOII MapIIpyTOB JUI IIOMCKAa aKTUBHOTO MapIIpyTa B HHTEPECYIOIIYI0 CeTh depe3 Jo0oil ceTeBoit
unrepdetic. Ecnu takolt MapmpyT HaiiieH, MO>KHO BBIOpaTh JIOKaNbHEIH aapec IP, cooTBeTcTBYIOmMIT HHTEpDEiicy.

(c) AHanormuHBIM 00pa3oM MOKHO HCHOJIB30BATh 1 TaOJIUITy cTaTHYECKUX MapuipyToB (cM. 3.3.1.2).

(d) MoHO MPOCMOTPETh CIHCOK HCIOJIB3YEeMBbIX IO YMONYaHHIO HDTI030B. Ecnm Takol mUTIO3 CBsi3aH ¢ OpYrMMH HHTepdeiicamu,
MO>KHO BBIOPATh IIUTI03 C MAKCHMAJIbHBIM MPHOPUTETOM.

B Oymymem MoxeT OBITH ONpEAETCH Ui MHOTOJOMHBIX XOCTOB CIIOCO0 Mepeiadyd MapHIpyTH3aTopaM BCEX IMOJKIIOYCHHBIX CeTei
3aIpoCOB ISl ONPEACTICHUS CETH, HanboJiee MOAXOASIIIECH I JAHHOTO TOIydaTes.

Peanuzanus
OTMeTHM, YTO OMMCAHHBIA MPOIECC MO0 CYTH COBMATACT ¢ MaplIpyTH3anuei neirarpamm (cm. 3.3.1) u, ciie0BaTEIbHO, XOCT MOXKET
O0BEIMHATD PeANTM3aNNI0 STHX (YHKIUI.

3.3.5 lNepecbinka Source Route
C y4eTroM NpUBEAEHHBIX HIDKE OTPAHMYCHUH XOCT MOKET BBICTYNaTh B KadecTBE NPOMEXYTOYHOro wHTepBana (intermediate hop) B
MapIIpyTe source route, nepechuias MapLIpyTH3UPYEMbIe OTHPABUTENIEM JeiiTarpaMMbl Ha CIIEAYIOIINN YKa3aHHBII XOCT.
OpnHaKo, MpU BBIIOIHEHUH TAaKUX (YHKIUH KBa3U-MapIIpyTHU3aIUH XOCT JA0JIZKeH COOTBETCTBOBATH BCEM TPEOOBAHUSIM, HMPEABIBIIEMBIM K
OUIIo3aM IpH  mHepecblike aeditarpamm  source route [INTRO:2]. Otu TpeGoBaHMS HMEIOT Ooiee BBICOKHH NPHOPUTET, HEXKETH
PaccMOTpPEHHBIE BBIIIE TPEOOBAHUS K XOCTaM.
A) TTL (cm. maparpad 3.2.1.7)
3nayeHue noias TTL JOIBKHO IEKPEeMEHTHPOBATHCS M JeHTarpaMma MOXKET OBITh OTOpOIIEHA B COOTBETCTBUHM C TPEOOBAHUSAMH K
nutozam [INTRO:2].
B) ICMP Destination Unreachable (cm. maparpad 3.2.2.1)
XocT oJKeH ObITH crIocoOeH reHeprupoBath coodmienus Destination Unreachable co ciemyrommmu kogaMu:
4 (Fragmentation Required but DF Set), ecnn apeiirarpamma source route He MOXeET OBITh (pparMEHTHPOBaHAa B COOTBETCTBHH C
TpeOOBaHUSMH CETH IOTy4aTeIs;
5 (Source Route Failed), ecnu nefirarpamMy source route HEBO3MOXKHO IepeciaTh (HampuMep, u3-3a mpobiaeM ¢ MapuipyTU3aluei win
B CBSI3M C T€M, YTO CJICIYIOLUIMII MHTEPBAJ IPHU CTPOrOM 3aJaHMH MaplupyTa - strict source route - He HaXOAUTCS B MOAKIIOYSHHOMN
CEeTH).
C) IP-ampec ormpasutens (cM. maparpad 3.2.1.3)
MapmpyTuzupyeMble OTIpaBUTENEM JeHTarpaMMbl IPH HX IEPEChUIKE MOIYT HMETh (B HOPMAJbHBIX YCJIOBHUAX HMEIOT) alpec
OTIpaBHTENS, KOTOPHIH He SBIsIeTCs OqHUM U3 [P-anpecoB nepecsuratomero xocra.
D) Omnuus Record Route (cm. maparpad 3.2.1.8d)
XocT, mepechUIaomMi JeHTarpaMMBbl source route, KOTOpble cojepskar onmuio Record Route, gomkeH OOHOBISATH 3HAUCHHE STOTO
T0JIsI, BIUCHIBAZ TyJla HHPOPMAIHIO O ceOe.
E) Onmus Timestamp (cM. maparpad 3.2.1.8e)
XocT, mepechUIAONIMN JeHTarpaMMbl source route, KOTOpBIE COJIepaT Omiui Timestamp, JOMKeH T00aBIsITh B HEE TEKYIIYIO
BPEMEHHYIO METKY B COOTBETCTBHH C IIPABUJIAMH JUISl 3TOH OILIUH.
Jlns ompeneneHus IpaBWI, PeryINpyOUX paboTy XOCTOB NPH IEpechuIKke JeHTarpamm source route, MbI OyAeM HCIIOIb30BAaTh TEPMHH
“nmoxanpHast oOpaboTka” (local source-routing), eciu cIEAyIOMHMI LUTIO3 JOCTYNEH 4epe3 TOT ke (PHu3MUecKuid MHTepdeic, KOTOpHIi
HPUHST JedTarpaMMy; B OCTaJIBHBIX CIydasx OyIeT HCIOIb30BaThCS TEPMUH “HeJIoKallbHast oOpaboTka” (non-local ource-routing).
¢  XoCT MOXKET BBITIOJIHSTH JIOKATBbHYI0 00paboTKy 0e3 Kaknx-J1u00 OrpaHuueHUI.
¢ XocT, NOANEPKUBAIOLIMII HENOKaIbHYI0 00pabOTKy, AOJKEH HMETh KOH(GHMIYPALMOHHYIO OIIMIO, MO3BOJIAIOIIYIO 3alpeTUTh
MIEPECBUIKY U I10 YMOJIYaHHUIO NEPEChIIKA TOKHA OBITh OTKIIIOYCHA.
¢ XoCT [M0JIKeH COOTBETCTBOBATH BCEM TpeOOBAaHMSAM K NIII03aM B 4YacTW HacTpoiiku momutnku ¢uistpamun  ([INTRO:2)),
OTpaHIYUBAIOIICH HEJIOKAIBHYIO 00paboTKYy.
Ecin xoct monydaer geifirarpaMmy ¢ He3aBepLICHHBIM MapIIpyTOM SOurce route, HO MO TE€M WJIM HHBIM IIPUYMHAM HE NEpPechlIaeT ee, OH
aosked mociath coobmenne ICMP Destination Unreachable (xom 5, Source Route Failed) ormpaBmtenro meitarpammsbl, ecim cama
neiitarpamMMa He siensiercst coobmenneM ICMP 06 ommbke.

3.3.6 LlupokoesewaHue
B maparpade 3.2.1.3 onpenenens! 4 crangapTHBIX (pOpMBI IIUPOKOBEIIATENBHBIX anpecos IP:
Limited Broadcast - orpanndennas obnacte: {-1, -1}

Directed Broadcast - mmpokoBemanue s cetu: {<Homep ceti>,-1}
Subnet Directed Broadcast - mmpoxosemanue s noxaceru: {<Homep cern>,<Homep moncetn>,-1}
All-Subnets Directed Broadcast - mupokoBemanue s Beex nozaceteit: {<Homep cetn>,-1,-1}

XOCT A0JIZKeH Paclio3HaBaTh BCe 3TH (POPMATHI B MOJIE TOMyJaTeN st IPUHUMAEMBIX JeHTarpaMm.

CyluecTByeT KIacc XOCTOB*?, UCIONB3YIOIMX HECTAHAAPTHBIA (hopMaT mMpoKoBemareibHbx aapecos (0 Bzamen -1). Jlns Bcex XOCTOB

PEKOMEH/IyeTcsl Paclo3HaBaTh ¥ NPUHUMATh TaKWe HeCTaHIapTHhIe (GOpMAaThl B MOJIAX ajpeca MOoJydaTens AN BXOAAIMX JedTarpaMm.

XocT MOKET UCIIONB30BaTh KOH(PUTYPAIIHOHHYIO OMIHMIO Ui BbIOOpa ¢opmata (0 mwim -1) Ha kaxaoM ¢usmueckoM mHTEpdelice, HO 1O

YMOJIYaHUIO JOJDKHA IPUMEHATHCS cTaHxapTHast gopma (-1).

Korma xoct ormpasmster neiditarpamMmy IO HIMPOKOBENIATENIFHOMY aJpecy KaHAJIbHOTO ypoBHs, IP-ampec momydartenst AoJKeH OBITH

KOPPEKTHBIM IIMPOKOBEIIATEILHBIM WM TPYIIIOBBIM aapecoM IP.

Jlnst XocTOB pekoMeHyeTcsl 0oTOpachiBaTh 0€3 yBEeAOMIICHHS IEHTarpaMMbl, MONy4YEHHBIE B IMHPOKOBEINATENbHBIX KaApax KaHATBHOTO

ypoBHA (cM. 2.4), eciii B HUX He yKa3aH LIIMPOKOBeLaTeIbHbIH WK rpynmnoBoi [IP-anpec nomyuarens.

[ pacchUIKM IIMPOKOBEIIATENIBHBIX COOOIIEHHH B MOJKIIOYCHHBIE CETH PeKOMEH/AYeTCsl HCIONb30BaTh aapeca ¢opmara Limited

Broadcast.

O0cy:xaenue:
Hcnonp3oBanue dopmara Limited Broadcast Bzamen Directed Broadcast MoxkeT MOBBICHTB yCTOHYMBOCTB CHCTEMBI. I1poGiaemMsl yacTo
OBIBAIOT BBI3BAHBI MAalllMHAMH, KOTOpbIE HE MMOHMMAIOT JI0 KOHILA NPHUPOJAbI IIMPOKOBEHIATENbHBIX aapecoB (cm. 3.2.1.3) wmm
HCTIONB3YIOT COOCTBEHHBIE MJIEH O NIPUMEHEHUH TaKUX afpecoB. THIMYHBIM MPUMEPOM M3 MPOLUIOTO SBIISIOTCS MAlIMHEL, KOTOPHIE HE
HOHUMAIOT BbIJEICHHE IOACETeH, HO TOIKIIOYEHBI K CEeTH, coaepxkamieil mocinennue. Ilepemaua coobmenuit ¢ axpecom Subnet
Broadcast s moaxioueHHON ceTn OyneT NMPUBOAUTH K TOMY, YTO TaKWe MAIIMHBI BOCIPUMYT 3TH COOOIICHUS KaK aJpecOBaHHBIC
JIpYroMy Xocty (He uMm).

CylecTByeT TakKe BOIPOC O BO3MOXKHOCTH mepenaud jefitarpamm c aapecoM ¢dopmara Limited Broadcast depe3 Bce unTepdeiich
MHOT'OZIOMHOT'O XOCTa, OJJHAKO TOT BOIPOC BBIXOAMT 3a MPeJeIIbl JOKYMEHTA.

32 4,2BSD Unix u npou3sBoausie, HO He 4.3BSD.
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3.3.7 IP Multicasting

XOCT A0JIAKeH TIOIIEPKUBATh JTOKAJIBHOE UCIIONB30BaHNe IpynmoBoil agpecanun (local IP multicasting) a1 Bcex MOAKIIOUSHHBIX ceTel, Ha

KOTOPBIX BO3MOXKHO oToOpaxkeHue IP-ampecoB kimacca D Ha ampeca kaHalbHOTO YpoBHA (cM. Hmke). JlokanpHast moanep:kka TPyHIIOBOH

ajipecalli BKIIOYaeT Iepemady multicast-geifrarpamM, mpucoennHenne K multicast-rpynmaM, npueM multicast-gefitarpaMM U BBIXOI U3

multicast-rpynmn. Croga BKJIroYaeTcs moiaepikka Bcex paciupenuii [IP:4], 3a uckmouennem npotokona IGMP, nonaepxka KOToporo He

sIBJIsieTCsl 00513aTeJIbHOIA.

O0cy:xaenne:
IIporoxon IGMP obGecnieunBaer HUTIO3BI, MOAACPKUBAIOIINE MApUIPYTH3AIMIO TPYIIIOBBIX aapecoB, MHpOpMaLuei, TpeOyeMon ams
HOJICPXKKH TPYMIIOBOil anpecanmu [P depe3 MHOkecTBO ceredd. B HacTosimee Bpemsi multicast-MapiipyTu3anysi HAXOIUTCSl B CTaIUU
9KCHEPUMEHTOB M JIOCTYNHA He Besne. [t XOCTOB, HE MOAKIIOUCHHBIX K ceTsM ¢ multicast-IuIF03aMu, WIM B TeX CIy4asxX, Korjaa He
HY>XHO TIpHHUMaTh multicast-ielirarpaMmsl U3 Apyrux cetei, nporokon IGMP He ucnones3yercs, M0ITOMy €ro peajin3anus He sBISeTCs
oOs3arenbHON. OnHako, apyrue pacmmpenus [[P:4] B HacTosmmee BpeMst peKOMEHAOBaHbI B LIENIAX o0ecleueHus JoCcTyna Ha ypoBHe [P
C JIOKaJbHOI TpYNIIOBOM ajpecanell Kak ajbTepHAaTHBA JIOKAIBHOIM IIMpOKOBeIATeIbHOW anpecarmu. I[lpenmonaraercs, dTo
peanuzauust IGMP Toxe craner oOsBatenpHOW B OyaymieMm, korzma multicast-mapmpyTHzamus TOMy4YdT Oojiee  IIMPOKOe
pacrmpocTpaHeHue.

Ecmu nopnepxxka IGMP He peann3oBaHa, A XOCTOB PeKOMEHIYETCSI COXpaHATh MPUHAIISKHOCTh K rpymme all-hosts (Bce xocTsl) ¢
aapecom 224.0.0.1 nmpu nHMIManu3anmuy ypoBHS [P U coXpaHATh MPUHAIUIEKHOCTH K 3TOH IpyINe B TEUCHHE BCETO MEpUOJa aKTUBHOCTH
yposHs IP.
O0cy:xaenue:
Brirouenne B rpymmy all-hosts Oynmer oOecrieumBaTh JIOKAIBHYIO IOJJIEP)KKY TPYIIIOBOH ajapecanuu (HampuMep, MPOTOKOI
oOHapy»KeHus HUTI030B) Aaxe 6e3 moanepxku IGMP.

Oto6paxenue [P-anpecoB kimacca D Ha nokagbHBIC agpeca B HACTOAIIEE BpeMsl CTAaHJAPTH30BAHO IS CISTYIOIINX TUIIOB CETeH:

¢ Ethernet/IEEE 802.3 B cootBercTBHH C [IP:4].

¢ Bcex cereil, momaepKuBalOIINX MIMPOKOBEUIATENbHYI0, HO He TpynnoByio aapecauuio (IP-ampeca kmacca D orobpaxarorcs Ha
JIOKQJIBHBIN IIUPOKOBEINATEIbHBIN aapec).

¢ Bcex Tumos kaHamoB “Touka-touka’ (Hampumep, SLIP wmu HDLC) - B sToM ciydae ortoOpaxkeHus ampecoB He TpeOyercs. Bcee
TpynnoBsie AeiitarpamMmsl [P epenaroTcss B ICXOJHOM BHIE, BKIIIOYAs JIOKATBHOE KaJpUpPOBaHHE.

OtobpakeHue JUIst CeTell IPYTHX TUMOB OyIeT CTaHAapTH30BaHO B Oymymem™.

Xoctam pekoMeHayeTcsi oO0ecredMBaTh Ul IPOTOKOJIOB BEPXHHX YPOBHEH WM HPHIOKEHHH CHOCOO0 OIpemeNeHHs IOAACPKKU

rpynnoBoil agpecauuu IP xocramu MoJKIIOUEHHBIX CETEH.

3.3.8 CoobuweHust 06 owubkax
Ha mpaktuke xocTsl J0/1KHBI Bo3Bpammats coodenuss ICMP 06 ommbkax npu oOHapyXeHHUHU MOCICTHHUX, 32 UCKIIOUYEHUEM TeX CIIydaeB,
korza Bo3BpaT coobmennit ICMP 06 ommobkax creruansHO 3ampenieH.
O0cy:xaenue:
OOmMM sIBICHHEM B CeTSX Ha 0ase JeHtarpaMM sBIseTCs “00Je3Hb YepHBIX AbIP” - AedTarpaMMBbI ITepelaloTCs agpecaTy, a OT TOro He
NPUXOAUT HUKAKUX OTKIUKOB. [IpH OTCYTCTBUM OTKIMKOB OOHApyKeHUE MPOOJIEM CTAaHOBUTCS BEChMa 3aTPYAHUTEIIBHBIM.

3.4 Nutepdenc mexay IP n TpaHCNOPTHBLIM YyPOBHEM
Wnrepdetic mexxny IP u TpaHCTIOPTHEIM ypOBHEM HOJKeH 00eCIeuMBaTh IOJHBIM TOCTYH KO BCeM MexaHm3MaM ypoBHs [P, Britouas
omuu, tun obciyxuBanusa TOS u Bpems xu3Hu (TTL). TpaHCTIOPTHBIH ypOBCHH J0JI:K€H UMETh MEXaHHU3M YCTAaHOBKU HHTEP(EHCHBIX
rapaMeTpoB WIH/H 00ecIIeunBaTh Iepeaavy TaKhX MapaMeTpoB OT IPHIIOKEHHUI.
Oocy:xaenue:
Jlnst mpunokeHUH OYeHb Ba’kKHAa BO3MOXKHOCTH HCIIONB30BAHHS TaKWX MapaMeTpOB, JaKe €CIHM COOTBETCTBYIOIINE MEXaHU3MEI eIle
HenoctatouHo 3¢ ¢dexTuBHE B Internet (mampumep, TOS). Peanuzanus moamep:kXku 3THX MEXaHH3MOB 00€CIEYMBAET BO3MOXKHOCTH
paboTsI ¢ HEMH 6€3 Cepbe3HOr0 M3MEHEHNUS IIPOrPaMMHBIX HACTPOEK XOCTa II0 Mepe peann3aluy MEeXaHn3MoB B Internet.

OmmmeM KOHIENTYaJ bHBIH HHTEp(heic MeXay TpaHCIOPTHBEIM ypoBHeM H IP, xak HaGop mporenypHBIX BBI30BOB. [IpuBeneHHOE 371eCh
ommcanue sBisieTca pacumpenuem RFC 791 [IP:1] (maparpad 3.3).
¢ Ilepenaua geiitarpamm
SEND (src, dst, prot, TOS, TTL, BufPTR, len, Id, DF, opt => result)
napameTpsl mpouenypsl onucansl B RFC 791. [epenaua mapamerpa Id HeoOs3arensHa (cMm. 3.2.1.5).
¢ [IIpuem peitarpamMmm
RECV (BufPTR, prot => result, src, dst, SpecDest, TOS, len, opt)
Bce mapametpsr onpenenensl B RFC 791, 3a uckimrouernem SpecDest = yka3aHHBIN aapec moiydaTens aedrarpammsl (cum. 3.2.1.3)
Iomyuennslii B pesynbraTe mapameTp dst COAEpXHT ajpec momydarens aedtarpammbl. [IocKombKy STOT ampec MOXeT OBITh
HIMPOKOBEIIATENIHBIM, A0JKEH IepenaBaThes napamerp SpecDest, He onpenencunsiii B RFC 791. [Tapamerp opt conep>KUT BCe OMUUH
IP mnst nefitarpaMMbl B TaKXKe /I0JIZKeH TIepeaaBaThcsl Ha TPAHCIIOPTHBIN YPOBEHB.
¢ Bribop agpeca oTnpaBuTens
GET_SRCADDR (remote, TOS) -> local remote = remote IP address
TOS = tun o6cnyxuBanus (Type-of-Service)
local = nokansHsblii agpec 1P
Cwm. maparpad 3.3.4.3.
¢ OmpeznerneHre MaKCHMAIBHOTO pa3Mepa AedTarpamm
GET_MAXSIZES (local, remote, TOS) -> MMS R, MMS S
MMS R = MakcHUMaJbHBINA pasMep NIPUHUMAEMOTO COOOIICHNUS TPAHCIIOPTHOTO YPOBHSL.
MMS S = makcuManbsHbIH pa3Mep IepeaaBacMoro CoOOLIIeH s TPAHCIOPTHOTO YPOBHSL.
(local, remote, TOS onpenesneHs! Bbiiie)
Cwm. maparpadsr 3.3.2 u 3.3.3.
¢ CoobuieHue 00 YCHEeIIHOW JOCTaBKe
ADVISE DELIVPROB (sense, local, remote, TOS)
ITapamerp sense mpencraBisieT co0oif 1-OMTOBEIN (iar, MOKA3BIBAIONIMI THI aHOHCA (MO3UTHUBHBIA WM HETaTHBHBIN), ONMHCAaHHOTO B
naparpade 3.3.1.4. OcranbHble napamMeTpbl OBUTH ONPE/CNICHBI BBIIIE.
¢ [lepenaua coobmenus ICMP
SEND_ICMP(src, dst, TOS, TTL, BufPTR, len, Id, DF, opt) -> result

3Cwm. RFC 1469 (Token Ring), RFC 2022 (ATM). IIpum. nepes.
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(ITapametpsr onpenenenst 8 RFC 791).

Ilepenaua mapamerpa Id He sBistercss oOs3arenpHOW (cM. maparpad 3.2.1.5). TpaHCHOPTHBIH YpPOBEHb AOJKEH OBITH CIOCOOEH
nepenaBath HekoTopble coodmennst ICMP Port Unreachable mim mo6oi u3 3ampocoB. Ota (QyHKIHS MOXET pacCMaTPHBATHCS Kak
yacTHBIN ciyvail BeizoBa SEND() 1 oTmensHOE paccMOTpeHHE €€ AUKTYETCS JIHIIb 3aJa4aMH YIIPOIIEHHS.

ITpuem coobmenus ICMP

RECV_ICMP (BufPTR ) -> result, src, dst, len, opt

(ITapametpsr onpenenensl B RFC 791).

VYposeus IP pomken mepemaBath HekoTopble coobmennss ICMP cooTBeTCTByOmMM IporpaMMaM TpPaHCIOPTHOTO YPOBHA. OJTa
(GYHKLIHMST MOXKET paccMaTpUBAThCsI Kak YacTHBII ciydail Bei3oBa RECV() n yka3aHa OTAENbHO JUIIb IS YIPOICHHUSL.

Jns coobuiennit ICMP 06 ommbkax, mepenaBaeMbIX Ha BEpXHHE YpOBHH, JaHHBIC JOJIKHbI BKIIOYATh MCXOMHBIA 3aronoBok IP u Bce
OKTETBI MCXOJHOU JielTarpaMMbl, BKIOYCHHBIC B coobmeHne ICMP. DT nanHbIe OyIyT MCIIOIB30BATHCS TPAHCIIOPTHBIM YPOBHEM IS
nmoucka HHGYOPMALUU O COCTOSIHUN COSINHCHUSI.

Ha BepxHUit ypoBeHb mepeIatoTcs, B Y4aCTHOCTH, CICIYIONIHE COOOIICHMS:

L IR B R 2B 2

Destination Unreachable

Source Quench

Echo Reply (none3oBarensckomy nnrepdeiicy ICMP, ecnu Echo Request mepenan He ¢ yposhs IP)
Timestamp Reply (mons3oBatensckomy unrepdeiicy ICMP)

Time Exceeded

O6cy:xaenue:

B Oynymem wHTEpdeiic 0OMEHa TaHHBIMH MEXIy TPaHCIIOPTHBIM ypoBHeM U [P moxxeT ObiTh pacmmper (cM. maparpad 3.3.1.3) mis
nepenady HHPOPMaIHK O IyTH.

3.5 Tpe6oBaHus k ypoBHio INTERNET

Dyuxkyus IHapazpagh Tpebosanue
Peanmmzarnus 1P u ICMP 3.1 O0s3aTeNbHO
O6pabotka remote multihoming Ha IPUKIATHOM YPOBHE 3.1 Obs3aTensHO
IMomnmepxka local multihoming 3.1 BosmoxxHo
BrimonHnenne TpeGoBaHMIA K IUTIO3aM IIPH PACCBUIKE JIeHTarpaMm 3.1 O0s13aTeIEHO
Hacrpoiika koHGHUTypanuu At BCTPOEHHOI'O MapUIpyTH3aTopa 3.1 O6szarensHo™
PexuM MapiipyTH3aTopa 10 YMOTYAHHIO BHIKIIOYEH 3.1 O0s3aTeNbHO
ABTOMaTHUECKas HACTPOWKA MO YucIy HHTEpdeiicos™ 3.1 Henomyctumo
B03MOXKHOCTB IPOTOKOJIMPOBAHKS OTOPOIICHHBIX JeHTarpaMM 3.1 Pexomennyercs
KoppekTrupoBka c4eTINKOB CTaTHCTHKH MIPUA OTOPACHIBAHUU 3.1 Pexomennayercs
Ot6pacsiBanne 0e3 yBeJOMIICHUS TTaKeTOB Ipyrux (He 4) Bepcuit 3.2.1.1 O0s3aTesbHO
IIpoBepka KOHTPOIBHOW CyMM U OTOpachiBaHHE O€3 YBEIOMIICHHUS MPU OMIMOKAX 3212 O0s3aTenEHO
Anpecanus:
Anpecarust noaceteit (RFC 950) 3.2.1.3 O06s3aTeNIBHO
AJZIpecoM OTIpaBHUTEIIs JOJDKEH ObITh COOCTBEHHBIH aJpec XocTa 3213 O0s3aTeNbHO
OtOpaceiBanue 0e3 yBeIOMICHUS JeHTarpaMM ¢ HEKOPPEKTHBIM aJpecoM IOJTyyaTess 3213 O0bs3aTensHO
Ot6paceiBaHue 6e3 yBeJOMIICHHUS AeiiTarpaMM ¢ HEKOPPEKTHBIM aJ[PECOM OTIPABHUTEIS 3213 O0s3aTesIbHO
Tlonnepxka cOopku GpparMeHTOB 32.14 O0s3aTenIEHO
CoxpaHeHHe HACHTH(HUKATOPA IS KOMUH JeHTarpaMMBbI 3.2.1.5 Bo3moxHO
TOS:
BosmoxHocTh yeranoBky TOS Ha TpaHCIIOPTHOM ypOBHE 32.1.6 O0s3aTesIbHO
INepenaua npuaATHIX 3HaueHn TOS Ha TPaHCTIIOPTHEIN YPOBEHB 32.1.6 Pexomennyercs
Hcnonk3oBanue Ha KaHATBHOM ypoBHE oToOpaxenus RFC 795 32.1.6 He pexomennyercs
TTL:
Ilepenaua nakeros ¢ TTL=0 3.2.1.7 He nomyckaetcs
Ot0pacsiBaHre MPUHATHIX Aertarpamm ¢ TTL <2 32.1.7 He nomyckaercst
Bo3smoxxHocTh yeTaHoBKkM TTL Ha TpaHCIOPTHOM ypOBHE 32.1.7 O0s3aTeNbHO
Bo3moxHOCTE ycTaHOBKHM (HKcHpoBaHHOTO 3HaueHuss TTL 32.1.7 O0bs3aTensHO
Onuunn IP:
B03M0OXHOCTB TPAaHCIIOPTHOTO YPOBHS TEPEIaBaTh OIIIUI 3218 O0s3aTenIEHO
Ilepenada Bcex MPUHATHIX OMLUI Ha BhIIIEICKAIUN YPOBEHb 3218 O0s3aTenbHO
HrHopupoBaHue HEN3BECTHBIX OMLMI Ha ypoBHE [P 3218 O0s3aTenEHO
Ormmuu 0€30IacHOCTH 3.2.1.8a Bo3MmoxkHO
[lepenaua ngenTuduKaTopa MoToKa 3.2.1.8b He pexomennyercs
HrnopupoBaHue ONMIMY HACHTU(PHKATOPA TOTOKA 3.2.1.8¢c O0s3aTensHO
3anuce MapIIpyToB 3.2.1.8d Bo3MoxHO
Bpemennast meTka 3.2.1.8¢ BosmoxnO
Ornuus Source Route:
Wuununposanue ¥ 3aBepiieHue onuuu Source Route 3.2.1.8¢c O0s3aTenbHO
JlelitarpaMMel ¢ 3anosiHeHHBIM SR nepenaroTcss Ha TPaHCIIOPTHBIN ypOBEHb 3.2.1.8¢c O0s3aTeNbHO
IMoctpoenue xoppekTHOTo (6€3 U30BITOYHOCTH) ITyTH BO3BpaTa 3.2.1.8¢c O0s13aTeIEHO
[lepenaya mHOXecTBa oniuu SR B 3arosnoske 3.2.1.8¢c Henonycrtumo

**ToNbKO MpH Pean3alyy STOH OMIUH
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Dynkyusn Hapazpagp Tpebosanue
ICMP:
OtOpaceiBanue 0e3 yBenOMIICHHS HEM3BeCTHBIX TUoB ICMP 322 O0s3aTensHO
Brirouenue 0osee 8 OKTETOB HCXOMHOU JeTarpaMmbl 322 BosmoxHO
BxiroueHne noay4eHHBIX OKTETOB 322 O0bs3aTensHO
[epenava coodmienuit ICMP Error TpaHcmopTHOMY pOBHIO 322 O0s13aTeIEHO
[Tepenaua coobuenuit ICMP ¢ TOS=0 322 Pexomennyercs
[epemava coodmienuit ICMP 06 ommbkax mis:
- coobmenuit ICMP 06 ommbkax 322 Henonyctumo
- IIMPOKOBEIIATEIbHBIX U TPYIIOBBIX NakeToB [P 322 Henonycrumo
- IIMPOKOBEILATEIbHBIX TAKETOB KAHAJIBHOTO YPOBHS 322 Henonyctumo
- (pparMeHTOB, HE SABIIAIOMINAXCS MEPBEIMU 322 Henonyctumo
- IefTarpaMM C HEyHHKAJIbHBIM a/IpECOM OTIIPaBUTENS 322 Henonyctumo
Bosepat coobmennii ICMP 06 ommbkax (eciu He 3alpeiieHo) 3.3.8 O0s13aTETEHO
IMomyuarens HenoctyneH (destination unreachable):
T'enepamus destination unreachable (kox 2 u 3) 3221 Pexomennyercs
Tlepenaua destination unreachable Ha BepxHHE ypoBHH 3221 O0s13aTesbHO
JeiicTBusa BepXHHUX ypoBHeH 1 destination unreachable 3221 Pexomennyercs
Wnrepnperamus dest. unreachable mumis kak coBera 3221 O0s13aTessHO
Redirect:
Xoct noceutaer Redirect 3222 He pexomennyeres
OOHOBIIEHHE K3MIIA MapIIPYTOB TIpH monydennn Redirect 3222 ObszarenbHo
O6c¢nyxusanne Redirect s xocTa u cetu 3222 ObszatenbHo
Or6paceiBanye HEKOPPEKTHBIX coobmenui Redirect 3222 Pexomennyercs
Source Quench:
IMepenaua Source Quench npu HexBaTKe OyhepoB 3223 BosmoxHO
Ilepenaua Source Quench Ha BepxHHUil yoBeHb 3223 O6s13aTensHO
BospneiitcBue BepxHero ypoBHs Ha Source Quench 3223 Pexomennyercs
ITepenaua Time Exceeded na BepXxHMil ypoBeHb 3224 O0s13aTeNBHO
[MpoGnems! ¢ mapameTpamu:
[lepenaua coobuieHuii Parameter Problem 3225 PexomeHnnyercs
Ilepenaua Parameter Problem Ha BepxHUii ypoBeHb 3225 O0s3aTeNbHO
Iepenaua coobmienuit Parameter Problem monb3oBatento 3225 BosmoxxHo
ICMP Echo Request/Reply:
DX0-cepBep U 9XO-KIHEHT 3.22.6 O0s3aTenpHO
IX0-KIUEHT 3226 Pexomennyercst
Ot0paceiBanne Echo Request amst mmpokoBenmaTeIbHbIX aIpecoB 3226 BosmoxnO
Ot6paceBanmne Echo Request amst rpynmoBbIx aapecos 3226 Bo3moxuO
Vcnonp3oBanue ykaszaHHoro agpeca ornpasutens B Echo Reply 3226 O0bs3aTenpHO
Coxpanenue nanHbIX B Echo Reply 3226 O0s3aTensHO
IMepenaua Echo Reply Ha BepxHUii ypOBEeHb 3226 O06s3aTesIbHO
Otpaxkenue onuuii Record Route, Time Stamp 3.22.6 Pexomennyercs
WuBepcus u orpaxenue onmuu Source Route 3226 O0s3aTesIbHO
ICMP Information Request/Reply 3227 He pexomenayercst
ICMP Timestamp/Timestamp Reply: BosmoxHO
MuHMMH3AIHS BAPUALMI 3a1EPKKHA 3228 Pexomennyercs™
Ot6OpaceiBanre 0e3 yBeJOMIICHHUS IIHPOKOBEIATENbHBIX TakeToB Timestamp 3228 Bo3moxHO™
OrGpachiBanye 6e3 yBEIOMJIEHUS IPyMIOBBIX Timestamp 3.22.8 Bosmoxno*
Hcnonp3oBanue yka3aHHOTO ajpeca kKak ormpasutens TS Reply 3228 OGs3arensHo™
Orpaxenue ommii Record Route n Timestamp 3.22.8 Pexomennyercs™
OO6pamieHne U oTpakeHne onuun Source Route 3228 O0s3aTenpHO
I[lepenaua Ha BEPXHUM YPOBEHD 3.22.8 Ob6si3arensHo™
Brimonnenne npaBui 1 “CTaHAAPTHBIX 3HAYCHHI 3228 O6s3atensHo™
ICMP Address Mask Request/Reply:
Hacrpoiika ucrounnka norydesust Address Mask 3229 O0s3aTenEHO
IMoxnepskka craTHYecKol KOH(PHUIypaluH aIpecHBIX MacoK 3229 O06s3aTesIbHO
JluHamMIyecKoe MOoJTy4eHHe MacKu TpH 3arpy3Ke 3229 BosmoxHO
[Monydenune macku ¢ momornipio Addr. Mask Request/Reply 3229 BosmoxHO
[loBTOpHAsA mepenaya 3ampoca Npu OTCYTCTBUU OTKIMKA 3229 O6si3atensHo™
Hcnonb3oBaHre Mack MO YMOJIYaHHUIO IPU OTCYTCTBUU OTKIIMKA 3229 Pexomennyerca’®
OOGHOBIIEHHE MAaCKH MOCJIE TOTYyYESHHs HePBOro OTKIHKA 3229 Ob6s3arenpHO™
Pazymnas nposepka mMacku 3229 Pexomennyercs
HeynonnomouenHnas nepenava otkiankoB Address Mask Reply 3229 Henmonyctumo
SIBHOE yKa3zaHHE YIIOJIHOMOUYCHHBIX arcHTOB 3229 O0s13aTesIbHO
Craruyeckas koHdpurypamus => daar Addr-Mask-Authoritative 3229 Pexomennyercs
[upoxosemarensHas nepegada Addr. Mask Reply npyn naumanm3annn 3229 OGs3arensHo™

*ToNBKO NPH PeATN3ALHH OIILHH
*SEciy ONIUs peanu3oBaHa U BKIIOYEHA.
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Dynkyusn Hapazpagh Tpebosanue
MapmpyTH3anus HCXOIIIIHX JedTarpamMM:
Vcnionb3oBanne Macku IpH BEIOOPE JIOKAJIBHBIN/ Y JaIeHHBIH 33.1.1 O0s3aTenbHO
PaboTa ¢ noaxIr0o4eHHO! CceThIo Oe3 1uTr03a 3.3.1.1 O0s13aTeNbHO
Moxnepsxka xama st Ommkaimmx (next-hop) mumo3os 3312 O0s3aTensHO
OnunakoBas TpakToBka Host/Net Redirect 33.1.2 Pexomenayercs
Hcnons30BaHne MITIO3a 10 YMOTYAHUIO MIPU OTCYTCTBUH 3aITUCH B KAIIIE 33.1.2 O0s3aTenEHO
[Monnepxka MHOXKECTBA “IIIIO30B MO YMOJTYAHUIO” 33.1.2 O0s13aTeTEHO
[onnepxka TaOMUIBI CTATHYECKUX MAPIIPYTOB 33.1.2 BosmoxnO
®rar: BO3MOXKHOCTH TIepENHCHIBaHUS MapuIpyTa myTeM Redirect 3312 Bosmoxzo
Hcnonp3oBanne B Ka4eCcTBE KIIOYA afpeca XOCTa, a He CETH 33.13 BosmoxHO
Bximrogenne TOS B K311 MapmpyToB 33.13 Pexomennayercs
Bo3moxHOCTE 00HApYKeHHUS COOEB B CIEAYIOLIEM LIUTIO3¢ 33.14 O0bs3aTensHO
[Mpenmnonoxenue o MOCTOSHHON HOCTYITHOCTH MapuipyTa 33.14 He pexomennyercs
HenpepriBHOE Hcnonbp30BaHKE ping IS IIUTIO30B 33.14 Henomyctumo
ping ucmonp3yeTcs TOJNBKO MPH nepeaade Tpaduka 33.14 O0s3aTenEHO
ping ncnosb3yercs TOIbKO NPH OTCYTCTBUH MO3UTHBHBIX aHOHCOB 33.14 OO0s13aTeNBHO
AHOHCBHI OT BEpXHUX W HIDKHUX YPOBHEH 33.14 Pexomennayercs
CmeHa “ymepiiero” 1muio3a 1no yMoJI4aHHio 33.15 O0s13aTeIEHO
Bo3MoxHOCTE BBOZIa KOHQUTYpPAIIMOHHBIX MApaMETPOB BPYUHYIO 33.1.6 O0bs3aTensHO
Oparmenranys 1 coopka
Bo3MokHOCTE COOPKH BXOIAIIUX JeHTarpaMm 3.3.2 O0s3aTENBHO
ITo xpaifneil Mepe nedTarpaMmsl pazmepoM 576 GaiitoB 332 O0s3aTenbHO
HacrpanBaemoe mim HeorpannueHnoe 3HadeHne EMTU_ R 332 Pexomennayercs
Bo3MoXHOCTH TpaHCTIOPTHOTO YpOBHSI BRIACHATE MMS R 332 O0s13aTeIEHO
[epemaga ICMP Time Exceed npu TalimM-ayte Bo BpeMs cOOpKU 332 O0s3aTensHO
ODuKCHPOBaHHEINH TaliM-ayT I COOPKU 332 Pexomennayercs
[lepemaua MSS S Ha BepxHHE YpOBHU 333 O0bs3aTensHO
JlokaneHas pparMeHTaUs UCXOAAIINX TaKETOB 3.33 Bo3MoxxHO
WM OTKa3 OT Iepenadu nakeros > MSS S 333 O06s3aTensHO
Ilepenaua He Gonee 576 GaiiTOB 3a MpeAEBI CETH 333 Pexomennayercs
Kondurypauumonnsiii ¢pnar All-Subnets-MTU 333 Bo3MoxHO
MHOTrOIOMHBIE XOCTHI:
OTBeT B TaKMM XK€ aPecoM, KaKk yKa3aHHBIN ajipec MoixydaTels 3342 Pexomennyercs
B03MOXKHOCTB [UISl IPHIIOKEHUH BEIOMPATH JIOKAJIbHEIE aapeca [P 3342 O0s3aTensHO
OTtOpackiBaHue neiiTarpaMM Ha “HEKOppeKTHOM™ mHTep(detice 3342 BosmoxxHo
[lepemaya nmeirarpaMM TOJBKO Yepe3 “TIpaBUIIBHBIN UHTEpGEiic 3342 BosmoxHo’
[Tepecvimika SOURCE-ROUTE:
Iepecpuika neiirarpamm ¢ onmueit Source Route 335 BosMoxHO™
BrinonHeHrne COOTBETCTBYIOIMX MIPABUII IS IILUTIO30B 335 OGs3aTensHo™
O6noBenne TTL ¢ IOMOLIBIO MPABKII ILTHO3a 3.35 O6s3arenbHO™
Bo3morxxHOCTh reHepanny koo ommbok ICMP 4, 5 335 OGs3arensHo™
[P-anpec oTnpaBuTEINs HE YKa3bIBAET HA JIOKAJIBHBIM XOCT 335 BosmoxHO™
Oo6noenenne onnuii Timestamp, Record Route 335 OGs3arensHo™
HactpauBaemsblil epekiiouaTesb s HENOKAIbHBIX SRing 3.35 O6si3arensHO>
Ilo ymom4aHUIO OTKIIOYEHO 335 OGs3arensHo™
BemonHeHne npaBuIl I0CTyNa K MUTI03Y s HelOKaIBHBIX SRing 335 O6si3arensHO>
Ecnu ne nepecsutaeM, ucrons3oBaTh onmuio Dest Unreach (5) 335 Pexomennyercs®
[upokosemanue:
[upoxoBemaTenbHbIil [P-agpec oTnpaBuTens 3213 Henmomyctumo
HopmanbHbIi pHeM LHPOKOBEIAaTeNbHbIX AeiTarpamm dopm. 0 1 -1 3.3.6 Pexomennyercs
Omnuus nepenadu mMupokoBenl. aedrarpamm ¢opwm. 0 u -1 3.3.6 BosmoxnO
ITo ymonuanuto dopmar -1 3.3.6 Pexomenayercs
PacnoznaBanue Bcex (pOpMaTOB HIMPOKOBEIIATEIBHBIX aIpPECOB 3.3.6 O0s3aTensHO
Vcronb30B. TpyNIOBBIX/IIMPOKOBEIIATENBHBIX aapecoB [P B mMpokoBen]. KaHaIbHOTO YPOBHS 3.3.6 O0s3aTeNbHO
OTtOpaceIBaHKE JedTarpaMM TOJIBKO C HIMPOKOBELIATENbHBIM apEcOM KaHAaJIbHOTO YPOBHS 3.3.6 Pexomennyetcs
HUcnons3zoBanue aapecoB Limited Broadcasct aiist moakiroueHHBIX ceTeit 3.3.6 Pexomennyercs
I'pynmoBas ampecarust:
IMomnepkka okampHOM TpynmoBoit aapecarun [P (RFC 1112) 3.3.7 Pexomenayercs
Honnepxka IGMP (RFC 1112) 3.3.7 BosmoxnO
[Mpucoenunenue rpynms all-hosts mpu crapre 3.3.7 Pexomennyercs
Ionnepxka uaTepdeiica ¢ BEpXHUM YPOBHEM 3.3.7 Pexomennayercs
Wurepoeiic:
Bo3M0XHOCTB UCIIONB30BATh BCe MeXaHM3MbI [P Ha TpaHCTIOPTHOM ypOBHE 34 O06s3aTensHO
INepenaya npentudukaropa nHTEpdeiica Ha TPAHCIIOPTHBIN YPOBEHD 34 O0s3aTeNbHO
Ilepenaua Bcex omnuumii IP Ha TpaHCTIOPTHBIN ypOBEHB 34 O0s3aTenbHO
TpaHCTIOPTHEIH YPOBEHb MOXKET IepenaB. HeKoTopble coobmenus ICMP 34 O0s3aTenbHO
Iepenaya 3amanneix coobmenuii ICMP Ha TpaHCTIOPTHBINH YpOBEHD 3.4 O0s13aTeIEHO
Bkimrouenne 3arosnoska IP + 8 mm Gonee oxreToB 34 O0s3aTenbHO

*’Eciy He UCTIONB3YIOTCs BCTPOCHHbIE (PYHKIMH MaplIpyTU3aTopa Win source routed.
3310 TpeGoBaHKe U3MEHETCS U AeiTarpamm, conepxkamux coodmenuii ICMP 06 ommbkax.
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4. TpaHcnopmHbIe MPOMOKOJIbI

4.1 MNMpoTokon nonb3oBaTenbCckux gentarpamm UDP
4.1.1 BeedeHue

Ilpotokon momb3oBarenbekux —aedrarpamm  UDP*  [UDP:1] ofecneuuBaeT Jumb MHHAMAIBHBIA  TPAHCHOPTHBIA — CEPBHC -
HErapaHTHPOBAHHYIO JIOCTaBKY AEHTarpaMm - W MPeJOCTaBIISeT MPUIOKESHUSIM MPSIMON JOCTYH K ciyxOe aedtarpamm yposus IP. UDP
HCTIONB3YeTCs MPHI0KEHUAMH, KOTOPBIM HE HYXEH BBICOKHI ypoBeHb cepBuca TCP, mmm TpeGyeMble NPHUITIOKEHNIO KOMMYHHKAIHOHHBIE
ciy0b1 He oanepkuBarorcs nporokosnioM TCP (HanpuMmep, rpynnoBas WK MHPOKOBENaTeNIbHAS aApecanus).

IIpotoxon UDP He no6aBiseT mOYTH HUYETO K Ciryk0aMm ypoBHs [P - numb moaiep Ky KOHTPOJIBHBIX CYMM U MYJIBTUILUICKCHPOBAHUE 110
HoMepaM roptoB. CienoBarelibHO, NPUKIIAIHbIE IporpaMMbl, uctonb3yomue UDP noipkHBI camu peraTh Bce 3a1a4yn CKBO3HOTO oOMeHa
JAHHBIMHU, KOTOPBIE OOBIYHO OOCITY’KHUBAIOTCSI TPOTOKOJIAMH, OCHOBAaHHBIMU Ha COEIUHEHUSX (T. €., 00ecrednBaTh MOBTOPHYIO Mepenady
IIpU Heyjadax, yNpaBJIsATh NOTOKOM JaHHBIX, KOHTPOJIHMPOBATh HackimieHWe U T. m). CIoXHOCTh B3amMonercTBusi Mmexay IP u TCP
3aMEHSETCS Ha CII0KHOE B3aumojencTeue Mexxay UDP u npuiioskeHusiMu, ncnomb3yromumu nporokon UDP.

4.1.2 O6wue sonpocsbi

B criermdukarm UDP omm6ku 0TCYTCTBYIOT.

4.1.3 YacmHsbie eornpochbl
4.1.3.1 MNMopTbl

Xoporo ussectHbie mopThl UDP MOIUMHAIOTCS TEM K€ TPaBUiIaM, YTO U XOpoIuo u3BecTHbie*” moptel s nporokoia TCP (cMm. maparpad
4.22.1).

Ecmu npunsTas neiitarpamMa aapecoana mopty UDP, mis kotoporo wet mpocnymmBanus (LISTEN), npotokony UDP pexkomennyercs
nepenats coobmenne ormpasutento ICMP Port Unreachable.

4.1.3.2 Onuun IP

IIporoxon UDP mosaxen nepenaBath NpUKIAIHBIM IporpamMMam Bee oniuu [P, nonydyennsie ot ypoBHs IP.

IIpunoxeHusM AOIKHA IPEAOCTABIATHCA BO3MOXKHOCTH ycTaHOBKU onuuil IP mns nepenaBaembix geditarpamm UDP u mporokon UDP

JI0JIZKeH TepeslaBaTh ATH ONIMHK ypoBHIo IP.

Oo0cy:xaenue:
B nacrosmee Bpems uepe3 UDP nepenarorcs Tonsko omuun Source Route, Record Route u Time Stamp. Onnako B Oyaymiem 4ucio
TaKUX ONIUN MOXET OBITh pacIIMpeHo (HampuMmep, 3a cueT ommuid OezomacHocTr IP) m peanmmsanmm nporokona UDP, mostomy, He
JIOJDKHBI JIeJIaTh KaKHX-1M00 MpeAnosIoxkKeHUi o popmaTe WM COAEPKUMOM IIepeaBacMBbIX OIMLIHUH.

IMpunoxennsm Ha ocHoBe UDP MokeT moTpeOoBaThCS ModydeHHe HHPOPMALUK Source route u3 JedTarpaMM C 3allpoCcaMy M YCTAaHOBKa
00paTHOTO MapIIpyTa B IIePeAaBacMBIX OTKIHKaX.

4.1.3.3 CoobueHus ICMP

IIpotoxon UDP momkeH mepenaBaTh Ha ypOBeHb NpmiokeHUil Bce coobmeHuss ICMP 06 ommbkax, moxydeHHble oT ypoBHsS IP. [lns

peanu3anuu 3TOro MOXKeT UCTIONB30BaThCs BhI30B mporenypsl ERROR _REPORT (cm. 4.2.4.1).

OO0cy:xaenue:
OtmeTuM, 4To coobuieHuss ICMP 06 ommbkax B pesynprate nepenaun aeritarpamm UDP npuHuMarotcs acuHXpoHHO. [Ipunoxkenust Ha
6aze mporokosna UDP, xemaromue nomydars coobmenuss ICMP 06 ommOkax, caMu OTBEHYaroT 3a MOJJEP)KKY COCTOSIHHSI, KOTOpOE
obecreynT JeMYIbTUIUIEKCHPOBAHUE TPUHATBIX COOOLIEHWH (HampuMep, IporpaMMa MOXET COXPaHATh ONEpaluio MpHema
He3aBepIIeHHOH). [IpunoskeHns TakKe OTBEUAlOT 3a MPEJOTBpalIeHHE KOH(MIMKTOB B pe3yibrare 3amepkku coodmenuit ICMP o6
OLLII/IGKaX IO MPUYHHE 3aHATOCTH IIOPTOB.

4.1.3.4 KoHTponbHble cymmbl UDP
XOCT 10JIKeH MOAePKUBATh MEXaHW3MBI TeHepalluy U NMPOBepKH KOHTPoNbHBIX cyMM UDP. IpunoxkeHuss MOTyT yIpaBisTh IIPOLECCOM
reHepanuy KOHTpoabHEIX cyMM UDP, HO 10 yMOTYaHUIO TPOTOKOI A0JI2KEeH CaMOCTOSATENIbHO paboTaTh ¢ KOHTPOJIBHBIMU CYMMaMH.
Ecmu npunaras gefitarpamva UDP cogepKUT OTIMYHYIO OT HyJIs M HEKOPPEKTHYIO KOHTPOJIBHYIO CyMMy, mpoTokol UDP posken
OTOpPOCHUTH TaKkylo JAedTarpammy 0e3 yBegomieHus. [IpuinoskeHust MOryT yIIpaBisTh pelieHneM Bompoca 06 oTOpackiBaHUM AeiiTarpaMm 0e3
KOHTPOJIBHOH CYMMBI.
OO0cy:xaenue:
Hexotopsie mpunoxkeHust, MpUMEHsIEMble NPEUMYIIECTBEHHO B JIOKAJIBHBIX CETSIX, MOTYT OTKIIOYAaTh HCIOJIB30BAaHHE KOHTPOIBHBIX
cymMm UDP B nensix moBbILIGHHST TPOU3BOUTEILHOCTH. B pe3ynbTare 3TOro Mo)KeT BOZHHKAaTh MHOXECTBO OIIHOOK, IPHPO/ia KOTOPBIX
He Oynet onpeneneHa. DhpeKTHBHOCTS PabOTHI C OTKIIOUEHHBIM MEXaHU3MOM KOHTPOJbHBIX cymMM UDP Becbma criopHa.

Peanuzanus
B peammsammm koHTponbHBIX cyMM UDP wacto nmomyckaioT omHy W Ty ke omuOky. B ornmume ot koHTpombHBIX cymm TCP
KOoHTpoJbHBIe cyMMBI UDP He ABIAI0TCS 0043aTeNbHBIME - HyJIEBOE 3HaYCHHE MOJIST KOHTPOJIBHOH cyMMBI B 3aroioBke UDP rosopur
00 OTCYTCTBHM KOHTPOJIBHOM cyMMbl. Ecim oTnpaBuTens moigydaeT A KOHTPOJIBHOW CyMMBI peanbHOH aeiirarpammbl UDP HyneBoe
3HaUCHUE, OH JOJDKCH YyCTAHOBHUTH B IT0JI€ KOHTPOJBHOW CyMMBI 3HadeHHe 65535 (Bce OuThI MMeroT 3HadeHue 1). OT momydarens He
TpebyeTcsl B TaKUX CIIydasiX KakHX-JHOO HOMOJHUTEIbHBIX ACHCTBUI, MOCKONbKY 3HaueHus 0 u 65535 SKBUBaJICHTHBI ¢ TOYKH 3PEHUS
apu(pMETHKH C TOTOJIHEHHEM 10 1.

4.1.3.5 MHorofaomMHble xocTbl UDP
IIpu nmonyuenun nedirarpammbel UDP yka3anHbl azxpec mosrydaTens J0JKeH IE€pelaBaThCsi HAa YpPOBEHb NpuiokeHui. Ilpuknanneie
IIPOrpaMMBbI AOJZKHBI IMETh BO3MOXKHOCTB yKa3bIBaTh [P-anpec oTmpasuresns npu nepenade aeiirarpamm UDP mmm octaBisTs mose agpeca
MyCTBIM (B 3TUX CIy4asix CETeBbIe MPOrPaMMBbI JOJDKHBI YKa3aTh MOAXOIAIINN afpec oTnpaBuTens). Pekomenayerces obecreunBaTs Criocod
nepeadyl BBHIOPAHHOTO ajpeca OTIPABUTENs Ha TPUKIAAHOW ypoBEeHb, YTOOBI MpoOrpaMMma MOIJIa MO3[HEE IOoNTydaTh OTKJIMK Ha
JeiTarpaMMy TOJIBKO OT COOTBETCTBYIOILIETO HHTepdeiica.
Oocysxnenue:
[TpunoxkeHnss Ha OCHOBE 3alPOCOB/OTKIMKOB, HMCHOJb3yloume npotokoil UDP, NomkHBI ycTaHaBIMBATh Ul OTKIMKOB B KauecTBE
azipeca OTHPABUTENS TOT XKe aJpec, KOTOPBIA OBLT 33/1aH AT MoTydaTelts 3anpoca (cM. maparpad “O6mue Bonpockr” B [INTRO:1]).

¥User Datagram Protocol
“well-known
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4.1.3.6 HekoppekTHasa aapecaums

Heiitarpammel UDP, mpuasTBe ¢ HEKOppeKTHBIM [P-agpecom ormpaButens (Hampumep, IIMPOKOBEIIATENBHBIA WM TPYHIIOBOH ajapec)
AOJKHBI 0TOpackBaThesl HAa ypoBHe UDP mmm IP (em. 3.2.1.3).

Korma xoct nepenaet aeiirarpammy UDP, B kauecTBe agpeca oTIpaBHUTENs AOJIKEH UCTIONb30BaThCs [P-anpec (oauH U3 BO3MOXKHBIX ) 3TOTO
XOCTa.

4.1.4 Uumepgpelic mexxdy ypoeHem UDP u npuknadHbIM ypoeHeM

Nutepdeiic mexxny npunoxenusmMu 1 UDP moskeH mosiHOCTBIO obecrieynBaTh CIyXObl, omucaHHble B nmaparpade 3.4. Takum oOpasowm,
npunoxeHussM Ha ocHoBe UDP tpeGyrotest ¢pynkmmn GET SRCADDR(), GET _MAXSIZES(), ADVISE DELIVPROB() u RECV_ICMP(),
omucannele B 3.4. Hampumep, ¢ynkums GET MAXSIZES() moxer HCHONB30BaThCsl ISl ompereieHHs 3((GEKTHBHOIO 3HAYCHUS
MaKCHUMabHOTo pa3mepa aeifrarpamm UDP mins koHKpeTHO#H Tpoliku {uHTepdeiic, ynanenusii xoct, TOS}.

IIporpaMmBbl NPUKJIAAHOTO YPOBHS JOJIKHBI UMETh BO3MOXHOCTb ycTaHoBKHM 3HaueHuil TTL u TOS, a taxxe omuuii IP npu nepenaue
nerrarpaMmMm UDP u ycraHOBIIEHHBIC 3HAYECHHUS JOJIKHBI IIPO3pavHO HepenaBaThesa Ha yposeHb IP. UDP moxer nepenaBaTh NONMy4eHHBIE
3HayeHus TOS Ha ypoBeHb IPUIIOKEHUH.

4.1.5 TpeboeaHusi k npomokosty UDP

Dynkyusn Ilapazpadgh Tpeoosanue
UDP nepenaer coobmenust Port Unreachable 4.13.1 Pexomennyetcs
Ornumu 1P B UDP
Ilepenava noxy4eHHBIX OMIMIA HA YPOBEHb NPUIIOKEHHHA 4.13.2 O06s13aTeIEHO
[IpunoxeHuss MOTYT YCTaHaBJIMBaTh OMLUY MPH Nepeaaye 4.13.2 O06s3aTensHO
UDP nepenaer onuu Ha ypoBeHb [P 4.13.2 O0s13aTeIIEHO
[epenaua coobmenuit ICMP Ha npukiagHoil ypoBeHb 4133 O0s3aTeIEHO
Konrponbshsie cymmsr UDP:
I'enepanus u mpoBepka KOHTPOJIBHBIX CYMM 4134 O0s3aTeIEHO
OTOpachiBaHKE JeiTarpaMM ¢ OIMUOKOM B KOHTPOJIBHOW CyMMe 4134 O06s13aTeIEHO
Ilepenaua aeifitarpamm 0e3 KOHTPOJIBHON CyMMBI 4134 Bo3moxHO
Ilo ymom4aHuIO KOHTPOJIbHAS CyMMa UCIOIb3YETCS 4134 O0s13aTenbHO
[IpuemHHK MOKET TpeOOBaTh KOHTPOIBHYIO CYMMY 4.134 BosmoxHO
MmuorogomMusie XxocTsl UDP:
Ilepenaua yka3zaHHOTO agpeca MOMy4aTens NPHIOKECHUIM 4.13.5 O0s3aTeIEHO
Bo03MOXHOCTB 3aJaHHs JTOKAJIBHOTO a/ipeca OTIPABHUTEN Ha IMPHUKIATHOM yPOBHE 4.135 Obs3aTensHO
Bo3moxHOCTB 3aganus madioHa JOKaIbHOTO agpeca OTIPABUTEIIS HA MPHKIATHOM YPOBHE 4.13.5 O0s3aTeIEHO
YBenomiieHHEe MPUKITAL. YPOBHS 00 HCIIOIB3YEMOM JIOKAIEHOM afipece 4.13.5 BosmoxHO
JeiitarpamMmmel ¢ HekoppeKTHBIM [P-anpecom otnpasureins oropaceiBatotcss UDP/IP 4.13.6 O0s3aTenbHO
[Ipu nepenaue geiTarpaMM HCHOIb3YETCA TONBKO KOPPEKTHBIN. aapec IP 4.13.6 Obs3aTensHO
Ciyx06s1 uaTepdeiica UDP ¢ npunoxeHusIMu:
Honuerii uatepdeiic IP (cm. 3.4) ans nprnoxeHuit 4.14 O06s13aTeIEHO
Bo3moxHocts 3aganus TTL, TOS u onumii IP npu nepenaue 4.14 O0s3aTeNLHO
[lepenaua npunsaToro TOS Ha ypoBeHb NPUIIOKCHUN 4.14 BosmoxHO

4.2 MpoTokon ynpaBneHusa nepeaaven - TCP
4.2.1 BeedeHue

[Iporokon ynpasnenus nepenaueii - TCP (Transmission Control Protocol) [TCP:1] npencraBnsier co0oif TpaHCTIOPTHBIA MPOTOKOJ CTEKa
Internet s pabotsl ¢ BUpTyanbHbIMEH coexuHeHHsMH. TCP o0ecrmeunBaeT rapaHTHPOBAHHYIO JOCTAaBKY C COXPaHCHHMEM IIOpsIKa JUIs
MOJHOAYTIJIEKCHBIX TIOTOKOB MAaHHBIX (OKTeThl wMnu Oaittel). IIporoxon TCP wucnonbsyeTcs TeMu HpPUIOKEHHAMH, KOTOPBIM HYXEH
OpPHEHTHPOBAHHBIH HA COEAWHEHMs TPAHCIIOPTHBIA CEpBHC C TapaHTHUEH MOCTaBKU (HampuMep, dnekTpoHHas moura SMTP, mepemaua
¢aiinos mo nporokony FTP, cinyx6a BupTyanpHbix TepmuHaioB Telnet); TpeOoBaHus K TAaKHMM MPOTOKOJIAM MIPUKIIAJHOTO YPOBHS OMUCAHBI
B padote [INTRO:1].

4.2.2 O6bwue sonpocsbl

4.2.2.1 Xopouwo ussectHble (Well-Known) noptbi: RFC 793, naparpad 2.7

O0cy:xnenne:
TCP pesepsupyer HoMepa oT 0 10 255 i XOpOIIO M3BECTHBIX*! MOPTOB, KOTOPBIE CIYKAT IS MCIIOIb30BAHUS CTAHIAAPTHBIX CIYKO
gepe3 Internet. OcTanpHBIe HOMEpa MOPTOB MOTYT CBOOOAHO pacHpeneNsiThesl MEXIy MPUKIAJHBIMH IpomeccaMu. Tekymuil cricok
XOpOIIO M3BECTHBIX MOPTOB MOXKHO HalTH B mokyMmeHTe Assigned Numbers [INTRO:6]. [Ipennocsuikoit 3a1annst HOBEIX HoMepoB well-
known siBistercst moaroroBka RFC mnst HOBOI Cy»k0BI, JOCTaTOYHO AETANBEHO ONMHCHIBAIOIIETO CEPBUC [Tl 00ECTICUSHNST BO3MOKHOCTH
€ro peasn3aliH.

HeKOTOpLIe CHUCTEMBI BBIACIIAIOT €IIC OOHY 001acTh IIOpTOB TCP - 3apE3€PBUPOBAHHBIC ITOPTHI, KOTOPLIC 00BIYHO HCIOJB3YIOTCA I
CUCTCMHBIX 3aJad. HaHpI/IMep, 3ape€3C€pPBUPOBAHHLIC TMOPTHI MOTYT 3aHUMATb HOMEpa OT 256 J0 HEKOTOpPOro 3HAa4Y€HUs, IMPUHATOIO B
ﬂaHHOﬁ CUCTEMEC. HeKOTOpBIe CHUCTEMbI HMCIOJIB3YIOT 3alllMTy XOPOIIO M3BECTHBLIX W 3ap€3€PBHUPOBAHHBLIX IIOPTOB, IO3BOJIAA JIUIIb
NPUBUIICTUPOBAHHBIM IIOJIL30BATEIAM OTKPBIBATH COCAWHCHUSA TCP ¢ ucnons30BaHHEM 3THX TIOPTOB. Taxkas M€pa BE€CbMa pasyMHa,
€CJIM XOCT HE ACJIacT Hpe[[HOJ'IO)KeHPIﬁ, YTO APYTUE€ XOCThI UCIOJIL3YIOT NOPTHI ¢ MIaJIIMMU HOMEpaMU aHAaJIOTUYHBIM 06pa30M.

4.2.2.2 Ucnonb3oBaHue dnara Push: RFC 793, naparpac 2.8

Korna npunoxxenne ucnons3yer cepuro Bb3oBoB SEND 6e3 ycranoBku ¢urara PUSH, TCP moxkeT 00beqUHATE (arperupoBaTh) AaHHBIE
BHYTPEHHHMH CpPE/ICTBaMHM, He mepenaBas ux. [1omoOHO 3ToMy mpH mosydeHuH cepun cermeHToB 6e3 6uta PSH, TCP moiker momeniath
JTaHHBIE BO BHYTPEHHIOIO OYepens 0e3 mepead uX MPHHUMAIOIEMY TIPHIOKEHHUIO.

bur PSH He sBisercs MapKepoM 3allUCH M HE CBs3aH C IpaHUIIAaMH CEIrMEHTOB. [lepenartymky pekomeHayercsi yzaausiTh (collapse)
nociueoBatenbHble OuTel PSH npy makeTHpoBaHny JaHHBIX IS IIEpeladdl CETMEHTOB MAaKCHMAJIBHOTO pa3Mepa.

“'well-known
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TCP moxer peanusoBats ¢urarn PUSH npu Be3oBax ¢ynknnu SEND. Ecimm ¢nmarm PUSH me peanmsoBansl, TpeOyeTcst BEIIOIHEHHE IBYX
ycnoBuii ipu nepenaue TCP: (1) Oydep maHHBIX HE HODKEH OBITH OCCKOHEUHBIM U (2) M0JIKeH ycTaHaBiauBaThcsi Out PSH B mocneanem
Oydepr3oBaHHOM CerMeHTe (T. €., IPH OTCYTCTBUH B OUYEPEAN JAAHHBIX UL IIepeiadn).
B RFC 793 na ctpanunax 48, 50 u 74 ommbOYHO yKa3aHO, 4TO NpUHsATHIA OuT PSH nomkeH mepenaBaThCs MPHUKIATHOMY YPOBHIO -
nepeiada PHUKIATHOMY YPOBHIO IomydeHHoro ¢iara PSH He sBiseTcst 00g3aTenbHOM.
Ot npukiIagHbIX nporpaMM Tpebyercst ycranoBka ¢iara PUSH npu Bezose SEND, ecnnt TpeOyercs hopcrpoBaTh JOCTaBKY BO M30eKaHUE
npoctost coequHenus. OnHako npotokory TCP pekomenayeTcs 0 BO3MOXKHOCTH HepeaaBaTh CETMEHTHI MAKCHMAIBHOTO pa3Mepa B HEIIX
TTOBBIIICHHS POU3BOUTEIBHOCTH (cM. 4.2.3.4).
Oocy:xaenue:
Korna ¢mar PUSH se peanusoBan mis Bo3oBoB GyHkuun SEND (1. e., untepdetic mexay npuknaausiv ypoaeM n TCP ucnons3yer
MOTOKOBYIO MOJIENIb B YHCTOM BHE), OTBETCTBEHHOCTh 33 OOBEIWHEHHE HEOONBIINX (ParMEHTOB JAHHBIX B CETMEHTHI Pa3yMHOTO
pa3Mepa YaCTHIHO JIOKUTCS] HA YPOBEHb MPUIIOKEHHH.

B obuiem ciyyae MHTEpaKTUBHBIM HPHKIATHOH IPOTOKON AOJDKeH ycrtaHaBiuBaTh (uiar PUSH mo kpaitHeil mMepe npu mociienHeMm
Be3oBe SEND u1s kaxkzoif ocaeoBaTebHOCTH KOMAH/I WM OTKIMKOB. [IpOTOKOINEL, mepepatonue Oompme 00beMbl JaHHBIX (THITa
FTP), momxubl ycranaBnmeath ¢uar PUSH s nocnemnero cermeHTta (¢aina wim HpH  BO3HMKHOBEHHHM HEOOXOIMMOCTH
TIPEIOTBPATHUTH “3acTOi” Oydepa.

Ha npuemnoit cropone 6ur PSH dopcupyer nocraBky Oydhepr30BaHHBIX NaHHBIX HMPHUKIAIHON Nporpamme (Jake IPH HETOIHOM
ucnons3oBanuu Oygepa). OtcyrcTBue (cHsATHe) 6uta PSH MoOXeT ncmonb3oBaThes A MPEIOTBPAILICHHs HEHYKHBIX OOpallleHHH K
MIPUKJIQJHBIM TIpoIieccaM, YTO MOXKET CYIIECTBEHHO ITOBBICHTEH IPOHM3BOJUTENFHOCTh (OCOOEHHO BAKHO STO ISl OOJBIIMX XOCTOB C
pasnmenenreM BpemenH). Ilepemaua 6ura PSH mpuHuMaromiel mporpaMMe IMO3BOJISCT MPOBECTH AHAJIOTHYHYHO ONTHMH3AIMI0 Ha
MIPUKIIAJHOM ypOBHE.

4.2.2.3 Pasmep okHa: RFC 793, naparpadc 3.1
Pazmep okHa AO/KEH TPaKTOBaThCS KaK O€33HAKOBOE IIEJIOE - €CIIM OOJNBIIOEe OKHO OyIEeT MPEelCTaBIATHCS KaK OKHO C OTPUIATEIbHBIM
pazmepom, TCP mpocto He OymeT pabotaTh. PekoMeHIyeTCsI HCIOIBb30BaTh 32-0MTOBBIC MO JUIS pa3Mepa OKHa Mepeladd U mpHeMa B
3aIlUCH C TapaMeTpaMH COCTUHEHUSL.
Oocy:kaenue:
H13BecTHO, uTO Moje pa3Mmepa okHa B 3arosioBke TCP cimimkom mano Ais BBICOKHMX CKOpocTeil u myTedl ¢ Gonbinol 3amepixkoil. s
pacmmpenust okna TCP ompenenens! skcnepuMmeHTanbHbIe ommu (cM. Hanpumep, [TCP:11]). C yderom Takoro pacmmpeHust IpH
peanuzanuun TCP crienyer paccuuThiBaTh Ha 32-OUTOBBIEC 3HAUEHHs pa3Mepa OKHa.

4.2.2.4 Yxasatenb cpoyHoctu: RFC 793, naparpadc 3.1
Bropoe mnpemioxxenue 3toro maparpada comepkKuT OomMOKY - urgent pointer yka3blBacT Ha IOPSAAKOBBII HOMeEp mHocjieqHero (a He
CIICAYIOUIETO 3a HUM) OKTETa B IIOCIEIOBATENBHOCTH CPOUHBIX (urgent) mdaHHbIX. OmucaHue Ha cTp. 56 (mocieqHee NpemIoKEHHE)
KOPPEKTHO.
IIpotokon TCP ponken noanepKuBaTh MOCIEA0BATEIBHOCTU CPOYHBIX JAHHBIX JIIOOOM TUIMHBL.
Iporoxon TCP momsken nHGOPMUPOBATH MPUKIAJHON YPOBEHb B aCHHXPOHHOM PEXHMMeE BCAKUH pa3, eciu ykasaresns Urgent mosrydeH npu
OTCYTCTBHH OKHJIAFOLINUX 00pabOTKH CPOUYHBIX IAHHBIX HIIH Urgent ynpexaaer cpouHble JaHHbIE B MOTOKE. sl MPUIOKEHUI HOJIZKEH
o0ecrieunBaThCs CIIOCO0 OIpeseNICHNsT KOJINIeCTBA OCTAIONINXCS CPOYHBIX NaHHBIX, KOTOpBIE OYIyT IPOYUTAHBI U3 COSIMHEHUS, WM, 0
KpaiiHeil Mepe, BO3MOXXHOCTh Y3HATh O HAJTMYMU TaKUX JAQHHBIX.
Oocysknenue:
Xotst mexanm3Mm Urgent MOXKET HCHOJIB30BaThCS VIS JIIOOBIX MPHIOKEHUH, OOBIYHO OH NPHUMEHSETCS Ul Hepeladyd “TipepbIBaHUN”
tna komaua Telnet (cm. maparpad Using Telnet Synch Sequence B [INTRO:1]).

ACHHXPOHHOE yBEIOMJICHHE 3a IIpefieJlaMi OCHOBHOTO KaHaia (out-of-band) OyaeT mo3BosTh NMPUIIOKEHHSIM NEPEUTH B PEXKUM urgent
IPHU YTeHUM JaHHBIX u3 coeauHeHuss TCP. DTo 1Mo3BOJISET KOHTPOIMPOBATH KOMAaHIbI, IEpelaBacMble MPUIOKEHUIO, HOPMAIbHbINA
Oydep KOTOpPOro 3amoiHeH HeoOpaOOTaHHBIMU JTAHHBIMHU.

Peanusanus
Bazosrrit Mexannzam ERROR-REPORT(), onucannsiii B maparpade 4.2.4.1 MOKET HCIONB30BaThes 11l MHOOPMHUPOBAHUS TPUIIOKCHAN
O MPpUXO0A€ BAXKHBIX JaHHBIX.

4.2.2.5 Onumm TCP: RFC 793, naparpad 3.1

IIporoxon TCP posxen obecriednBaTh BO3MOXKHOCTE moxydeHust onuil TCP B mo6om cermente. IIpotokon TCP gomkeH UrHopupoBaTh
0e3 reHepanu ommOKu Jro0sie ommuu TCP, koToprie B HEM HE peali30BaHBI, MpEAIoJaras, 4To ONIMU COAEPXKAT MOje JUTUHBI (BCe
omnpenensieMble B Oymymiem omun TCP Gynyt Taoke comepskarts moine auuHb). [Iporokon TCP gomkeH ObITh rOTOB K 00pabOTKe OmImit
HEKOPPEKTHOro (HampuMep, HyJIeBOro) pasMepa 0e3 BO3HHUKHOBEHHS CEPbE3HBIX NPOOJIEM - OAHHUM U3 BapHAaHTOB Takod 00paboTKu
sIBIIsIETCA cOpoc (reset) COeqMHEHUs] M IPOTOKOINPOBAHUE IPUIHHEL

4.2.2.6 MakcumanbHbIl pa3mep cermeHTa: RFC 793, naparpad 3.1

IMporoxon TCP g0JikeH MOANEPKMBATH OMIMM MAKCHMAIBHOTO pa3mMepa cermenta - MSS* s mpuema u nepenayn [TCP:4].

Jns TCP pexomenayercsi mepenaBats onuuio MSS B kaxnaom cermeHte SYN mpu nomydeHMH MSS, OTIMYHOIO OT NPHUHATOTO MO

YMOTYaHHUIO 3HaUeHHs 536; MOKHO TIepeiaBaTh 3Ty ONIHUIO BO BCEX CIydasX.

Ecnu ommmst MSS He monyyena npu opraHusaiuu coequHeHus:, npotokosn TCP nomkeH MCHob30BaTh NPUHATOE MO YMONTYAHHIO 3HAUCHUE

MSS =536 (576-40) [TCP:4].

MakcuManbHBId pa3Mep cerMeHTa, peanbHo nepenaBaemoro TCP - addextuBHoe 3HaueHne MSS ns mepenayd JOJKHO OBITh MCHBIIEC

MSS s mepenaun (oTpaxaeT IOCTYIHBIN pa3Mep Oydepa cOOpKH Ha YAATEHHOM XOCTE) U MAaKCHUMAJIBHOTO pa3Mepa, MOIAEPKUBAEMOTO

yposHeM IP:

Eff.snd.MSS = min(SendMSS+20, MMS_S) - TCPhdrsize - Ipoptionsize,

re:

¢ SendMSS - 3Hauenne MSS, moayd4eHHOE OT YOAJCHHOTO XOCTa WJIM MPUHATOC MO YMONTYaHHIO 3HaucHue 536. ecnu omust MSS He
ObLIa MoJTyyeHa.

¢ MMS S - makcuMalIbHBIN pa3Mep cOOOIIEHHH TPAHCTIOPTHOTO YPOBHSI, KOTOpBIE MOXKeT nepenasath TCP.

¢ TCPhdrsize - pa3mep 3aronoska TCP (o6srau0 20, HO MOXeT ObITE Oombmre 3a cueT omuit TCP).

¢ [Poptionsize - pasmep Bcex omuuii IP, xotopsie TCP Gyzner nepenasBats Ha ypoBeHb [P ¢ aTuM coobuieHneM.

3nagenue MSS, kotopoe OyzaeT nepeaano B onuuud MSS, He JODKHO OBITH OoJIbIIIe

MMS_R-20

“Maximum Segment Size
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rre MMS R - MakcHManbHBI pasMep IUIsI COOOIIEHHI TPaHCHOPTHOTO YPOBHS, KOTOpBIE MOTYT OBITh HpHHATH (M coOpansl); TCP
nony4vaeT 3HadeHuss MMS R u MMS_S ot ypoBust IP (cMm. omucanne ¢pynkimun GET MAXSIZES B 3.4).
O6cy:xaenue:
Pa3mep cermenta TCP oka3bIBaeT CyIIECTBEHHOE BIHMSHHE HA MPOU3BOAUTEIBHOCTD. YBEIMIEHHE CETMEHTOB IOBBIMIAET MPOITYCKHYIO
CIOCOOHOCTh 3a CUET CHIKEHHs 00beMa 3aroJIoBKOB B OOIIEM ITOTOKE JaHHBIX M yMEHBIICHHS BPEMEHHM Ha O00pabOTKy 3THX
3aronoBKoB. OIIHAKO, €CJIM MaKeThl CTONb BEJMKH, YTO Tpedyercs (parmentamus IP, 3¢pekTUBHOCTD CYIIECTBEHHO CHIDKAeTCA MPH
norepe Jrodoro ¢pparmenta [IP:9].

Hexoropsie peanusanuu TCP nepeparor onuuto MSS Toabko B TeX CilydasX, KOTJa XOCT-IOJydaTeldb OTHOCUTCS K HMOIKJIIOYEHHOH
cern. OxgHako B obmeM ciaydae ypoBeHb TCP MoxeT He MMeTh JOCTaTOYHO MHGOPMAINH IS ONpeAeIeHHsI TaKOW IMPHHAISKHOCTH,
MO3TOMY pa3yMHO Iepenarb ypoBHIO IP pemenue Bompoca ompeneneHus npuemiemoro 3HaueHus MTU nns mytu Internet.
Pexomenayerca ucmonp3oBaTs onmuio MSS Bo Bcex ciydasx, Korna 3HadeHHe oTiaudaercs oT 536 (torma yposeHp [P ompenemser
MMS R B coorBerctBum ¢ naparpadamu 3.3.3 u 3.4). IIpennaraemsie uist ypoBHst I[P Mexanmsmer onpeneneanss MTU B aToMm cirydae
He OynyT oka3piBaTh BiusHuS HAa TCP.

4.2.2.7 KontponbHas cymma TCP: RFC 793, naparpad 3.1
B ommmune or koHTpoibHBIX cymm UDP (cm. 4.1.3.4) xontponsable cymmbl TCP ucnone3oBaTh 00si3atensHo. OTnpaBUTeNb AOJKEH
TeHepHPOBATh KOHTPOJIBHYIO CyMMY, a IIOJIydaTelb AOJKeH ee IIPOBEPATh.

4.2.2.8 Anarpamma coctosiHma coeauHeHna TCP: RFC 793 naparpadc 3.2, cTp. 23

C mmarpaMMaMi COCTOSTHHS CBSI3aHO HECKOJIBKO IIpoOiem:

(a) Crpenka or SYN-SENT k SYN-RCVD nomxkna nomedarses snd SYN,ACK, B COOTBETCTBHUHM C TEKCTOM Ha CTp. 68 1 pUCYHKOM 8.

(b) Bo3mosxkna crpenka ot coctostaus SYN-RCVD « cocrostauto LISTEN npu ycnoBun nosryuenus RST mociie macCHBHOTO OTKPBITUS (CM.
ctp 70 B RFC 793).

(c) Bosmosxxno mpsimo nepeiiti u3 FIN-WAIT-1 B cocrosane TIME-WAIT (cm. ctp. 75 B RFC 793).

4.2.2.9 Bbibop HayanbHoro nopsigkosoro Homepa: RFC 793, naparpad 3.3, ctp. 27

[Iporokon TCP posken Mcnonp30BaTh HAYAJIbHBIA MOPSAKOBEIN HOMED, TEHEPUPYEMBI B COOTBETCTBUHU C TEKYLIHM BPEMEHEM.

4.2.2.10 Yucno nocnepoBaTesibHbIX NONbITOK OTKPbITUA: RFC 793, naparpadc 3.4, cTp. 32

Ha pucynke 8 nomymiena onmoka - HakeT B CTPOKe 7 OJDKEH ObITh HACHTHYECH IAaKeTy B CTPOKE 5.

IIporoxon TCP poJrkeH momaep:KUBaTh OAHOBPEMEHHBIE TTONBITKH OPTaHU3AI[N COCIHHEHUSL.

O0cy:xaenne:
Pa3paboTunky WHOTAA YAUBISIIOTCS, YBHIEB, YTO IPU IOMBITKE IBYX MPUJIOKEHHH OJHOBPEMEHHO COCJUHHUTHCS APYT C JPYroM
OpraHu3yeTcs TOJNBKO OJHO COCAMHEHHE. JTO He OImMOKa, a HpeIHaMEepeHHOe NEHCTBHE, MO3TOMY HE IBITaWTeCh “HUCIPABHUTH’
CHUTYaLHIo.

4.2.2.11 BoccraHoBneHue no ctapbim gyonukatam SYN: RFC 793, naparpad 3.4, ctp. 33
OtMeTrnM, uTo peanm3auuu TCP AOMKHBI COXpaHATH MHGOPMAIMIO O COeAWHEHUsX, mocturmmx coctossHua SYN RCVD B pesynsrate
MAaCCUBHOTO WJIM aKTUBHOTO Hcmonb3oBanuss OPEN.

4.2.2.12 CermeHT RST: RFC 793, naparpad 3.4

s nmporokona TCP pexomenayerest nonyckaTs nmpueM cerMeHToB RST, comepxanmx gaHHEBIE.

O0cy:xnenne
IIpennaraercs Bxmouath B cerMeHTH RST teker B hopmare ASCIL, comepkamuii kox u oObsicHerne npuanHbel RST. Cranmapra ans
NPE/ICTAaBICHNS TAKUX JAaHHBIX elle He pa3paboTaHo.

4.2.2.13 3aBeplueHue coeguHeHumn: RFC 793, naparpadc 3.5
Coenunenns TCP moryt 3aBepmarscst aByMst criocobamu: (1) HopmanbHast mporenypa 3aBepirenuss TCP ¢ ucnoms3oBanneMm FIN u (2)
"mpepbIBaHKe" B pe3yabTaTe NMepeaavdl OJHOTO MM HECKOMbKUX cerMeHTOB RST, mpuBOAAIINX K HEMEIUIEHHOMY 3aKPBITHIO COSAUHEHUS.
Ecmn coenunaenne TCP 3akpbITO ynajJeHHOH CTOPOHOMH, JOKAIBHOE MPHIOKEHHE AOKHO IOTYyYUTh MHMOPMAIHIO 00 HCIIONE30BAHHOM
Bapuanre 3asepueHus (1 wim 2).
IIpn wopmampHOM 3aBepmieHnn coeauHeHunii TCP obecriedmBaeTcst rapaHTHpPOBaHHAs IOCTaBKa JAHHBIX B OOOMX HAIPaBICHHSX.
[Tockonbky oba Hampaienus coenuHeHuit TCP 3akpbIBaloTCs HE3aBHCHMO, BOZMOXKHO CYIIECTBOBAHHE “TONY3aKPBITHIX COCTUHEHHH,
KOT'/la TIepe/iava JaHHBIX B OJJHOM HaIlpaBICHHWH 3aBepIIeHa (M HEBO3MOXKHA), a B IPYyTOM JIaHHBIE MTPOJIOJDKAIOT TIePeaaBaThCsl.
XO0CT MOXKET pean30BaTh “TIOyAyIUIeKCHbIe” mocienoBaTenbHOCTH 3akpbitist TCP Tak, uro mpunoxeHue, Bei3BaBiuee GyHknmo CLOSE,
HE CMOXET IIoCIe 3TOr0 YHTaTh JaHHbIE M3 coeanmHeHHsA. Ecmm Taxoit xoct BeBbiBaeT CLOSE B mpouecce mpuema AaHHBIX depes
coenuHenre TCP unyu HOBBIE AaHHbIE NOMyueHs! yke nocie BoizoBa CLOSE, nporokoiy TCP pexomenayercs nepenars cermeHT RST s
UHG)OPMHUPOBAHHS O MOTEPE JAHHBIX.
[lpu aKTHBHOM 3aKpBLITUH COEIUHEHMS OHO JOJKHO COXpaHsThest B coctosunu TIME-WAIT (oxunanue) B TedeHue Bpemenu 2 x MSL®,
OpHako BO3MOKHO BocnpusiTie HOBBIX BbI30BOB SYN ot ynaneHHoro TCP 11 mOBTOpPHOIO OTKPBITHS COEIUHEHUS] HEIIOCPEACTBEHHO M3
coctossHusg TIME-WAIT, ecnu BBINOMHAIOTCS CAECAYIOIIUE YCIOBHUS:
(1) HavaBHBIM TOPSAKOBBIH HOMEp IJIsi HOBOTO COEIMHEHMs OOJblIe MaKCHMAIbHOTO MOPSAKOBOTO HOMEpa, HCIOJIB30BAaHHOTO B
MIpebIAYIEM COCIUHECHUMY;
(2) mpoucxomut Bo3Bpat B cocrosure TIME-WAIT, ecin SYN oxka3biBaeTcst 1yOJIMKaTOM CTaporo BBI30Ba.
O0cy:xnenne:
ITonnonymnnekcHoe 3aBepuieHue coenuHeHuil TCP ans coxpaHeHMs NaHHBIX HE BKIIOYEHO B aHAJOTMYHBIN TPaHCHOPTHBIA NMPOTOKOI
TP4 cteka ISO.

HexoTopele cuCTeMBI He HOMIEPKHUBAIOT IMONTY3aKPBITHIX COSJUHEHUH, MOCKONBKY TaKHe COSIVHEHHS He COTJACyIOTCs C MOZENBI0
BBOJIa-BBIBOJIA HCIIONIB3YEMOH OIepallMoHHOM cucTeMbl. B Takux cuctemax mpuioxenue nocie BoizoBa CLOSE yske He cMOXXeT YuTaTh
JaHHBIE U3 COCIMHEHUS - TaKasl CUTyaIlHsl Ha3bIBaeTCs MOy AyIIEKCHBIM 3aBepiieHreM ceanca TCP.

M3siunblit anroput™ 3aBepiuenns TCP tpeOyeT, 4ToObl aKTUBHOE COCTOSIHHE COXPaHSIIOCH (IO KpaiHel Mepe) Ha OJHOW M3 CTOPOH B
TedeHne BpemeHH 2 X MSL (4 muHyTH). B Teuenue sToro mepmoma mapa (yAaNeHHBIH COKET, JOKAJBHBI COKET), Onpeaessromas
COCIMHEHHE, OCTACTCSl 3aHATOM M HE MOXKET OBITh MOBTOPHO HCIOJB30BaHA. J[JIsi COKpAIlleHHs] MepHoja 3aHATOCTH JAHHOW Mapbl
MOPTOB HeKoTopble peanu3aiyu TCP mo3BossioT BocnpruHUMaTh HOBBIE BBI30BBI SYN B coctostaun TIME-WAIT.

4.2.2.14 MNepepaya pgaHHbix: RFC 793, naparpad 3.7, ctp. 40

“Maximum Segment Lifetime - MakcUMaIbHOE BPeMsl JKU3HH CETMEHTA
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C momenra Beixoga RFC 793 anropurmsl TCP mocTosSSHHO COBEpHIEHCTBOBAINCH JUIS TTOBHINIEHNS (G (QEeKTHBHOCTH 00MeHa TaHHBEIMH. B
HOCIeAYIOIMX Haparpadax 3Toro JOKyMEHTa ONHCAaHBI 0Os3aTeNbHBIC M pekoMeHayemble aaroputMel TCP, mo3Bonsromye OonpenenuTh,
Korza cienyer nepenasaTh qaHuble (4.2.3.4) n noareepxaenus (4.2.3.2) nim oOHOBIATH OKHO (4.2.3.3).
Oocy:kaenue:
OmHAM W3 BaXKHBIX BOIPOCOB HPOW3BOAUTEIBHOCTH SBISETCA ‘“‘cHHApoM riynoro okHa™ (Silly Window Syndrome wmmm SWS),
omucanubii B [TCP:5] - crabmibHOE HEOOJBIIOE YBEIUUCHHE OKHA, B PE3yJbTaTe KOTOPOTO MPOHCXOJUT CYNICCTBCHHOE CHIDKCHHE
npomsBoauTtenbHOCTH TCP. Anroputmel mpenoTrspatieHuss SWS omucaHsl HIDKE Kak Ui niepeparonieit (4.2.3.4), Tak U Ui IPHEMHOMN
cTopoHsI (4.2.3.3).

Kpatko rosopst, npuunHoii SWS siBisieTcst onydeHne nHGOPMAIMU O paclIMPEeHHH OKHA BIIPABO BCSKHMH pa3, Korjaa ectb OydepHoe
TIPOCTPAHCTBO, JOCTYITHOE JUIS IIpHEeMa JAHHBIX, ¥ OTIIPABUTENb HCIONIB3YeT yBEINUeHHE OKHA (HeB3Wpas Ha €ro He3HAUYUTEIHEHOCTD)
Juis nepenadn Gonplero oovema naHHbIX [TCP:5]. Pe3ynbpraToM 3TOro MOKeT cTaTh HelpephIBHAs Iepefada KPOUIEYHBIX CETMEHTOB
Jaxe Mpy HIMYUK OossInmX OydepoB Ha mpueMHOI U nepenaronieii cropone. SWS MoxkeT BO3HHKATh TOJIBKO IPH Hepeade OONbIIIX
00BEMOB JITaHHBIX; €CIIH COSMHEHHE CTaOWIBHO (TIepeaeTcsl IOCTOSHHBIN MOTOK JaHHbIX), IpobieMa ncyesaet. [IpuanHoil npodiemMbl
SBIISCTCS TUNWYHAs peanm3anus mpsiMoro (straightforward) ympaBineHnss OKHOM - HIDKE ONHCAHBI ANTOPUTMBI JUIS TONydarTeNs H
OTIpPaBHTENS, O3BOJISIOIINE PELIUTH ITY MPOOIIEMY.

JpyruM BaxkHBIM BompocoM mpousBoautensHocTu TCP sBisieTcst To, YTO HEKOTOpBIE MPHIOKEHUS (OCOOEHHO CHUCTEMBI yAaJI€HHOTO
BXOJla B CHCTEMY) Ha XOCTaX C IIOCHMBOJIBHBIM BBOJIOM MMEIOT TEH/ICHIHUIO TIepeiaBaTh MOTOKH OJHOOKTETHBIX CErMEHTOB AaHHBIX. Bo
n3bexxanue 3actosi kKaxaplii BeizoB TCP SEND oT Takux NpHiIoKeHHi JOJDKeH “BhITaNKUBaThes (push) mpHiokeHHEM SBHO WIH B
HesiBHOH ¢opme ¢ nomonpio TCP. B pesynbTaTte MoXeT BO3HUKHYTH MOTOK cerMeHToB TCP, comepiaIiux JIMMIb IO OJHOMY OKTETY,
YTO BEAET K CHIKECHHIO 3((EeKTHMBHOCTH HCIIOJB30BaHUs Internet M BHOCHT CyLICCTBEHHBIH BKJaj B HachllieHue. AnroputMm Nagle,
ommcaHHbli B maparpade 4.2.3.4, obGecneumBaer mpocroe U 3((PEKTHBHOE pelIeHHe 3TOH IMpoOJeMBl. AJTOPHTM oO0OecrednBaeT
TPYNIIUPOBKY CUMBOJIOB Julsi coenuHeHni Telnet (3T0 MOXXET yAMBHTH MOJIB30BATENEH, OXKUAAIOIINX X0 TI0CIE KaX0ro CUMBOJIA, HO
BOCHPHSTHE MOTB30BaTeNeH He SBIAETCS TPOOIeMOit).

OtmeruM, uto anroputM Nagle u anroput™ npenorBpamieHuss SWS ONONHSIOT ApYyr Apyra B AeNe HOBBILEHUS TPOU3BOAUTEIEHOCTH.
Anroputm Nagle npenoTBpamaer nepegady KpOIIEUHBIX CETMEHTOB, KOTOpas MOXKET NMPHUBOIAMTH K HE3HAUHTENHLHOMY MOCTOSHHOMY
pacCIIMPEHUI0 OKHA, a alropuT™M mpenorspamieHus SWS GIIOKMpyeT MOsSBIEHHE MENKHX CEIMEHTOB B pe3ysIbTaTe HE3HAUHTENbHBIX
C/IBUTOB TIPaBOTO Kpas OKHA B CTOPOHY PACILIUPEHHUS.

B ocTopoxHBIX peanm3anusax MOXKET HepeaaBaThes ABA WM Ooliee MOATBEPKACHUH IS KaXKA0T0 IPHHATOro cerMenTa. [Ipeamonoxum
JUIL IIpUMeEpa, 4YTO MOoJydaTelib HE3aMCEUIMTEIIBHO MNOATBEPXKAACT IMPUEM KaXJIOT0 CErMEHTa. KOF}la NpuKJIagHagd nporpamMmma
“noTpeOMT” MaHHBIE W CHOBA YBEIMYHT JOCTYITHOE IPOCTPAHCTBO B Oydepe mnpuema, MOMydaTeNnb MOXET IepeaaTh BTOpOe
MOATBEP)KACHHE OTIPABUTEIIO JUIi OOHOBIIGHHMS OKHA. OKCTPEMallbHasi CHUTyaldsl BO3HMKAeT MPU 1-OKTETHBIX CErMEHTax B
coenuuennsix TCP, ncrmonp3yromux mnpotokon Telnet ot yaaneHHOro BXozga B cHCTeMy. BCTpedaroTcss peanu3alund, re Ha Kakaoe
Ha)kaTHe KIJIABHIIM I10Jb30BATENIeM I'€HepHUPYeTCsl TPH IepefaBacMbIX B OTBeT cermeHrta: (1) moxrBepikaeHue, (2) omHobaiiToBOE
pacimpenue okHa H (3) 3X0-CHUMBOJL.

4.2.2.15 Tanm-ayT noBTopHOM nepeaauu: RFC 793, naparpad 3.7, ctp. 41
Ceituac u3BecTHO, uTO npemiokeHHbI B RFC 793 anroput™ pacuera TaliM-ayTa A1 HOBTOPHOM Nepefadyn He SBISETCS aJeKBATHBIM (CM
naparpad 4.2.3.1).
Henasuss pabora Slko6cona [TCP:7] mo Bompocam HachimeHus Internet u crabmibHOCTH MoBTOpHOU mepeaayn TCP mpennaract HOBBIH
AITOPUTM, OOBETUHSIONINNA MEXaHU3MBI slow start (MeaneHHBIN cTapT) U congestion avoidance (mpemoTBpamieHne HachieHus). [IpoTokon
TCP noJizkeH peanu3oBaTh 3TH aITOPUTMBIL.
Ecnu moBTOpHBIN MakeT WASHTHYEH HCXOTHOMY (COXpaHEHBI HE TONBKO TPAaHMIBI JAHHBIX, HO TAaKKE OKHO U MOJSA MOATBEPXKACHUSI B
3aroJIOBKE), MO2KHO KCIIOJIb30BaTh MPEXHEe 3HaUeHUe moiist uaeHTudukamuu [P (em. 3.2.1.5).
Peanusanus
Hexotopsie paspaGorunku TCP BbIOHparoT “nakeTHPOBaHHBIN MOTOK JAHHBIX, T. €., YKa3bIBAlOT I'PAHUIBI CETMEHTa IPH Iepeaade B
o4Uepeab U A€pKAT 3TU I'paHULBI B OUEPEAN HAa NOBTOPHYIO NEpeaavy, IokKa HE 6y}1€T OJIYYCHO IOATBEPIKACHUE. B JAPYTUX BapuaHTax
(oHM MOTYT OBITH IIpOIIE) HAKETHPOBAHUE HE MPOUCXOAUT JI0 3aBEPIICHUS Iepefadn (WM IIOBTOPHOH Iepesiadn), II03TOMY odepesab Ha
MOBTOPHYIO IIepe/iady B TAKUX PEasTU3aLHsIX He UCIOJIB3YeTCs.

B BapuaHTe C oOuepeAbl0 Ha IIOBTOPHYIO Mepeiady mpou3BoauTenbHOCTs TCP MoxeT ObITh MOBBIIICHA 32 CYET HOBTOPHOTO
MaKEeTHPOBAHUS Ul CETMEHTOB, OXKUJIAIOLINX MOATBEPXKACHHS NPH MEPBOM TaiiM-ayTe MOBTOpHOU mepexadyn. OCTaBIIMECsS CETMEHTHI
OyayT oOBEOUHATHCS B OAWH CEIMEHT MaKCHMAJIBHOTO pa3Mepa ¢ HOBBIM uaeHTH(]ukatopoMm IP. ITocne storo TCP Oyner mepxath
HOBBII CErMEHT B OYepe/y Ha Iepeady, [oka He Oy/eT MmonydeHo noareepxaeHue. OMHako, eciii MepBble 1Ba CErMEHTa B OYepeIy Ha
HOBTOPHYIO Tepe/iady INPEeBbIIIAT MaKCUMaIIbHBIH pa3mep cermenta, TCP Gyner moBTOPATH Hepenady TOJIBKO A HEPBOrO CErMeHTa
U3 oYepeay ¢ COXpaHEeHHEeM HICHTU(HKAIIMOHHOTO Touist IP.

4.2.2.16 YnpasneHue okHom: RFC 793, naparpad 3.7, ctp. 41
Honyuarenssm TCP He pexkoMeHAyeTCsl OTCEKaTh YacTh OKHa (T. €., IepeMelarh MpaBblii Kpail okHa BieBo). OmHako ornpasurens TCP
JOJTKeH OBITh YCTOWYMBBIM K YMEHBIICHNIO OKHA, PU KOTOpoM 3HaueHHe "useable window" (cM. 4.2.3.4) cTaHOBHTCS OTpULIATEIBHBIM.
Ecin Takoe mNpoOMCXOOWT, OTIPAaBUTENI0 He PpeKOMeHJyeTcsl IiepefaBaTh HOBBIE JaHHBIE, HO CJIEAyeT IOBTOPHTh Hepenady
HenoaTBepxkaeHHbIX NaHHBIX Mexay SND.UNA u SND.UNA+SND.WND. OtnpaBurens Takxke MOKeT IOBTOPUThH Iiepellady JaHHBIX 3a
npenenamu SND.UNA+SND.WND, HO He pexoMeHIyeTcsl TIPEphIBaTh COCAMHEHHE M0 TaiM-ayTy, €CIH AOCTAaBKa JAaHHBIX 3a MpeAeiIaMu
IPaBOro Kpas OKHA HE MOATBepikJeHa. Eciau okHO cokpaiaercss no Hyuis, npotokos TCP qosrkeH nIpoBepuTh €ro CTaHAapTHBIM CIIOCOOOM
(cm. HUKE).
Oocy:kaenue:
Bo muorux peanusanusx TCP Bo3HMKAIOT mpoOJieMbl NMPU COKpAILIeHHH OKHA CIpaBa IOCHE Mepefavyd JAHHBIX B OKHO OOJbIIero
pasmepa. OtmernM, uto TCP ncrons3yeTr SBpHUCTHYECKHE METOIBI JUIsl BEIOOPA IOCIEIHEro OOHOBJICHHSI OKHA BONPEKH BO3MOXKHOMY
M3MEHEHUIO Topsika aeiitarpamMm. B pesynbrate MokeT OBITH NPOMTHOPUPOBAHO OOHOBIICHHE OKHA Ha MeEHbIee, KOTOpoe ObLIO
TIPEUIOKEHO paHee, eClIM He yBEINYUBACTCS HH MOPSAKOBBIA HOMEp, HU HOMEP IOATBEPKACHHSI.

4.2.2.17 MNMpoBepka HyneBoro okHa: RFC 793, naparpadc 3.7, cTp. 42

Jlo/T:KHa TTO/1ep KUBAThCSI IPOBEPKA HYJIEBOTO (IIPeAnaraeMoro) OKHa.

TCP mMoxeT cCoxpaHsATh CBOM IIpeJylaracMble IPHEMHBIE OKHA 3aKPBITHIMH B TEYCHHE HeolpeaeieHHoro BpeMenu. Jlo tex mop, noka TCP
Ha MPUEMHON CTOPOHE MPOAOJDKACT CJIaTh MOATBEP)KICHHS B OTBET Ha mpoBepouHbie (probe) cermentsl, mpotokon TCP Ha mepenaromeit
CTOpPOHE HOJIZKEH COXPAHITH COSTMHEHNE OTKPBITHIM.

O0cy:xaenue:
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OueHb BaKHO IOMHUTB, 4T0 cerMeHTsl ACK (monTBepikieHne), KOTOpble He COIep)kaT JaHHBIX, Hepenatorcs mporokoinom TCP 6e3
rapanTuii. Ecim mpoBepka HyJIeBOro OKHa HE IOJIEPXKHMBAETCS, COSIHHEHHE MOXeT OBITh pasopBaHo mpu motepe cermeHta ACK,
3aHOBO OTKPBIBAIOLIETO OKHO.

3ajepKKa TPH OTKPHITHH HYJICBOIO OKHA OOBIYHO IIPOMCXOAMT B TEX CIIydasX, KOTAa HPHHUMAIOIIEe MPUIOKEHHE OCTaHABIMBACT
oOmeH aHHBIMHE ¢ co cBouM TCP. Hampumep, IeMOH 1edaT MOJKET OCTaHOBUTEH paboTy HMPH OTCYTCTBHHU B IIPUHTEpE OyMaru.

[MepenaromemMy XOCTy peKOMEHIyeTcsl ITOChUIAaTh MEPBYI0 Npo0y HyJIEBOTO OKHA, KOTJa TaKOe OKHO CYIIECTBOBAJIO B TEYCHHE NEPUOJA,
paBHOTO TaiiM-ayTy s mnepemaud (cM. 4.2.2.15); uwHTepBasibl Nepeladyd IMOCIEIYIOUMX Mpo0 peKOMeHAyeTcsl SKCIHOHEHLHAIBHO
YBEJINYUBATE.
O0cy:xaenue:
Ota mpouexypa MHHHMH3HPYET 3a/IepXKKy, €CIIH YCIOBHE HYJIEBOIO OKHAa BO3HHKaeT B pesyibrare mnorepu cermeHta ACK,
COZIepIKaIlero OOHOBJICHHE OTKPBITHS OKHA. PeKOMEHIyeTcs SKCIOHEHIMANbHOe YBEIMYCHHE HHTepBaja (BOSMOXKHO C 3alaHHEM
MaKCHMAaJbHOTO 3Ha4yeHHWs). OTa INpoleAypa HANOMHHAeT alTOPHTM IIOBTOpA Iepefadl M peajH3ali0 3TUX IIPOIECCOB MOXKHO
OOBETUHUTB.

4.2.2.18 NMaccuBHble BbizoBbl OPEN: RFC 793, naparpadc 3.8

Kaxnpiit maccupublii Bp130oB OPEN co3naet HOBYyIO 3amuch 0 coequHeHun B cocTossHuM LISTEN wim Bo3BpariaeT ommoKy - 3T0 He J0JKHO

OKa3bIBaTh BIMSIHUS Ha JOOBIE paHee CO3MaHHbIE 3alMCH COSTUHEHHM.

Peanuzamuun  TCP, momiepxuBaroiiue MHOXXECTBO —MMOJBb30BaTENiCi  OIHOBPEMEHHO, MOKHBI obOccrieunBaTh BbI30BEI  OPEN,

¢$yHKIMOHAaNBHO Mo3BoOJLsIIoKe npuwiokeHusiM npociayumBate (LISTEN) noprt, noka He Oymer OJOKHPOBAHO COSTMHEHHE C TaKHM JKe

HOMepoM JiokanbHOTO nopTa B coctossHUM SYN-SENT win SYN-RECEIVED.

O0cy:xnenne:
Hexotoprle npunoxkenus: (Hanpumep, cepBepsl SMTP) moryt TpeGoBaTth 0OCTYXKHBaHMS MHOXKECTBA OJHOBPEMEHHBIX MOIBITOK
OpraHu3aluy COeTUHEHMs. BeposTHOCTh OTKa3a MpU TaKMX MOMBITKAX MOXET OBITh CHIDKEHA 3a CUET HPEIOCTABICHHS HpOrpaMme
BO3MOXKHOCTH IIPOCIYIINBAHUS COCJUHECHUS OJHOBPEMEHHO C IIONBITKON COTJIACOBAHMS INApaMeTPOB UL paHEee OpraHH30BAHHOTO
COCTMHEHMSI.

Peanusanus
IIpuemniemble peanu3aly OJHOBPEMEHHBIX IIONBITOK COCJMHEHUS MOTYT pa3peliaTh MHOKECTBO OTKPBITHIX MACCHUBHBIX BBI30BOB
OPEN wnnu “knonuposanue” coenunenuii B coctosuuu LISTEN u3 onnoro naccusHoro BeizoBa OPEN.

4.2.2.19 Bpemsa xun3Hu: RFC 793, naparpadc 3.9, ctp. 51
B RFC 793 yxkazano, uro TCP Oynet 3anpammBate y IP-ypoBHs nepenauy cermentoB TCP co 3mauenuem TTL = 60. D10 TpeboBanue
ycrapeno u 3HaueHue TTL mns nepegaun cermeHToB TCP qos1kHO ObITh HacTpamBaeMbM (cM. 3.2.1.7).

4.2.2.20 ObpaboTtka cobbiTun: RFC 793, naparpacp 3.9

XOTb 3TO M HE ABIAETCS 00s3aTeNbHBIM, pekoMenayercst 111 TCP nmognepxuBate ouepenn ¢ HapylieHHeM mopsiaka cermeHToB TCP (B

RFC 793 nHa ctp. 70 cka3aHO BO3MOKHO).

O0cy:xaenue:
Hexotopele peanm3anmy uisi HEOOJNBIINX XOCTOB HE HCIOJB3YIOT OYEeped CEIMEHTOB IO INPHUYMHE OrpaHHMYeHHOCTH OydepHOro
HPOCTPAHCTBA. Takoe peLIeHHe MOXKET IPUBECTH K CYIIECTBEHHOMY CHIDKCHHIO IpousBojutensHoctd TCP, mockosibky moreps
€IMHCTBEHHOT'O CErMEHTa IIPUBEJIET K TOMY, YTO BCE IOCIEAYIONINE CETMEHTHI OyIyT JOCTAaBIATHCS C HApyIIEHHEM IOpsIKa.

B o0mem ciyyae 06paboTKa NPUHATHIX CETMEHTOB AOJIAKHA OBITH OCTpOEHA TakK, 4ToObI cerMeHTH! ACK 10 BO3MOXXHOCTH 00BEAUHSITUCE.
Hampumep, ecnmu TCP oOpabaTeiBaeT rpymiy CerMEHTOB M3 ouepeau, mepenada cermeHTa ACK J0/KHA TPOMCXOIWTH TOJNBKO MOCHE
00pabOTKHU BCEX TAKUX CETMEHTOB.

Hwxe npuBeneHsl HEKOTOpPBIE MOMpaBKH K naparpady “Ob6padotka codsrtuii” B RFC 793.

(a) BwzoB CLOSE, cocrosinne CLOSE-WAIT (ctp. 61): cnenyer uurats LAST-ACK B3amen CLOSING.

(b) Cocrosture LISTEN, mpoepka SYN (ctp. 65, 66): Ilpu wHammuumm Outa SYN mnepemaua cOpachiBaeTcs, €Clu il CerMEHTa
HEKOPPEKTHBI 3HaueHMs security/compartment wim precedence. B nmokymenre nomymena ommoOka. [IpaBuibHas komanpma cOGpoca
HOKa3aHa HUXKe:
<SEQ=0><ACK=SEG. SEQ+SEG LEN><CTL=RST, ACK>

(c) Cocrosiae SYN-SENT, mpoeepka SYN (ctp. 68): Ilpm mepexone coemunenuss B coctosane ESTABLISHED pmomxHBI OBITH
YCTaHOBJICHBI CIIEIYIOIIHE epEeMEHHBIE!

SND. WND <- SEG WND
SND. W.1 <- SEG SEQ
SND. W2 <- SEG ACK

(d) check security and precedence (ctp. 71): Ilepmsrii 3aromoBok ESTABLISHED STATE peanpHO OOWKEH OBITH CIIMCKOM BCEX
cocrosuuit, kpome SYN-RECEIVED - ESTABLISHED, FIN-WAIT-1, FIN-WAIT-2, CLOSE-WAIT, CLOSING, LAST-ACK, TIME-
WAIT.

(e) Bmecto check the SYN bit (ctp. 71) caenyer untats "In SYN-RECEIVED state and if the connection was initiated with a passive
OPEN, then return this connection to the LISTEN state and return. Otherwise check the SYN bit*".

(f) Check ACK field, SYN-RECEIVED state (ctp. 72: Ilpu mepexonme coemunenuss B coctosane ESTABLISHED pomkHbl OBITH
YCTaHOBJICHBI IEPEMEHHbIE, YKa3aHHbIC B II. (C).

(g) Check ACK field, ESTABLISHED state (ctp. 72): The ACK is a duplicate if SEG.ACK =< SND.UNA (3HaK = mpoOmymIEH).
AHaNIOTUYHBIHA MPOIYCK B YCIOBHU OOHOBJIEHHS OKHA - TOMKHO ObITh: SND.UNA =<SEG.ACK =< SND.NXT.

(h) USER TIMEOUT (ctp. 77):

Jlyuriie OyaeT yBemOMIISATh MPUIOKEHUE O TaliM-ayTe, a He o paspenieHur TCP 3akpbITh coequneHue (CM. Takke maparpad 4.2.3.5).

4.2.2.21 NMoareepxaeHne Ana cermeHToB u3 oyepeau: RFC 793, naparpad 3.9
TCP moxer nepenaBats cermeHT ACK, moarsepxkmatomuii RCV.NXT, korga mpuXOAWT KOPPEKTHBIN CErMEHT, KOTOPBIH HAaXOIHUTCS B
OKHE, HO HE Ha €ro JIEBOW IPaHULIE.
Oocy:xaenne:
B RFC 793 (ctp. 74) Her sicHocTu o Bompocy nepenauu cermenta ACK mpu mosyueHHH CErMEHTOB C HapylLIeHHeM mopsaka (T. €.,
SEG.SEQ ne paBao RCV.NXT).

OnmHOif W3 TpHWYMH mepeqadd ITOATBEPXKICHHI Ui CErMEHTOB C HapyImIeHHEeM IOpsKa IOCTaBKH MOXKET OBITh ITOIIepIKKa
9KCHEPHUMEHTAIBFHOTO alrOpUTMa, Ha3BaHHOTO fast retransmit (ObIcTpasi MOBTOpHAA mepegada). [Ipu MCHoNb30BaHUK STOTO aIrOpUTMA
OTIpaBHUTENb IlepenaeT u30bTouHble moarBepxkaeHus ACK i ykazaHust moTepu cerMeHTa 10 HCTeYeHHs TaiM-ayTa IIOBTOPHOM

“B cocrosunn SYN-RECEIVED, ecnn coemuHenne ObUIO MHHIMHUPOBAHO NacCHBHBIM BbI3oBoM OPEN, 310 coemuHeHne I0IDKHO
nepeBoauThest 00paTHO ¢ cocrosiHue LISTEN ¢ Bo3BpaTom ympasieHus. B ocranbHbIX ciaydasx ciaemyeT npoBeputs ¢uar SYN.
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nepenaun. [loxcuureiBaercs uucio nonydeHHbix noarsepxaeHuit ACK ¢ onunakoBbsiM 3HaueHneM SEG.ACK u oaunHakoBoil npaBoit
rpanuieii okHa. [Ipu momydenun Gospiiero uyncina ACK, Hexenn 3a1aHHOe TOPOTOBOE 3HAYCHHUE, MPEATONIAraeTcsl MoTepsl CErMeHTa,
naunHaromerocs ¢ SEG.ACK u BhINONHSAETCS MOBTOpHAs ITiepenada 0e3 OKHMOaHus TaiiM-ayTa. [loporoBoe 3Ha4YeHHE BHIOMpacTCs
TaKUM 00pa3oM, YT0OBI KOMIICHCHPOBATh MAKCHMaJIbHOE Pa3ymnopsa0vuBaHie CerMeHTOB B Internet. Mcmonb30BaHue 3TOr0 ajaropurMa
MOKa CIIMIIKOM HEMPOAOJDKUTEIBHO, YTOOKI CIeTaTh BBIBOIBI O €T0 MOJE3HOCTH.

4.2.3 HacmHble sonpocsbl

4.2.3.1 PacyeTt Tanm-ayTa Ansi NOBTOPHOM nepeaaym

Xoct TCP possken mogaepxuBath anroputMsl Karn n Jacobson ams pacdera TaiiM-ayra mosropHoil nepegadn RTO.

¢ Anroput™ Jacobson [yt pacuera B3BelmIeHHOTO BpeMeHH kpyrosoro ooxona (RTT) Bxiouaer npocroe n3mepenue Bapuaruii [TCP:7].

¢ Asropurm Karn mist Beibopa crioco6a m3mepenust RTT rapantupyer, 9To cirydaifHble 3HAaU€HHSI BPEMEHU KPYTrOBOro 00xoja He OyayT
YHUUYTOXATh Pe3yiIbTaT pacdeTa B3BEMICHHOro BpeMeHH ooxona [TCP:6].

Takast peanuzanusi JOJKHA TaKke BKIIOYATh SKCIOHEHLHUANBHBIA pOCT mocienoBaTenbHbIX 3HaueHHd RTO mng omgHoro cermenta. st

MIOBTOPHOH Mepenadn cerMeHToB SYN pexoMeHyeTcsl HCIOIb30BaTh TAKOH XKe alrOpPUTM, KaK JUI CETMCHTOB JaHHEIX.

OO0cy:xaenue:
WzBectHpl nBe mpoOiemel, cBs3aHHble ¢ pacderoM RTO, ommcanHsiM B RFC 793. Bo-mepBbIX, mpH HaJIMYUHM MIOBTOPOB TOYHOE
n3meperue RTT craHOBUTCA 3aTpyAHUTENbHBIM. BO-BTOpPBIX, @JrOpUTM pacueTa B3BEIIEHHOTO BPEMEHH KpyroBoro obxozxa
HeanekBaTeH [TCP:7], MOCKONBKY HCIOJIB3yeT HEKOPPEKTHOE IMPENNONOKEHHE O MaJoCTH M mocTosHcTBe Bapmauuit RTT. Jlns
pelIeH s ATUX MPoOIIeM HCIOB3YIOTCs anropuT™el Karn u Jacobson, COOTBETCTBEHHO.

TToBbllIeHNE TPOU3BOAMTENBHOCTH B PE3YJbTATe HCIOJIB30BAHUS STHX aJTOPUTMOB MOXET KOJIEOAThCs OT HE3HAYMTEIBHOTO [0
ruranrckoro. AnroputM Jacobson uist BKmo4eHHs BapHanuii m3MepeHHBIX 3HaueHHH RTT ocoGeHHO BaxkeH M1 HU3KOCKOPOCTHBIX
KaHaJIOB, TA¢ €CTECTBCHHbIC BapUallMM pa3Mepa IaKeTOB NPUBOJAT K 3HauuTenbHbIM BapuaiusaM RTT. OamH u3 pa3paboTyMKoOB
OTMETHII PocT 3G (PEeKTHBHOCTH HCIIOIb30BaHUS KaHana 9.6 x6ur/c ¢ 10% mo 90% B pesynbraTe peanmsanuu aaropurMa Jacobson st
TCP.

Jlnst THATMATN3anyy ONEHOYHBIX ITapaMeTPOB HOBBIX COSIMHEHHN PeKOMEeH/IyeTcsl HCIIOIb30BaTh 3HAYCHU:
(a) RTT =0 cexynz.
(b) RTO = 3 cexyHbI (B3BEIICHHBIC BapHalN{ NHULHATH3UPYIOTCS 3HAYCHHEM, KoTopoe Oyaer BiusATh Ha RTO).
W3BecTHO, YTO pPEKOMEHIOBAaHHBIC 3HAYCHHs BepxHeid W HmkHeH Tpanul] RTO HeanekBaTHbl aist Ooipmmx cereil. Pexomenayercs
3a7aBaTh HIDKHIOIO TPaHMIYy B JONISIX CeKyHIB! (st paGoTel co ckopocTHeiMH JIBC), a B kauecTBe BepXHEH TpaHMIBI HCIIOIB30BATH
3Hauenne 2*MSL (240 cexyHn).
O0cy:xaenue:
OmBIT MOKA3BIBACT, YTO IPHBEACHHBIE BBIIIC MapaMeTphl HHHUIHAIN3AINN UMEIOT Pa3yMHBIE 3HAUCHHS, a HCIIOJIb30BAHUE AITOPHTMOB
Karn u Jacobson nenaet nosenenne TCP pa3ymHbIM, HE3aBUCHMO OT BbIOOpa HayalbHBIX TapPaMETPOB.

4.2.3.2 Korpa nepegaBatb cermeHT ACK
XocT, moydaronyii MoTOK cerMeHToB AaHHBIX TCP, MoXkeT MOBBICHTH 3 QeKTHBHOCTE paboTHl (XOcTOB M Internet) 3a cuer mepenadu
MeHblIero gncia noarsepxxkacanit ACK s npuHATEIX cerMeHTOB. Takoil MeTox HaszbIBaeTCs 3alepkKoit moarsepxaeHuii [TCP:5].
st TCP pexomennyercs peanu3oBath 3anepxky ACK, HO Takas 3amepkka He JODKHA OBITh CIMIIKOM Oobmnoil. B wacTHOCcTH 3amepikka
JA0.1:kHA ObITh MeHbIIe (.5 CeK. M B TIOTOKE CErMEHTOB IIOJHOTO pa3Mepa MOATBEPKJICHHUS JODKHBI MepeaBaThCs MO KpalHeH Mepe s
Ka)XIIOTO BTOPOTO CETMEHTA.
O0cy:xaenue:
3agepxka ACK mo3BossieT NpHIoKeHHSM OOHOBHTH OKHO W, BO3MOXKHO, HEpenaTh He3aMeUIMTEIbHBI OTKIMK. B wacTHOCTH, Mt
CHCTEM YyJaJIeHHOTO JOCTYyIa C MOCHUMBOJBHBIM BBOJOM 3ajepkka ACK MOXKET CHIXATh YUCIO CETMEHTOB, TIEPENAaBAEMBIX CEPBEPOM,
BTpoe (ACK, 0OHOBIIEHHE OKHA M HXO-CHMBOJI MIEPEAAIOTCS B OHOM CETMEHTE).

B nononsenue k 3TOMy Ha HEKOTOPBIX KPYIHBIX, MHOTOIOJNB30BaTEIbCKUX XOCTaX, 3aaepixkka ACK MOXeT CyIIeCTBEHHO CHU3HUTh
3aTpaThl Ha 00pabOTKy 3arojOBKOB 3a CYET YMEHbIIeHHs olmiero umcia obOpadarsiBaeMbix makeToB [TCP:5]. Omnako, upe3mepHas
3anepxkka ACK MoxeT HapyIIaTs onpezesieHne BpeMeHn 00xo/a u paboTy aaropuTMoB “raktupoBanus’ makeros [TCP:7].

4.2.3.3 Korpa nepegaBatb Window Update

IIpotoxon TCP pomxken BKIrouaTh aaroputM npeporspamienus SWS Ha npuemHoi ctopone [TCP:5].

Peanuzanus
Adxroput™ npenotBpamieHns SWS Ha MpHEeMHON CTOpOHE ONpeesieT KOrja MOKET OBITh aHOHCHPOBAHO PACHIMPEHHE MPAaBOTO Kpas
okHa (0OHOBJEHME OKHa - updating the window). DTOT aJrOpUTM UCTONB3YIOT COBMECTHO C 3ajepkkoil moarsepxkaeHuit ACK (cm.
4.2.3.2) nns ompeneneHuss MOMEHTa Tepenadu momydarento cermeHTa ACK, comepxkamiero texymee okHo. [Ipu ommcannu Mel Oymem
HCIOJIB30BaTh 0003Ha4YeHus, npuHAThe B RFC 793 (cM. puc. 4 1 5 B 3TOM JIOKyMEHTE).

PemieHuem 11 MpUEMHOI CTOPOHBI SABNISETCS NMPeNOTBpallleHHe aHOHCOB cMelleHus mpasoro kpasg okHa RCV.NXT+RCV.WND c
HeOOJIBIINM HHKPEMEHTOM JaXke MPH MOTyYSHUH U3 CETH MEJIKHX CeTMEHTOB.

[Ipeamnosnoxum, uTo Ha mpueMHoil ctopoHe umeercst Oydpep RCV.BUFF. B mo6oii momenT Bpemenn RCV.USER okrteToB U3 3TOrO
Oydepa MOXKET OBITh CBSI3aHO C JaHHBIMH, KOTOPBIE Y)K€ MONYy4YeHbI M MOATBEPXKICHBI, HO €lle He BOCHPHUHSTHI MOJb30BATEIHCKAM
npoueccoM. Koraa coenunenune Haxoautcst B cratndHoM coctosinuu, RCV.WND = RCV.BUFF u RCV.USER = 0.

CoxpaHeHHe MPaBOTro Kpas OKHAa HEMOABIKHBIM IIPU MOTYyYSHUH U MOATBEP)KACHUN JaHHBIX TpeOyeT YToOBI MPUEMHHUK aHOHCHPOBAI
TIPOCTPAHCTBO, KOTOPOE MEHBIIE ero peaiabHoro Oydepa, T. €., IPHEMHHK JOJDKeH 3a1aBaTh 3HadeHne RCV.WND, koropoe mo3BoiuT
coxpaauTh noctostHHOM cyMmMy RCV.NXT+RCV.WND mnpu Bozpactanuu RCV.NXT. Takum obpa3om, obmiee npocTpancTBo Oydepa
RCV.BUFF B o0mem ciydae OeIUTCS Ha TPH YacTH:

[ <-emmen- ROV. BUFF - - -cemmcammaann >|

(pukcupoBaHHAS YaCTh)
1. RCV.USER - nonyueHHbIe, HO HE BOCIIPUHSATHIC IPUIOKEHUEM JaHHbIC;
2. RCV.WND - mpocTpaHCTBO, aHOHCHPYEMOE OTIPABHUTEIIO;
3. Reduction - gocTymHoe, HO ellle He AHOHCUPOBAHHOE MPOCTPAHCTBO.
IIpeanaraemserit  anroputM  npexorBpameHns SWS  ans  [OpUEMHOM  CTOPOHBI  COXpaHsAeT (PUKCHpOBAHHOE  3HAYEHHE
RCV.NXT+RCV.WND 10 Tex mop, oka BBIITOJHAETCS yCIOBUE:

RCV. BUFF - RCV.USER - RCV.VWAD >= min(Fr * RCV.BUFF, Eff.snd. MsS)
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rie Fr - gacTh, pekoMeHIyeMoe 3HaueHHe KoTopoil coctaBiser 1/2, a Eff.snd.MSS - spdexruBHOe 3HaueHne MSS mig nmepenadu B
IaHHOM coenuHeHnH (cM. 4.2.2.6). [Ipu BeImoaHEeHNH ycnoBuil HepaBeHcTBa ycTaHaBiuBaeTcs RCV.WND = RCV.BUFF-RCV.USER.

OtMmernM, 4TO 00mMM 3¢ dexToM 3Toro anropurma seisercs: anoncupoBanne RCV.WND c nakpementrom Eff.snd.MSS (st pasymubIX
O0ydepos Ha mpuemuoit ctopore Eff.snd.MSS < RCV.BUFF/2). OtmeTuM Takke, uTO MPHEMHAsi CTOPOHA JMODKHA HCIOJIb30BaTh CBOE
3nauenne Eff.snd.MSS, npexnmonaras, 4To 0HO COBIaAacT co 3HAYECHHEM JUTS IIEPENAIOIIeH CTOPOHBIL.

4.2.3.4 Korpa nepegaBatb JaHHble
[Iporokon TCP posken noanep>xuBaTh MEXaHU3M IpenoTBpamieHns SWS Ha IpHeMHON CTOpOHE.
Jlnsa nporokona TCP pexomenayercsi peanuszanus amroputma Nagle [TCP:9], no3Bosstomiero o0beAnHATh KOPOTKHE cerMeHThI. OTHAKO,
NPUIOKEHHUSM JTO0JKeH 00ecIieurnBaThes crocob 3ampera anroputma Nagle 1uist OTACNbHBIX coeAnHEeHHH. Bo Bcex ciydasx [uis mepenadu
JTAaHHBIX JICHCTBYIOT TAKXKE OTPAaHMYCHHUS, BHOCHUMEIC anroputMoM Slow Start (cm. 4.2.2.15).
O0cy:xaenne:

AnroputM Nagle B o0meM cirydae JeHCTBYeT CIIeAyomuM 00pa3om:

[lpn HamuyuM HEMOATBepXAeHHBIX AaHHBIX (T. €., SND.NXT > SND.UNA) B 0ydepsr TCP nepenarorcst Bce MOJIb30BAaTEIbCKHE
JaHHBIe (He mpuHUMas Bo BHMMaHue O6ut PSH), moka ocrarommecs nanHsle He OyayT moATBepskAeHbl win noka TCP He cMoxeT
nepenath cerMeHT nosHoro pasmepa (Eff.snd.MSS 6aiitos; cm. 4.2.2.6).
Hexoroprie mpunoxxeHus (HanpuMep, 0ToOpakeHHE OKOH B peallbHOM MaciuTabe BpeMeHU) TpeOyroT 3anpera aaroputrma Nagle, 4To0b
HEOOJIBIINE CerMEHTHI JJAaHHBIX NepeaBalnch ¢ MAKCHMAIIbHOW CKOPOCTBIO.

Peanusanus

Anroput™m npenoTspamienuss SWS Ha mepenaromeil cTOpoHe pealn3yeTcs CIOXHEH, HeXelTH Ha MPUEMHOH, MOCKONBKY OTIPaBUTENb
He 3HaeT (sBHO) pa3mep Oydepnoro mpoctpancTBa RCV.BUFF na mpuemnoil cropone. IIpoBepeHHBIM BapuHaHTOM SIBISETCS pacdeT
OTIPaBUTENIEM 3HAYCHUSI MAKCHMAJIBHOTO OKHa mepenadu mist coeauHeHns Max(SND.WND) u ucronp3oBaHue MOITyYCHHOTO 3HAUCHHUS
qutst ouenkn RCV.BUFF. K coxanennto, BO3MOXKHa TOJIBKO OIieHKa Oydepa, HOCKOIbKY MpUeMHasi CTOPOHA MOXKET BPeMsi OT BPEMEHH
meHATh 3HaueHne RCV.BUFF. UtoOsl n30exaTh 3aCTOsI COSAMHEHUH B pe3yibTaTe 3TOro, He00X0ANMO HCIIOIh30BaTh 3HAUCHHUE TaiM-
ayTa Ui (OpCHUpOBaHHMS INepeiaud JaHHBIX, UMEIOLIET0 MPEUMYIIECTBO Mepel alropuTMoM mnpenorspamenus SWS. Ha mpakrtuxe
(opcupoBaHUe Hepefauy Mo TakM-ayTy JODKHO MPOUCXOAUTH PEIKO.

JocrynHoe okHO (useable window) umeet pasmep ([TCP:5]):
U =SND.UNA + SND.WND - SND.NXT

T. €., IpeajlaraéMo€ OKHO MCHBIIC, YEM pasMEp IMNEPEAaHHBIX, HO HE IMOATBEPXKIACHHBIX HaHHBIX. Ecmu D YKa3pIBa€T KOJIUYECCTBO
JaHHBIX B O4Y€PEIU Ha nI€peaavy TCP, PEKOMEHAYETCA UCIOJIb30BaTh CJ'IC,Z[yIOU_II/Iﬁ Ha60p TpaBuJI IJid n€pe€aavdu JaHHbIX:

(1) mpu HOCTIKEHUH MaKCHUMAJIBHOTO pa3Mepa MepeaaBaeMoro CerMeHTa, T. €.:
mn(D U >= Eff.snd. M5S;
(2) unm ycranoBieH ¢aar push u Bce 1aHHBIE U3 OYepeid MOTYT OBITh IEPEAAHBL, T. €.:
[ SND. NXT = SND. UNA and] PUSHED and D <= U
(ycroBre B KBaIpaTHBIX CKOOKax BHOCHUTCS alroputMoM Nagle);
(3) wm no kpaiineit Mepe Fs-as yacTh MaKCHMaJIBHOTO OKHA MOXET OBITh Iepe/iaHa, T. e.:
[ SND. NXT = SND. UNA and] mn(D.U >= Fs * Max(SND. WD) ;
(4) wm ycranosneH ¢uar PUSH u nocTurHyT TaiiM-ayT.

Fs npencrasisier co0oii 4yacTh, peKOMEH/yeMOe 3HaueHHe KOTOpoii coctaBiseT 1/2. 3HadeHue TaiiM-ayTa J0DKHO coctaBisath 0.1 -
1.0 cex. Moxer oka3athcsl yI0OHBIM O0BEANHEHHE ITOTO TaiiMepa ¢ TalMepoM MPOBEPKU HYJICBOTO OKHA, OMHMCAHHEIM B maparpade
4.2.2.17.

B 3axmodeHne OoTMETHM, YTO HCIONB30BAaHHE anropuTMa mnpeporBpamieHus SWS pekomeHmyercst B3amMeH anroputma sender-side,
onucanHoro B pabore [TCP:5].

4.2.3.5 Coou B coeanHeHusix TCP

MHorokpartHble MOBTOpH! Tepenadn oxHoro cermeHTta TCP cBHIETENBCTBYIOT O HaNMMUUM COOEB Ha yIAJI€HHOM XOCTE M IIyTH depe3

Internet. Ot cObom MOTyT OBITH KPaTKOBPEMEHHBIMH HWIH MPOAOKUTENbHBIMU. IIpH BOZHMKHOBEHMH TaKHX CHTyalMH XOCT JOJKeH

WCTIONIB30BATh NIEPEUNCIICHHBIC HIDKE mponenypsl [IP:11]:

(a) CymiecTByIoT 1Ba MOpOroBbIX 3HaueHHs R1 u R2 mig u3Mmepenus ymciaa mOBTOPOB mepenaud onHoro cermeHra. [l 3aganus R1 u R2
MOTYT HCIIONB30BAThCS €IUHUIBI BPEMEHHU I YHCIIO TIOBTOPOB HEPEATH.

(b) IIpu nmoctmxennu ymcna nmoBTopoB R1 mepenmaercst HeratuBHblid aHoHC (cM. 3.3.1.4) Ha ypoBeHnb IP ajs BKIIOYEHHs JMAarHOCTHUKH
PpaboToCcTIOCOOHOCTH IILTIO30B.

(c) Ilpu noctmwxkenuu nopora R2 (npessimaeT R1) coenuneHne 3akpbIBaeTCs.

(d) IIpunoxkeHussM JOMKHA OOECIEYMBATHCS BO3MOKHOCTh YCTAaHOBKM mopora R2 s ormensHOro coenuHeHusi. Hampumep,
MHTEPaKTUBHBIC COSIMHEHUs] MOTYT yCTaHAaBIMBaTh Uil R2 “OeckoHeyHOe™ 3HAa4YeHUe, NPEIOCTaBIss M0JIb30BATEII0 CAMOCTOSTEIBHO
pelIaTh BOIIPOC O Pa3phIBE COSTUHEHNUSI.

(e) IMporokony TCP pexomenayercsi HHGOPMHUPOBATH MPIIIOKECHUS O MPOOIEMax C JOCTABKOH (€CIH 3TO HE 3alpEelICHO MPHIOKCHUEM;
cm. 4.2.4.1), npu noctxenuu nopora R1, Ho 1o nopora R2. Takas uHpOpManus Mo3BOJISIET IIporpaMMaM yAalIeHHOTO J0CTyna (Tumna
Telnet) naopMupoBaTh MoIBE30BaTENS O IMPOOIEMaX.

Pexomennyercs ycraHaBnuBath A R1 3HaueHue, cooTBeTCTBYIOIIEE IO KpaiiHel Mepe 3 moBTOpaM Ipu TekymeMm 3HadeHuu RTO. s

R2 pexomenpnyercs 3anaBath 3HaueHue He MeHee 100 cexyHa.

IMpu nonsiTke coznarh coenunenne TCP mMoxxer HabmoxaTbesi cOOi ¢ MHOTOKpaTHBIM HOBTOpOM cerMeHTa SYN, MoilydeHHeM cerMeHTa

RST wmn coobmennss ICMP Port Unreachable. IToBropabie mepemaun SYN mo/zKHBI 00pa0aThiBaThCS OOBIYHBIM CHOCOOOM (Kak IUist

JIaHHBIX), BKIIFOUasl yBEJAOMIICHHE NIPUKIIAJHOIO YPOBHS.

Opnnako, 3HaueHnst R1 u R2 gt cermenToB SYN MOTyT OTIIMYATHCS OT 3HAUEHHMS IS CETMEHTOB JaHHBIX. B wacTtHOCTH, 3HAaueHne R2 mist

SYN mo/kHO OBITH TOCTATOYHO BENMKO, YTOOBI 00ECIIeYBaTh IIOBTOPHBIE ITEpeiauy Mo KpaifHel Mepe B TedeHue 3 MuHYT. [IpmmoxeHue

MO’XKET 3aKphITh COCMHEHNE U paHblle (HapuMep, 3a1aB YUCIIO MOMBITOK).

Ob6cy:xaenue:

Jlns HekoTopeIX MyTed Internet Bpemsi opraHH3aIllMM COEJMHEHUS JOCTATOYHO BEJIMKO M YHCIO TaKUX IyTeH MOXET CyIIECTBEHHO
BO3pacTH B OyaymeM.

4.2.3.6 TCP Keep-Alive
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Pa3paborunky mMoryT BKiIo4aTh B cBoM peanm3anuu TCP maketsr keep-alive, XOTs Takas mpakThka He TpHHSTa roBceMecTHO. Ipm
BKIIOUEeHHN keep-alive MPUIIOKEHHUSIM A0JKHA 00€CIIeunBaThCS BOZMOXKHOCTD 3allpeTa TAaKUX MaKeTOB Ul OTHAENbHBIX coeauHeHui TCP u
10 YMOJTYaHHIO TaKHE ITAKeTHl JOKHBI OBITH 3alpeIIeHBI.
IMakers! keep-alive MOMKHBI IeperaBaThCs TOJIBKO IPU OTCYTCTBUHM ITAKETOB NAHHBIX WM IOATBEPXKACHHH B TEUCHHE 3aJaHHOTO
HHTEepBaJla. 3HAUCHNE 3TOT0 WHTEpBaja JOJKHO ObITh HACTPAHMBAEMbIM U IT0 YMOTYAHHUIO JOJKHO COCTAaBIATH HE MeHee 2 4acoB.
OueHb BaXHO NMOMHHUTB, 4To JuIsi cerMeHToB ACK, He comepxamux naHHBIX, IpoTokoid TCP He obecreumBaeT rapaHTHH JOCTaBKU.
CrenoBaTenbHO, NIPU peanm3anuy MexaHusMa keep-alive cOom B OTBeT Ha crenupHUIECKHE MPOBEPKH He MOJIKHBI HHTEPIPETHPOBATHCS
KaK “‘yMupaHHe” COCAMHECHUS.
Pexomenayercs mepenaBaTh cerMeHTHl keep-alive 6e3 DaHHBIX, OJHAKO MOYKHO HACTpaWBaTh IPOTOKON Ha IepeAady CerMEHTOB keep-
alive, comep KaIux OAWH IPOU3BOJIBHBIN OKTET I COBMECTUMOCTH C OMMOOYHBIMY peann3anusivu TCP.
Oocy:xaenue:
Mexanm3m keep-alive mepuommuecku IpoBepseT YAAIECHHYIO CTOPOHY IIPHM IIPOCTOE COEIMHEHHs, AaXKe €CIH OTCYTCTBYIOT
HemoATBepxkaeHHble naHHble. Crenmbukanus TCP nHe Bkiaroyaer Mexanm3dma keep-alive, mockonbky oH: (1) MoxkeT 0OpbIBaTh
HOpPMAaJIbHBIE COCAMHEHUS B pe3ysbTaTe TPAaH3HTHBIX cOoeB Internet; (2) mMpHBOIUT K HEHYKHOMY PacXomy IOJOCH! H (3) MOBHIIIAaeT
pacxofpl it coeHenuit Internet ¢ mIaTHBIM TpapUKOM.

Hexoroprie peanmuzamm TCP Bce e BKTtouaroT MexaHu3M keep-alive. [ moarBep:kaeHHs: pabOTOCIIOCOOHOCTH 0e3eHCTBYIOMIErO
COCJIMHCHUS TaKWe pealM3alliy INepenaloT NMPOOHBIE CeTMEHTHI, NMpeAHa3sHaYeHHbBIe U MONYYeHUs OTKIMKA YHAJIICHHONH CTOPOHEL
Takue cermeHTsl B obmieM ciydae BkimodatoT moie SEG.SEQ=SND.NXT-1 u Moryt Takxke coiep’KaTb OIHWH MPOH3BOJBHBIA OKTET
nmaHHbIX. OT™MeTHM, uto A OesneiictByromux coenquaeHuit SND.INXT=RCV.NXT, nmosromy 3nauenne SEG.SEQ OyzaeT BEIXOIUTH 32
npesens! okHa. Clie0BaTeIbHO, MPOOHBINA CETMEHT OyIeT 3aCTaBIsATh NPHEMHUK BEPHYTh CETMEHT MOATBEP KICHUSI, TOBOPAIIUHA O TOM,
YTO COEAMHEHHE COXpaHseT paborocmocoOHOCTh. Ecmm ymaneHHas cTopoHa pasopBana coefuHEHHWe, oHa Oyner Bo3BpamaTth RST
BMECTO TOJTBEPKIAIOLIETO CETMEHTA.

K HecuacTpro, B HEKOTOPBIX HE BIOJNHE KOPPEKTHHIX peann3anusx TCP BozHuKaroT cOom mpu moimydeHunu cermenra ¢ SEG.SEQ =
SND.NXT-1, ecnu Takoil CerMEHT HE COACPKUT JNAHHBIX. [IpHIOKEHUE MOXKET JOMOJHHUTENBHO TPOBEPUTH, CIOCOOHA JTH yaaleHHas
CTOpOHA KOPPEKTHO OTBEeUYaTh Ha MakeTwl keep-alive 6€3 BCTaBIEHHOTO B HUX MPOU3BOIBHOTO (garbage) OKTeTa TaHHBIX.

Mexanusm TCP keep-alive CJIEAYET HUCIOJIb30BaTh TOJILKO B CEPBEPHLIX MNPHIOKCHUAX, KOTOPLIE MOI'yT HEOIpaHUYC€HHO HOJIro
COXpaHATb COCAUHECHMUA, HOT‘pGGJ’If{S{ 0e3 HYX/Ibl CETEBBLIE PECYPCHI, NAXKE €CJIU KIIMCHT IO TEM WJIW HWHBIM IIpUYMHAM pa3opBal HUIN
NOTEPAII COCANHEHUEC.

4.2.3.7 MHoroaoMHble xocTbl TCP

Ecmu npunosxeHre Ha MHOTOIOMHOM XOCT€ HE YKa3bIBaeT JIOKaNbHBIA [P-anpec mpu aktuBHON opranmsauuu coeauHerus TCP, mpoTokon
TCP nmoJken 3anpammuBaTh ypoBeHb [P mis momydenus okansHoro IP-anpeca no (mepBoit) nepenaun SYN. bosnee moapoGHble cBeneHus
npuBeneHs! B maparpade 3.4 - pyukuus GET _SRCADDR().

Bo Bcex ocTalbHBIX CITydasix uepe3 3TO COSAMHEHHE ObLT y)ke HepelaH WIM NPHHAT cerMeHT u rpotokos TCP mosKeH HCIONB30BaTh TOT
e JIOKANbHBIN afpec, KOTOPBIH MPUMEHSIICS IS TPEBIIYIIEro CErMEHTa.

4.2.3.8 Onuum IP

IIpu nepenaye onuuit Ha ypoBeHb TCP co ctopons! IP, nporokon TCP noszkeH MTHOPHPOBATH HEMOHATHBIE OMLIUH.

TCP mosxker nmomnepxxuBarh onuun Time Stamp u Record Route.

IIpunoxeHusIM A0JKHA 00CCIIEUMBATLCS BO3MOXKHOCTh 3a/laHHsI SOUrce route MpU aKTUBHOW opraHu3anuu coeauHeHus TCP u stor
MapupyT JOJDKEH UMETh MPEUMYIIECTBO MIEPE]] Source route 13 MpUHATON JedTarpaMMBL.

IIpu naccuBHOW opranuzauuu coenuHenus TCP M gocTHKeHMM IaKeTOM KOHEYHOW TOYkKM, ykazaHHOM omnuueidt [P Source Route
(comepxamieid myTh Bo3Bpara), mporokoid TCP HoKeH COXpaHWTh MapuIpyT BO3BpaTa M HCIOJNB30BaTh €ro JJIsi BCEX CETMEHTOB,
rnepelaBaeMbIX 4epe3 3TO coeAuHeHue. Eciau B mocienyromux CerMeHTax NPUXOAUT WHOW MaplpyT source route, HOBBIM MapuipyT
PeKOMeHAyeTC sl HCIIOIb30BaTh B3aMEH MIPEKHETO.

4.2.3.9 Coob6LieHunsa ICMP

IIpotoxon TCP momxen mepenaBatb coobmeHns ICMP 06 ommbOkax, moiydeHHbIe ¢ ypoBHs 1P, coeqmHEHMsIM, ¢ KOTOPBIMH CBS3aHBI

omuOKy. [IeMyIbTUINICKCUPOBAHNE OCYIIECTBIIETCS Ha OCHOBE 3aroyioBKoB [P, comepxkamux coobmenns ICMP.

¢ Source Quench
[Iporokon TCP moskeH pearupoBath Ha coobmieHus Source Quench 3amemieHnem mnepenauu depe3 coepumHeHue. s peanuzaiun
9TOr0 PeKOMeHyeTCsl UCIOIb30BaTh NIPOLEAYPY KaK IIpH TailM-ayTe OBTOPHOU Mepefadu.

¢ Destination Unreachable - kozas1 0, 1, 5
ITockonmbKy Takue COOOIIEHHsS TOBOPAT O KPAaTKOBPEMEHHBIX ommuOkax, mpoTokod TCP He mosskeH mpepelBaTh COEAMHEHHE;
PeKoMeHyeTcsl IepeaTh 3Ty HH)OPMAIHIO MPUI0KEHHIO.

O0cy:xaenue:
IIporokon TCP MoxeT cooOmaTh O HEKPHUTHUYHBIX OMIMOKAaX HEMOCPEACTBEHHO MPHUKIAJHOMY YPOBHIO C MOMOIIBIO NPOLEAYPHI
ERROR REPORT; nomyckaercs Takke HHPOPMHPOBATH TPHIOKESHHUS TOJIBKO IPH BO3HUKHOBEHUH TaiiM-ayTa [uisi coenuHenust TCP.

& Destination Unreachable - kogsr 2-4

OTH COOOLICHHS TOBOPSAT O CEPhE3HBIX OIIMOKAX, TOATOMY peKOMeHayeTcs pa3peiBaTh coenunerus TCP.
& Time Exceeded - xkoms1 0, 1

OtH ommMOKK TpakTyoTCs aHamorudHo Destination Unreachable ¢ kogamu 0, 1, 5 (cM. Beimre).
& Parameter Problem

OTH OIMOKK TPaKTyrOTCs aHamoruuHo Destination Unreachable ¢ kogamu 0, 1, 5 (cM. Bbie).

4.2.3.10 lNMpoBepkKa KOPPEKTHOCTU yAareHHOro agpeca

Peanmzarus TCP momskna otOpackBath (kak ommoOouHbIe) JokanbHble BBI30BEI OPEN ¢ HexoppekTHbIM [P-anpecom ynaneHHOH CTOPOHBI
(HampuMep, MMPOKOBEIATEIFHBIH WIIH TPYIIIOBOI afpec).

Bxomsmue 3anpocs! SYN ¢ HEKOPPEKTHBIM aJpecoM OTIIPaBUTENS JOIDKHBI HTHOpUpoBaThesl ypoBHeM TCP mmm IP (cm. 3.2.1.3).
Peammsarus TCP nposkHa 6e3 yBeJOMIICHHSI OTOpackiBaTh BCE BXOISIIME CerMeHTH! SYN ¢ IMIMPOKOBENIATEIBHBIMH I TPYNIOBBIMH
azipecaMi.

4.2.3.11 KaptuHbi Tpachuka TCP

Peanuzanus
Crneundukanus nporokona TCP [TCP:1] mpenoctaBnseTr pa3zpaboTdyukaM CBOOOAY BBIOOpa airoputMa A KOHTPOJS 3a MOTOKOM
COOOILEHHH Yepe3 COCANHCHUE - TaKeTHPOBAHUE, yIPaBICHHE OKHOM, Iepe/iada MOATBepKACHUH U T. 1. BrIOpaTh anroputM HempocTo,
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nockoibKy npotokosn TCP nmomkeH amanTupoBaThes K pa3NudHBIM KapTHHaM Tpaduka. OmbIT mokaseiBaer, 4ro paspadorunkam TCP
TpeOyeTcs MpoBEPATh peai3alurio IS IByX 3KCTPEMaTbHBIX BAPHAHTOB TpaduKa:

¢ OaHOCHMBOJIBHBIE CETMEHTBI
Jlaxxe TIpM MCTIONB30BaHUM Iepenaromiedl cropoHoi anroputma Nagle coenmuenus TCP s ypaneHHOTO BXoJa B CHCTEMY depe3
JIBC ¢ manoii 3anep>xkoil OyayT MOpoXIaTh MOTOK OJHOCHMBOJIBHBIX CETMEHTOB. Eciin Ha yaneHHOM TepMuHalle BKIIOYEH PEXUM
9X0-CHMBOJIOB, IPHHUMAIOIIAsi CTOPOHA OyeT B 00IIEeM Cllydae TeHepHPOBaTh OTKIMK Ha KaXKIbIH NPUHATHIA CHMBOJL.

¢ Ilepenaya 6oabIINX 00HEMOB IAHHBIX
IIpu ucnonb3oBannu TCP mis nepenaum Gosbiioro oObeMa JaHHBIX MOTOK IOYTH IOJHOCTBIO OYAET COCTOSITH M3 CErMEHTOB
pa3mepom MSS (a¢ddexruBnoe 3naueHue). Xotst TCP ucnonb3yer mpocTpaHCTBO MOPSIIKOBBIX HOMEPOB ¢ 0aifToBO (OKTETHOIT)
TpaHyJSIPHOCTBIO, TIPH Ilepeiade OOIBIINX 00EeMOB JAHHBIX JIOJDKHBI YUHTHIBATHCS TOJIBKO CETMEHTEL

OmnbIT nOKa3bIBaeT uTo b heKTHBHBIE 1 KoppekTHbIe peann3aimu TCP xopomio pabotaroT B 000HX IKCTPEMAaIbHBIX CITy4asiX.

Hawubosnee Ba)KHBIM CPEICTBOM IS MPOBEPKH HOBBIX peanu3auuii TCP SIBISIOTCS MPOrpaMMbl TPACCHPOBKH MAKETOB. MHOTOJIETHHIA
OIIBIT TIOKA3bIBAET BAXKHOCTh TPACCHPOBKH JUIS PA3IMYHBIX KApTHH TpauKa MPH UCIOIh30BaHUH ¢ Ipyrumu peanmsanusmu TCP s
IIOMCKAa OLIHOOK.

4.2.3.12 3dhdheKkTMBHOCTb
Peanu3zanus
Ha ocHOBaHNM HaKOIJIEHHOTI'O OIILITA Bpra60TaHLI PEKOMCHAAIUN IS pa3pa60T‘II/IKOB TCP:

(a) He xonupyiite 1anHbIe
[Ipu nepenaye GompmX 00HEMOB JaHHBIX HAWOOJIBIIYIO HArpy3Ky Ha IMPOLECCOpP CO3IAaeT KOMMPOBAaHUE TAHHBIX W3 OJHOTO MECTa
B JIpyroe JJisl ONpEeNeNICHUsT KOHTPOJIbHON CyMMbl. BaxkHo MuHuUMHM3upoBaTh umcio konuid naHHbix TCP. Ilockonbky mepemaua
JAHHBIX dYepe3 IIMHY IaMATH MOXET CYIIECTBEHHO OTPaHUYMBATH CKOPOCTb, IOJIE3HO OOBEIUHATH KONMPOBAaHHE MAHHBIX C
BBIYHUCIICHUEM KOHTPOJBHBIX CYMM.

(b) BuEMaTeJIbHO OTHOCHTECH K BBIYHCIEHHIO KOHTPOJIBHBIX CYMM
Xopomme mporpaMMbl BEIYHCIEHHsT KOHTPOJIBHBIX cyMM TCP o0braHO B 2-5 pa3 ObicTpee, 10 CpaBHEHHIO C IIPOCTOH peanu3anueit
onpenenennii CRC. JInst 3¢ GeKTHBHOTO OnpeaeicHHss KOHTPOIbHBIX CyMM TpeOyeTcs MpOorpaMMHUPOBAHUE BBICOKOTO Kiacca (CM.
[TCP:10]).

(¢) Kon obmiero HazHaueHUs
O6pabotka nporokona TCP MoxeT OBITH CIOXHOM, HO JUIS OOJBIIMHCTBA CETMEHTOB HCIIONB3YETCS JHIIb HECKOJIBKO MPOCTHIX
pemrennii. IlocermeHTHass 00pabOTKa CYIIECTBEHHO YCKOpsieTcsl 3a cdeT A((EeKTUBHOTO KOAMPOBAHMS OCHOBHOM JIMHHH C
MUHUMU3AIHEH Yrclia TPHHAMACMBIX PELICHUH IS Hanbojee BEPOSTHBIX CUTYAaIlUiA.

4.2.4 Uumepgpelic mexxdy TCP u npuksaOHbIM YpPOBHEM

4.2.4.1 ACUHXPOHHbIE OTYEThI
Josken obecriednBaThCsl MEXaHH3M HH(GOPMUPOBAHHS MPUIOKEHUH 0 HeKpUuTHIHBIX omubkax TCP. B ofiiem ciaydae 3To peanusyercs ¢
nomoupto npukiaaaHoi npouenypst ERROR_REPORT, kotopas MoxeT acuHXpoHHO [INTRO:7] BbI3bIBaThCS ¢ TPAHCIIOPTHOT'O YPOBHSL:
ERROR_REPORT(| ocal connection nane, reason, subreason)
KoanpoBanue npuunH OMIMOOK HE paccMaTpPUBAeTCsl 37eCh, OJHAKO COOOIICHHMS, aCHHXPOHHO IepelaBacMble MPHIOKCHUSIM, OJKHBI
BKJTIOYATh:
¢ nonyuenHsle coodmeHus ICMP 06 ommbkax (cum. 4.2.3.9)
¢ uHQOPMAIMIO 0 MHOTOKPATHBIX MOBTOpax nepeaaun (cm. 4.2.3.5)
¢ aHOHCHI yKazateneil cpouHoctu (cm. 4.2.2.4).
Jlns mporpamMM, KOTOpble He XOTAT mony4daTh uMHpopmarmu o6 omunbkax ERROR REPORT, pexomenayercsi 3p(eKTHBHO OTKITIOYUTH
BBI30B ITPOLETYPHIL.
Oo6cy:kaenue:
CooOuieHnss B oOmmeM ciyyae BKIIOYAIOT CBEICHUS O HEKPHUTHUYHBIX OMIMOKaX, KOTOpble MOXKHO HTHOpUpOBaTh Oe3 Bpena Ais
GonbIIMHCTBA NpWwiIoKeHuit. [Ipeamnonaraercs, 4To O YMOJIYaHHIO Iiepeada OTYETOB 00 omunOKax 3ampenieHa, Ho 3TO He 00s13aTeIIbHO.

4.2.4.2 Tun obcnyxvBaHus
IIpuknagHOMYy ypOBHIO J0J1KHA OBITE OOecHedeHa BO3MOXKHOCTh 33/1aBaTh THI oOcykuBaHH TOS U1 CeTMEHTOB, IepefaBacMbIX depe3
coequHeHre. PekomeHayercs Takke oOecreynBaTh NPHIOKEHUSIM BO3MOXKHOCTh H3MeHeHHs TOS B mponecce MCHOIb30BaHUS
coenunernus. Ilporokomry TCP pexomenayercsi mepenaBate Tekymiee 3HadeHne TOS 0e3 m3aMeHeHHMd Ha ypoBeHb [P mpu mepemaue
CerMeHTa B COCAUHEHHE.
3nauenne TOS 3amaercs HE3aBHCHUMO AT Ka)XKIOTO HANpPABICHUS B COSAWHEHUH, MOATOMY NPUHMMAIOIIEe MPHIOKEHHe OyleT 3aiaBaTh
TOS nns cermentoB ACK.
TCP mosker niepenaBaTh NPHIOKEHHUAM HOCIEIHEE HCIOIb30BaHHOE 3HaueHne TOS U3 MPUHATHIX CETMEHTOB.
O06cy:xkaenne
Hexotopsie mnpunoxenust (Hampumep, SMTP) menstor Tun oOMeHa AaHHBIMH BO BpPEMs COEIHHEHMS W, CIIEIOBAaTEIbHO, MOTYT
MoXenaTh U3MEHUTH 3HaueHue TOS.
Otmetum Takxke, uto Be3oB OPEN B coorBercTBuu ¢ RFC 793 Briroyaer mapamerp options, B KOTOPOM MOTYT OBITh 3aaHbl onuuu [P
(source route, record route, timestamp).

4.2.4.3 Bbi3oB Flush

Hexoropsie peanuzanuu TCP Bxirouaror Bei30Bbl FLUSH, kxoTopsle ounmaror odepens nepegaud TCP oT Bcex JaHHBIX, NOMEILEHHBIX B
Hee ¢ nomouipio BeI30BOB SEND U3 npuKIagHbIX IporpaMM, HO COXpaHSeT AaHHbIC, OCTAIOLIMecs B IPaBOM YacTU TEKYIIEro OKHa
nepenaun. TakuMm oOpa3om, 3Ta QyHKIMS ymanseT U3 Oo4epeAn Kak MOXKHO OOJbIIe JaHHBIX 0e3 NMOTepH CHHXPOHM3AIUU IMOPSIKOBBIX
HOMEPOB. DTO MOJE3HO Jyis peanu3anuu GyHKIHA THma abort output B Telnet.

4.2.4.4 MHOrogoMHble XOCThbl
Tlone3oBaTensckuii nHTEp(Elic, onucanHbli B maparpadax 2.7 u 3.8 RFC 793, tpeOyeT pacmmpenns ajisi MHOTOJOMHBIX X0OCcTOB. DyHKIHs
OPEN no/izkHA IOAIEPKUBATh HEOOA3aTENBHBIN TapaMeTp C JIOKATBHBIM alpecoM:
OPEN( ... [local IP address,] ... )
O0cy:xnenne:
Hexoroprie mpunoxenuss Ha 6aze TCP (manpumep, FTP) tpeOyroT ykaspiBath JiokanbHBIH [P-agpec, KOTOpPBIA HCIONmb3yeTcs A
OpraHU3alUH COCAUHEHHS.

Peanmzamus
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TMaccusnsrit Be3oB OPEN ¢ 3amaHHBIM JIOKaBHBEIM ajgpecoM [P Oyner »kaaTh BXOMAIIETO 3apoca Ha COSITUHECHHE C 3THM aJIPECOM.
Ecnu mapametp He ykasaH, maccuBHbIN Bb30B OPEN Oyzet 'kaaTh 3ampoca Ha BXOAIIEE COCAUHCHUE IO JIIOOOMY JIOKATBHOMY ajpecy
IP 1 moToM cBsI3bIBaTH JIOKaNbHEIHN [P-agpec ¢ 3TuM coeanHeHueM.

Hns axtuBHbix Bbi3oBoB OPEN ykazanHblil JokanbHbI [P-aspec Oyner wucmoib3oBaThes Ul OpraHM3aluy coefuHeHus. Ecin
nmapamMeTp He 3aJaH, ceTeBas Iporpamma OyIeT BbIOMpaTh HoAxonsfmuili jokanbHbeld agpec IP (em. 3.3.4.2) mns opraHu3anuu
COEJIMHEHNSI.

4.2.5 TpeboeaHusi Kk npomokosy TCP

Dynkyusn Ilapazpagh Tpebosanue
@mar Push
OOBbenMHEHUE WK OYepeib TP OTCYTCTBUH (iara Push 4222 Bo3moxxHo
[Mepenarorias cTopoHa yaajsieT mocieaoBatenbubie ¢uiara Push 4222 Pexomennyercs
ITpu Be3oBe ¢ynkumy SEND moxHO ycranoBuTh Push 4222 Bozmoxzo
ITpu orcytcrBun Push Geckoneunsiit Oydep nepenaun 4222 Heponyctumo
IMpu orcyrcrBum Push ycranoska PSH s mocnennero cermenra 4222 O0s13aTenbHO
YBenomienue npuHuUMaromeil nporpammsl 0 PSH 4222 Bo3moxHO
Ilepenada o BO3MOXHOCTU CETMEHTOB MaKCUMAalIbHOIO pa3Mepa 4222 Pexomennyercs
OxHO
Pa3mep TpakTyeTcst Kak 6e33HaKOBOE IIeI0e 4223 O6s13aTenbHO
[oanepxxka 32-6uToBOro moius paMepa 4223 Pexomennyercs
CokpalieHne OKHa CTpaBa 4.22.16 He pexomennmyercs
Y CTOMYMBOCTD K COKPAILICHUIO OKHA 4.22.16 O0s3aTebHO
Heonpenenennoe 3akphiTHE OKHA TIPHEMHUKOM 42217 BozmoxHO
OTnpaBuTens MpoBepseT HyJIEBOE OKHO 42217 OO6s13aTenbHO
[epBas nposepka nocie RTO 42217 Pexomennayercs
OKCIIOHEHIIMATbHOE YBEINYEHUE UHTEpBasa IPOBEPKU 42217 Pexomennyercs
Bo3M0OXHOCTE HEONpEeAETICHHOTO OOHYJICHUS OKHA 42217 O0s3aTeIbHO
TaiiM-ayT JuI1 HOPMaJIbHOI'O COCJUHEHHSI C HYJIEBBIM OKHOM 42217 Henonyctumo
CpouHble JaHHbBIE
VYka3aTenb Ha NOCJIEIHUN OKTET 4224 OO0s13aTenbHO
[ocnenoBaTeNbHOCTH CPOUHBIX TAHHBIX MPOU3BOJIEHON ITHHEL 4224 Obs3aTeIEHO
ACHHXPOHHOE yBEJOMJICHUE IPHIOKEHUN O CPOUHBIX JAHHBIX 4224 OO6s13aTenbHO
[IpunosxeHre MOXKET y3HaBaTh O HAJIMYUH CPOUHBIX JTAHHBIX 4224 Obs3aTeTbHO
Ornuuu TCP
[omy4enue onuuii B 1060M CerMeHTE 4225 O0s3aTenbHO
HrHopupoBaTh HEMOAAECP>KUBAEMbIC OIIHU 4225 O0s13aTenbHO
Y CTOHYMBOCTD K ONIHUSM HEKOPPEKTHOTO pa3Mepa 4225 OO6s13aTenbHO
Peanuzanus npuema u nepeaayn onuuud MSS 4226 O0s13aTeTHHO
[lepenaua onn MSS, eciiu MakcUManbHBIN pa3mep He paBeH 536 4226 Pexomenpayercs
Ilepenada onuuu MSS Bo Beex citydasx 4226 Bozmoxzo
3nauyeHue MSS as nepeauy Mo yMOJIYaHUIO paBHO 536 4226 OOGs13aTenbHO
Pacuer 3¢hekTHBHOTO pazMepa cerMeHTa Nnepeaadn 4226 O6s13aTenbHO
Konrponbsusie cymmsr TCP
OTnpaBuTENb PACCUUTHIBAET KOHTPOIBHYIO CYMMY 4.22.7 O0s3aTeILHO
[TonyuaTens npoBepsieT KOHTPOIBHYIO CyMMY 4.22.7 OO6s13aTenbHO
YcTaHOBKA Ha4aubHOTO HOMEpPA 110 TEKYIEMY BPEMEHHU 4229 OO6s13aTenbHO
Opranu3zanus coeIuHeHUN
[Monnepkka OJHOBPEMEHHBIX MOIBITOK 4.2.2.10 O0s13aTebHO
SYN-RCVD nomHHUT noclieiHee COCTOSHHUE 42211 O6s13aTennbHO
[NaccuBHble BE30BEI CALL MOTYT MemaTh Apyr OpyTy 4.22.18 Hemomyctumo
ODYHKIMS OAHOBPEMEHHOTO MPOCITYIIMBAHUS JJIs1 OAHOTO MOPTa 42218 O06s13aTenLHO
3ampoc agpeca oTmpaBuTens Ha ypoBHe [P mpu HeoOxommmocTu 4.23.7 O0s3aTenTbHO
B npoTuBHOM cilyyae UCIOJIB30BaTh JOKAIbHBIE ajpeca COSAUHEHUS 4.23.7 OOGs13aTenbHO
OPEN 7151 rpynnoBbsIX U IIHUPOKOBeIIaTeNbHBIX [P-anpecos 4.22.14 Hepmomyctumo
OT1OpackiBaHKHE CETMEHTOB ISl TPYIITOBBIX/IIMPOKOBELIATELHEIX aJ[PECOB 42214 OO0s13aTenbHO
3aBepIeHNE COCIUHEHUH
Cerment RST moxer copepkarb JaHHbIE 422.12 Pexomennayercst
HNudopmMupoBanre MPUIOKEHUH O pa3pbiBe COCIMHCHUS 4.22.13 Obs3aTeIHHO
INonyaymnnekcHoe 3aKpbITUE COEIUHECHUI 4.22.13 Bozmoxzo
[epenaua RST amst vHAMKAIIMH TOTEPU JAHHBIX 4.22.13 Pexomennyercs
Coxpansts coctostane TIME-WAIT B teuenne 2 x MSL 4.22.13 OO0s13aTenbHO
Bocnpusatue HoBeix SYN Bo Bpems TIME-WAIT 4.22.13 BosmoxHO
IloBTropHas nepenaua
Auroput™m  Jacobson Slow Start 4.22.15 OO6s13aTenbHO
AnroputMm Jacobson Congestion-Avoidance 4.22.15 OO0s13aTenbHO
[MoBTOpHas mepenaya ¢ coxpaHeHHeM HAeHTHHUKawK [P 4.22.15 Bozmoxzo
Anropurm Karn 4.23.1 O6s13aTenbHO
AuroputMm fkobcona st onenku RTO 4.23.1 OO0s13aTenbHO
OKCTIOHEHIINATBHOE YBEIHUEHHE TalM-ayTa 4.23.1 OO0s13aTenbHO
Pacuer SYN RTO kak mi1s JaHHBIX 4.23.1 Pexomenpayercs
PexomeHmyeMble HadaIbHBIC 3HAYCHHS U TPAHUIIBI 4.23.1 Pexomenmyercs
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Dynxyusn

I'enepanus nonreepxaeHuit (ACK)

Ouepenb U CETMEHTOB € HAPYIICHUEM MOPsAKA
OO6paboTKa Bcei ouepenu 10 neperads MoATBEPKICHUS
Iepenaga ACK 1yt CerMeHTOB C HapyIIEeHHEM MOpPsaKa
3aep kaHHbIC TOATBEPKACHUS

3anepxka < 0.5 cex

TToaTBepkaaeTcst Kaxblii 2-0i CErMEHT IMOJHOTO pa3mMepa
Anroput™ npenotspamenns SWS Ha IpreMHOR CTOpOHE

[lepenava naHHBIX
HactpauBaemoe 3nauenue TTL
AunroputM npenotBpamerus SWS Ha nepenaromueif cropose
Aunroputm Nagle
[MpunoxxeHre MOXXET OTKIIOYNTH anroputMm Nagle

COou B COETMHEHHIX
Herarusnsiit anonc ans IP npu noctmxennn R1
3aKkpBITHE COCTMHEHHS MPH JOCTIXEHUH R2
[MpunoxeHus MOTyT yCTaHAaBIMBaThH R2
HNudopmuposars npukiagHoit yposeHs nocie R1, Ho 1o R2
Pexomennyemsie 3HadeHus s R1 u R2
[onnepxkka Takoro ke Mmexanuzma st SYN
3nauenue R2 gt SYN He menee 3 MUHYT

[Tepenaua makeroB Keep-Alive
[IpunoxxeHue MOXKeT NepeaaBaTh 3apoChl
ITo ymomyaHHIO MEXaHU3M OTKIIFOUCH
Bo3MoxHOCTB ITepeiadnl TOIBKO BO BpeMst Oe3neiicTBrs
Bo3MoxxHOCTE HACTpOMKK HHTEpBala
ITo ymorryannio HHTEpBal HE MEHee 2 9acoB
YCcTOMYMBOCTB K OTEpE NOATBEPKACHUM

Omnuuu [P

Urnopuposats omniuu, He noHaTHsle TCP

INoanepskka BpeMEHHBIX METOK

IMoxnepsxka 3amucu MapiipyTa

Source Route:
B03M0OXHOCTB 3a1aTh N3 MIPUIIOKEHUS

IlepenucsiBanue Source Route B neiirarpammax

BcTpanBanue mMapiipyTa Bo3BpaTa Mo MCXOJHOMY
W3menenune Source Route HOBBIMU cerMeHTaMU

IIpuem coobmenunit ICMP ot yposns IP
Destination Unreach (0,1,5) => uadopmupoBats npunoxeHune
Destination Unreach (0,1,5) => pa3opBaTb coeTiHEHUE
Destination Unreach (2-4) => pa3opBatb coenuHeHNE
Source Quench => slow start
Time Exceeded => undopmupoBath npuioxkeHne 63 pa3pbiBa COSAMHEHUS
Param Problem => nndopmupoBats npuioxxenue 6e3 pa3pbiBa COeIMHEHU

IIpoBepka agpecon
Ortka3 st BeizoBoB CALL ¢ HeBepHBIM aapecom [P
Otka3 it SYN 0T HeKOppeKTHBIX ajpecoB IP

Ot6pacsiBanue 6e3 yBenomiaeHuss SYN ¢ IIMPOKOBENIATeIbHEIMI/TPYTIIIOBEIMH aJ[peCaMy

Untepdeiic mexxny TCP u npunoxeHUsIMH
Mexann3m nHpOpMHUpoBaHUsA 00 OmmoOKax
[punoxxeHne MOXXET OTKII0YaTh HHGOpMUpPOBaHHe 00 OmMOKax
[Ipunoxxenune moxet 3agasate TOS ans nepenauun
IMepenaya 6e3 u3MeHeHuii Ha ypoBeHs 1P
[Ipunoxxenune moxkeT MeHATH TOS 111 AEHCTBYIOLIETO COSIMHEHUS
Ilepenaua npunoxenuto nomyuessoro TOS
Brzos FLUSH
Anpec IP xak HeoOs3arensHbIi mapamerp OPEN
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Jononnumenvnan ungpopmayusn:

“RFC 2181 yTO4HSET U JONOJHSAET STOT JOKYMEHT. IIpum. nepes.

“Ha caiite www.protocols.ru Bel MOJKETe HAWTH MEPEBOJI HTOrO TOKYMEHTA Ha PYCCKUH s3bIK. [Ipum. nepes.

“Bosiee COBPEMEHHBIH BapHAHT 3TOro JOKyMeHTa comepxurcs B RFC 1812, mepeBos KOTOpOro umeercs Ha caiite www.protocols.ru.
Ipum. nepes.

“B macrosiiiee BpeMs 3TOT JOKyMEHT NPU3HAH YTPATHBLIMM CHIIbI M BBIICJICHHBIE HOMEPA XpaHATCs B 0ase JaHHBIX ¢ online-IoCTynoM.
Tocnenuuii TEKCTOBBIM BapHaHT HOKyMeHTa ObuT omyOsukoBan kak RFC 1700. I1pum. nepes.

3101 OKYMEHT Takxke oryOnukoBad Kak [SI-RS-85-153 u crares B IEEE Communications Magazine, March 1985.

¥J10T MOKYMEHT TaKke omybnukoBad kak RFC 994

*I910T HOKYMEHT Takxke omyOnukoBan kak RFC 995

2JJOKYMEHT COIEPKUT MHOTO HH(OpMaInK, BKHOM Npu pazpaboTke npuiokenuit Internet, ucrmons3yromux cetu IEEE 802.

B RFC 2236 Bxmouensl no6asnenns k RFC 1122 B wactu npotokona IGMP. Iepesox RFC 1122 Ha pycckuil A3bIK MMEETCS Ha caiite
www.protocols.ru. /lpum. nepes.

*Jra cnemupukanys, kak ykasano B RFC 963, npennasHaueHa [y Oonucanus npotokona IP, HO B HEH MPOIyIIEHBI BaKHBIE MOMEHTHI
(mampumep, obs3atenvHas nopnepikka moxcered [IP:3] m nmomomHmTenbHaAs monmepxkka rpymnmoBoi aapecamuu [IP:4]). Kpome Toro,
JIOKYMEHT JOCTaTO4YHO ycTapen. [Ipu BO3HMKHOBEHHH KOHQIMKTOB C 3THM JOKYMEHTOB IpenMyIIecTBo ciexyer otnaBatb RFC 791, RFC
792 u RFC 950, a HacTosimuii JOKyMEHT MMEET MPEUMYIIECTBO HaJl BCEMHU.

306c¢yxaatores cootHomenus Mexay TCP Maximum Segment Size u pasmepom neiitarpamm IP.

B 370l MOJIE3HOM CTaThe 06CYKAAIOTCS BOMPOCH ()PATMEHTALMH U TIPECTABICH DSl JONOIHUTEIbHBIX PEIIEHUN IPOOIEMBI.

S3TOT U CIeLYIOWMI JOKYMEHT JI0JDKEH IIPOYECTh KaX/Iblil pa3paboTurK.

B [OKyMEHTE BIEPBbIC ONKCAHA HANPABICHHAS IIMPOKOBellaTenbHas aapecauus. Opnako Gosbwias yacte 3toro RFC mocesiueHa
MapIIpyTU3aTOpaM U XOCTaM.

¥9r1a cnenndukanys, kak ykazano B RFC 964, onmceisaeT TOT e npotokoi, 4to 1 RFC 793 [TCP:1]. Tlpu BO3HUKHOBEHHH KOH(JIUKTOB
HNpEeUMYIIEecTBO NOJDKHO otaaBatbes RFC 793, a naHHBINH JOKYMEHT HMEET MPEHMYIIECTBO 110 OTHOILICHUIO K 00OUM.
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[TCP:8] "Modularity and Efficiency in Protocol Implementation," D. Clark, RFC 817, July 1982.

[TCP:9] "Congestion Control in IP/TCP," J. Nagle, RFC 896, January 1984.

[TCP:10] "Computing the Internet Checksum," R. Braden, D. Borman, and C. Partridge, RFC 1071, September 1988.

[TCP:11] "TCP Extensions for Long-Delay Paths," V. Jacobson & R. Braden, RFC 1072, October 1988.

Bonpocbl 6e3onacHocmu

C mporpamMMaM# pa3iMYHbIX KOMMYHHUKAIIMOHHBIX YPOBHEH XOCTOB CBSI3aHO MHOXKECTBO BOIIPOCOB 0OE30IIACHOCTH, HO MX OOCYXXICHUE
BBIXOJUT 3a paMku panHoro RFC.

Apxwurexrypa Internet B ob1em ciryuae obecrieunBaeT BecbMa c1a0yro 3allUTy NPOTHB 10AcTaHOBKU (spoofing) IP-anpecoB ornpasurens,
MO3TOMY JTI00OH MeXaHH3M obecreyeHus 0e30MacHOCTH Ha ocHOBe IP-anpecoB oTmpaBuTenell JOKEH HNPUMEHSTBCS C OCTOPOXHOCTBIO.
OnHako, B OrpaHHYEHHOW Cpelie HEKOTOpas IIPOBEpKa alpecoB OTIPABUTENICH CTAHOBHUTCS BIIOJHE BO3MOXKHOW. Hampumep, MoxkHO
co3nath OesomacHyro JIBC, BXOOHOH MapIIpyTH3aTOp KOTOpOH Oyner oTOpachiBaTh JHOOBIC ACHTarpaMMbl, B KOTOPBIX B KadyecTBE
OTIpaBHTENsI yKa3aH BHYTPEHHHUI ajpec JIoKanbHOH ceTH. B aToM ciydae xoct JIBC mMoxeT pa3nnyaTh BHEIIHHE W BHYTPCHHHE XOCTHI 110
anpecy ormpaButens. IIpobnema ycnoxkHseTcs HPU 3aJaHMH MaplipyTa OTIIpaBHTENIeM (source routing) M CYLIECTBYIOT HPEIJIOKECHHS
3alpPETUTh XOCTaM PacChUIKY JeHTarpamMM source-route U3 cooOpaxkeHui 6e3omnacuoctd (cM. 3.3.5).

Bomnpocer 6e3omacHOCTH paccMaTpuBaroTcsa B maparpadax, cBsasanHseix ¢ omuueid [P Security (cm. 3.2.1.8), coobmenusmu ICMP Parameter
Problem (cm. 3.2.2.5), onmmsivu IP B pefitarpammax UDP (cwm. 4.1.3.2) u pesepBuposanuem noptoB TCP (cm. 4.2.2.1).
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