Carbon Billing 5

CMoTpeTb pekomeHayeTCs B MakcMarnbHO AOCTYNHOM pa3pelueHnun. (~1080px) - oTKpoviTe BUAEO Ha NOMHbIN 3KpaH, play, wecrtepéxka ->
1080hd.

Hactporikn cetn cnegytowme:

XocT cuctema

runepsu3op libvirt + kvm:
MwmetoTcs aBa bridge:
br0 - MmocT, Yepes KOTOpbI BUPTYarku XoOsiT B UHTEPHET.

br1 - mocT 6e3 goctyna B ceTb, "nceBgonokanka”.

Carbon XGE Router 5

MmeeT gBa nHTepderica:
eth0 B br0, ip agpec - 10.90.140.70/16, oH e - KaHan K BbILLECTOSILLIEMY NpoBanaepy.

eth1 B br1, ip agpec - 192.168.70.1/24, oH xe - nHTepdenc ans NnogknoyYeHnss aboHeHToB.

Carbon Billing 5

eth0 B br0, ip agpec - 10.90.140.71/16, oH e - nokanbHbI MHTepdec GunnuHra, Yepes Hero oH obuiaetcsa n ¢ Carbon XGE Router 5.

Nonb3oBaTenb

eth0 B br0, ip agpec Tonbko Ans noakntoyeHus k Hemy no ssh - 10.70.140.222/16, 6e3 gocTtyna B CeTb.
eth1 B br1, ip agpec 192.168.70.3/24, wnto3 - 192.168.70.1, To ectb Carbon XGE Router 5.

B kauectBe DNS - ny6nuyHble DNS ryrna (8.8.8.8 / 8.8.4.4).

HacTponka cBs3ku

XGE

B XGE Router HyxHo yka3aTb IP agpec 6bunnuHra B KayecTse:

® Radius cepBepa aBTOpM3aLUN.
® Radius cepBepa akkayHTUHra.
® CoA knueHTa.



CEPBEP AKKAYHTMHIA: 192.168.0.10:1813

CEPBEP ABTOPU3ALUMK 192.168.0.10:1812
HacTpoiiku Radius

P AIPEC COA-KNMEHTA: 192.168.0.10

MAPONE COA-KNMEHT A algosolarsystem

MOPT COA-CEPBEPA: 3799

P APEC 3TOTO NAS-CEPBEPA 192.168.0.20

BA3A RDIUS-CEPBEPA B BEESCMACHOM PEXWME |

1 g !
RADIUS-SECRET algosolarsystem
OB WA NAPO /b NS IPOE ABTOPU3ALIMA a\goso\ar;ysltem

® KonnekTopa Ansi HET(NOY CTAaTUCTUKN.

CEPBEP CBOPA CTATUCTWKW 192.168.0.1 0|:9996

BKMHOYNTE NFUSENS []

CoXpaHWTb U NPUMEHNTb OTmeHa

HacTpoiiku ceHcopa
netflow

Mocne yero NPUMEHUTb U COXPaHUTb USMEHEHUA.

BunnuHr

B Be6G-nHTEepdheiice GunnuHra
Hob6aensem XGE Router Bo Bknagke obopyaosaHve > MapLUpyTU3aTopbl.

1. co3paém mapLupyTusaTop, HasblBaeM kak-Hubyapb (He nepeycepAcTByliTe CO CneLcMMBOnamm)

2. nponucbiBaem ero IP

3. BbI6Gupaem T1n Carbon XGE Router 5.

4. ykasbiBaeM CKpunTa Afs OTnpaBku koMaHA xge_router.sh (B cneayowmux Bepcusx Oyaet aBTomaTtnyecku NponucbiBaTbCs Npu
BbIGOpE HYyXHOro TVna).



: [lononHUTENEHO

OcHogHble )

Aom: j

msa CKpunTa c coBbITUaMN:

xge_router.sh

KonuyecTeo NOTOKOB ANA 10 ~
OTNpaBKK KOMaH[, Ha
obopynosaHue:

MyTte Kk CDR Ha cepsepe:

HBDEGOSﬂBEﬂTb CECCHKD!

Mepegapate NapoNk B CKPUNT
coBBITWIA:

Tun: 0SS Cxema j

5. Bknovaem radius auth nposepky ans VPN no login, ans ip+web gononHuTensHo ctaBum ip.

6. ykasbiBaem naponu radius secret / user_psw / coa_pass aHanormyHble ykasaHHbiM B HacTponkax XGE Router (cMc HacTpoiiku
radius), 7 ucnonb3oBan naponb MO YMOMYaHuWio, B naeane CTOUT CMEHUTb.

7. coxpaHsiem.

ﬂ [ns Toro, 4tobbl Ha Xge paboTana LWTaTHasi CUHXPOHMU3AUMSA C BUNNNHIOM, Ha BunnuHre HeobxoamMmo 4o6aBUTb
cneaytowme npasuna (8 npumvepe 192.168.20.1 - appec XGE, agpec 169.254.30.50 MeHATb He HYXHO):

iptables -t nat -A asr_billing_prerouting -p tcp -s 192.168.20.1/32 --dport 3050 -j DNAT
--to-destination 169. 254. 30. 50: 3050
iptables -A nas_clients -s 192.168.20.1/32 -p tcp -mtcp --dport 3050 -j ACCEPT

Tak e 3TK npaBuna Heobxoaumo fo6aenTb B hooks
Momunmo atoro Heobxoammo Ha XGE B web nHtepdelice - HacTpoiiku chavipsona” u B nyHkTe "IP agpec Ans nepeHanpaBneHns"” ykasatb ip
appec bunnuHra, KoTopbI AOCTYNEH C Xge.

P AIPEC AN NMEPEHANPABNEHWA | |

BK/IOUNTb ®AWMPBON O]
OF PAHAUATb KOMBO HOBbIX COE[YCEK U3 MHTEPHET 2000
HacTpoiiki thaiipaona OFPAHWMUYMTL KONBO HOBbIX COEL/CEK M3 NOK.CETH 2000

CoXpaHuTb U NPUMEHUTb OTMeHa

Tenepb abOHEHT:

. Cosnaém aboHeHTa,

. YKa3blBaeM emy Kakoi-Hubyab IP (B npuHUMne MoxHO 6bino co3gaTe nyn Ana AuHaMuyeckoin Boigaym IP agpeca).
BKIIOYAEM ranouky "paspeLlunTb nepenoakntodeHmne”.

51 Ha BCSAKWI Cry4an NOMEeHsAN eMy NOTUH U Naporb C aBTOMATUYeCKN CreHEPUPOBaHHBIX Ha username/username.
. 3aKuablBaeM eMy HEMHOrO [ieHer.

. CTaBuM aBTOpmu3aumto no radius.

NoO O AWN

. NpoByem NoaKYnTLCS.


http://docs.carbonsoft.ru/x/PQAFAw

[NMonb3oBaTtenb

Ha Linux s Bocnonb3oBarncs crnefytLLein KoMaHaom:

sudo pppd nobsdconp nodefl ate defaul troute nonppe pty 'pptp 192.168.70.1 --nol aunchpppd
user nane password usernane

user

[root @entosuser ~]# ip a

1: lo: <LOOPBACK, UP, LONER _UP> ntu 16436 qdi sc noqueue state UNKNOWN
I'i nk/ 1 oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |lo

2: ethO: <BROADCAST, MULTI CAST, UP, LONER_UP> nmtu 1500 qdi sc pfifo_fast state UP gl en 1000
l'ink/ether 52:54:00:7f:0b:31 brd ff:ff:ff:ff:ff:ff
inet 10.70.140.222/16 brd 10.70. 255. 255 scope gl obal ethO

3: ethl: <BROADCAST, MULTI CAST, UP, LOAER UP> ntu 1500 qdisc pfifo_fast state UP gl en 1000
link/ether 52:54:00:13:0d:fa brd ff:ff:ff:ff:ff:ff
inet 192.168.70.3/16 brd 192. 168. 255. 255 scope gl obal ethl

18: ppp0: <PO NTOPO NT, MULTI CAST, NOARP, UP, LONER_UP> ntu 1400 qdisc pfifo_fast state UNKNOM gl en 3

I'i nk/ ppp
inet 10.128.0.5 peer 10.128.0.1/32 scope gl obal ppp0

[root @entosuser ~]# ipr

192.168.70.1 dev ethl scope link src 192.168.70.3

10.128.0.1 dev pppO0 proto kernel scope link src 10.128.0.5
10.70.0.0/16 dev ethO proto kernel scope link src 10.70.140.222
169. 254. 0.0/ 16 dev ethO scope link nmetric 1002

169. 254. 0.0/ 16 dev ethl scope link netric 1003

192.168.0.0/ 16 dev ethl proto kernel scope link src 192.168.70.3
default dev ppp0 scope link

Byand, aBTopusauuna npowuna ycnewHo.

Ha BCSKWUIA Cryyar NpoBepsem:

AOCTYyn B CeThb:

[root @ent osuser ~]# ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data
64 bytes from8.8.8.8: icnp_seq=1 ttl=48 tinme=51.8 ns

[root @entosuser ~]# ping ya.ru

PING ya.ru (93.158.134.3) 56(84) bytes of data

64 bytes from ww. yandex.ru (93.158.134.3): icnp_seq=1 ttl=55 tinme=27.8 ns
e

--- ya.ru ping statistics ---

1 packets transmtted, 1 received, 0% packet |oss, time 365ns

rtt mn/avg/ max/ ndev = 27.886/27.886/27.886/0.000 ns

pagyemcsi 4To BCE 3amevaTenbHenwmnm obpasom pabortaer!

[MpumeyaHna



Q: MNoyemy He Hago HacTpamsaTth radius aTpmMbyTbI?

A: Motomy uto n Carbon Billing 5 n Carbon XGE Router 5 - Hawm npogykTel, AenaTb C HUMU B LieNnsx yao6cTBa Mbl MOXEM YTO YrOfHO
(x0-x0), noatomy Radius aTpubyTbl 3awmThl B TN MappyTmudatopa Carbon XGE Router.
Mo ymonyaHuio oTnpasnaloTcsa KOMaHab!:

¢ ip forward_al |l ow add Franed-|P-Address !
ip snat add Franed-|P-Address $snat_ip
! ip redirect $overlinit Franed-1P-Address
policy set Framed-1P-Address in $rate_in $ceil _in out $rate_out $ceil _out



